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A

Accountants
IRS third-party summons provisions, 3.03[3][d]
Administrative summons. See Summons
Adverse action under FCRA rules
affiliate-provided information, adverse action based on,
1.07[2]
FTC interpretive letter, A1.21, A1.24
lack of information resulting in credit denial, 1.07[7][b]
notice of adverse action, 1.07[1]
affirmative defenses for failure to provide, 1.09[4]
bank’s request to discuss application, notice delayed
by, 1.07[7][c]
FTC guide, A1.6
FTC interpretive letter, A1.29
Advertising. See Marketing
Affidavits, Custodian of Records
Financial Privacy Act of 1978, F2.15
IRS third-party summons provisions, F3.7
Affiliates under FCRA rules
adverse action based on credit information provided by,
1.07[2]
Affiliates under FCRA rules, defined, 9.01[1][c]
sharing of credit information among affiliates,
1.03[1][d], 9.01
Comptroller of the Currency Bulletin 98-33, A1.22
Agency records
FOIA access, 8.04[1][c], 8.06[1], F8.2
Agents
consumer reports obtained through, 1.04[2][i]
financial institutions’ agents, Financial Privacy Act of
1978 coverage, 2.03[2][b]
Agreement of Voluntary Assurances, 5.08, A5.2
American Bankers Association
Privacy Principles, 6.07, A6.9
Annunzio-Wylie Anti-Money Laundering Act, 4.02[1],
4.02[2], 4.04, 4.07[1], 4.11[1]-4.11[5], 4.12[1]
Arrests
permissible reporting of, 1.05[5][b]
FTC interpretive letter, A1.32
state fair credit reporting laws, 5.07[2]
ATMs. See Electronic fund transfers
Attorney-client privilege, IRS third-party summons
provisions, 3.03[11][q]
Attorney fees
FCRA, recovery of, 1.09[7][d]
calculation of fees, 1.09[7][k]
Financial Privacy Act, 2.07[4][¢]
FOIA, 8.05
IRS third-party summons provisions, 3.06[1][d],
3.07[3][e]
state fair credit reporting laws, 5.09[3][d]
Automated teller machines. See Electronic fund
transfers
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Bad-check lists
as consumer reports under FCRA, 1.03[5][e]

Bank records
Bank Secrecy Act, 4.09
checks, copies of, 4.09[2][a]
comprehensive recordkeeping, 4.09[2]
drafts, copies of, 4.09[2][a]

“know your customer” requirement, 4.09[1]
exceptions to, 4.09[1][b]
personal-experience bank records, 1.03[S][i]

Bankruptcy
consumer bankruptcy, when information is deemed

obsolete, 1.04[1]
deletion procedure for consumer reports, 1.05[4]
financial institutions, disclosures by when in own
interest, 2.05[2][a]
Bank Secrecy Act, recordkeeping requirements, 4.10
real estate, IRS third-party summons provisions,
3.03[3][c]

Banks. See also Bank records; Bank Secrecy Act;
Confidential information, bank use and protection
of; Financial institutions
credit bureau, agreement with, F1.12
discovery of records of nonparties, 5.04[4][p]
employees. See Employees of financial institutions
FCRA rules, credit information under

adverse action notice delayed by bank’s request to
discuss application, 1.07[7][c]

confusion in bank terminal access to credit bureau
files, 1.07[7][a]

enforcement of FCRA by bank regulatory agencies,
1.09[1]

multibank holding companies, FCRA rules for
dissemination of information among, 1.03[4][c],
Al.11

personal-experience bank records, 1.03[5][1]

FOIA access to information, 8.04

Bank Secrecy Act
advisory group, 4.02[2]
background, 4.01
bank customers, 4.02[3][k]
bank records, 4.09

checks, copies, 4.09[2][a]
comprehensive recordkeeping, 4.09[2]
drafts, copies of, 4.09[2][a]
Federal Reserve guidance on private banking
activities, A4.17
“know your customer” requirement, 4.09[1]
case summaries, 4.02[3], 4.08[1]
cease and desist order and civil money penalty
announcement, A4.8
constitutionality, 4.13
Supreme Court challenge, 4.13[1]
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currency reporting requirements, 4.07, F4.3, A4.14,
A4.15
Administrative Procedures Act violation, 4.02[3][i]
case summaries, 4.07[3]
centralized list of exemptions, 4.07[2]
compliance procedures, 4.07[1], 4.13
Comptroller bulletins, circulars and releases on, A4.1,
A4.6
congressional efforts to ease compliance burdens,
4.07[2]
exempted transactions, 4.07[2]
exemptible transactions, 4.07[2]
FDIC letter on suspicious activity reporting, A4.10
instruments, 4.11[6][r]
IRS, special exemptions requested from, 4.02[3]
real party in interest, identification of, 4.02[3][g]
structured transactions and, 4.11[4]
Treasury Department rules and interpretations, A4.2,
A4.13
unilateral exemptions by banks, 4.07[2][a]
enforcement, 4.02[2], 4.11
administrative penalties, 4.11[5]
case summaries, 4.11[6]
civil liability, 4.11[1]
criminal liability, 4.02[3][a], 4.03[3][b], 4.11[3],
4.11[6][e], 4.11[6][g], 4.11[6][n], F4.7
forfeiture, 4.11[2], 4.11[6][c], 4.11[6][i], 4.11[6][]],
4.11[6][q]
money laundering, 4.02[3][h], 4.11[4]
structured transactions and, 4.11[4]
examination procedures, A4-1
exemptions, A4-21
FATEF-VII Report on Money Laundering Typologies,
A4.19
FDIC letter on suspicious activity reporting, A4.10
FDIC summary of Annunzio-Wylie Anti-Money
Laundering Act, A4.9
Federal Reserve and Treasury Department questions and
answers on wire transfer rules, A4.13
Federal Reserve Bank Secrecy Supervisory Letter, A4.7
Federal Reserve guidance on private banking activities,
A4.17
FinCEN
advisory on FATF-VII report, A4.19
advisory on safe harbor court decision, A4.16
answers to frequently asked Bank Secrecy Act
questions, A4.27
bulletin addressing terrorist financing, 4.08
guidance on travel rule, A4.20
filing currency transactions reports ruling, A4.28
multiple currency transactions ruling, 4.07, A4.32
foreign accounts, 4.03
account disclosure requirement, 4.03[3][b]
case summaries, 4.03[3]
definition of foreign account, 4.03[3][a]
foreign banking authorities, 4.02[2]
forfeiture
case summaries, 4.11[6][r]
“innocent” property subject to, 4.11[6][i]
jurisdiction for, 4.11[2]
knowledge necessary for, 4.11[6][j]
violations, 4.11[6][c]

forms
Currency Transaction Report With Instructions, F4.3
foreign bank and financial accounts, F4-1
International Transportation of Currency or Monetary
Instruments With Instructions, Report of, F4.2
individual as financial institution, 4.02[3][e][f]
international shipments of currency and monetary
instruments, reporting requirements, 4.12[2]
large-value funds transfers, 4.06
monetary instruments, imports and exports of, 4.04
purchase of with currency, 4.07
officers of bank, criminal liability, 4.11[6][n]
overview, 4.02
privacy considerations, 4.12
other records, 4.12[2]
Secretary, reports to, 4.12[1]
recordkeeping requirements, 4.06
brokers, 4.10
case summaries, 4.09[3]
deposit slips, 4.09[2][b]
proposals for certain wire transfers by financial
institution, 4.05
securities, dealers in, 4.10
reporting requirements
foreign accounts, 4.03[1], F4.1
intent to avoid, 4.11[6][v]
international financial transactions, 4.03[2], F4.2
multiple loans to avoid reporting, 4.09[3][a]
splitting transactions to avoid, 4.11[6][k]
types of, 4.02[1]
Riegle Community Development and Regulatory
Improvement Act, 4.07[2], 4.11[4]
safe harbor, 4.02[3][j]
structured transactions, 4.11[6][m], 4.11[6][p]
deposits as separate crimes, 4.11[6][0]
suspicious activity reports, 4.08
tracing of, 4.02[3][b]
Treasury Interim Rule on Bank Secrecy Act Exemptions,
A4.26
violations, 4.02[3][1]
forfeiture, 4.11[2], 4.11[6][c]
merger, prior to, 4.07[3][e]
prosecution as separate felonies, 4.11[6][g]
white collar criminals, tracing of, 4.02[3][b]
wire transfer rules, 4.05, A4.13
USA PATRIOT Act, 4.01, 4.02[1]

Business transactions

FCRA, applicability, 1.03, 1.03[2]
business need for customer report, 1.04[2][h]
FTC interpretive letter, A1.31

C

Cable Communications Act, 6.06

case summaries, 6.06[1]

Cable Television Consumer Act, 6.06
California Financial Information Privacy Act, 5.05[4]
Cellular phones

electronic fund transfers, 6.05[4][a]

Certificate of Compliance

Financial Privacy Act of 1978 disclosure, 2.04[8], F2.10
IRS third-party summons provisions, F3.2
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USA PATRIOT Act and, 2.04[8]
Checks
bad-check lists as consumer reports under FCRA,
1.03[5][e]
recordkeeping requirements, Bank Secrecy Act,
4.09[2][a]
Children
Children’s Online Privacy Protection Act of 1998
(COPPA), 6.04[5]
compliance, FTC review of, 6.08[1]
enforcement actions, 6.08[1]
examination procedures, 6.08[2]
Child Online Protection Act, 6.04[4], 6.04[5]
summary of, A9.15
online privacy, FTC guidelines to protect, 6.08[1]
Child support payments
consumer report obtained to collect, 1.04[6][e]
failure to pay, consumer report inclusion of, 1.04[1]
Civil liability
Bank Secrecy Act, 4.07[3], 4.11[1]
cable television and privacy rights of consumer, 6.06
electronic communications privacy, 6.05[4][j]
storage facilities, access to, 6.05[2]
FCRA, 1.02
defenses to liability, 1.09[4]
enforcement, 1.06[3], 1.09[1] — 1.09[4], 1.09[7][c],
1.09[71[1], 1.09[7][q]
false pretenses, obtaining information under,
1.09[7][c]
furnishers of information, limitation on liability,
1.06[3], 1.07[7][e]
informal FTC letter, failure to prevent liability with,
1.09[71[i]
releasing consumer report without permissible
purpose, 1.04[6][f], 1.04[6][;]
strict liability, not applicable to reporting agency,
1.09[7][n]
vicarious liability, employer’s, 1.09[3]
Financial Privacy Act of 1978, 2.07
case summaries, 2.07[4]
financial institutions, 2.07[1], 2.07[2]
relief, 2.07[3]
interception of electronic communications, 6.05[1]
releasing consumer report without permissible purpose,
1.04[6][f], 1.04[6][j], 1.04[6](k]
reporting suspicious transactions, 2.07[1], 4.08
state financial privacy statutes, violation of, 5.05[5]
Claims reports
as consumer reports, 1.03[5][b]
evaluation of claim under existing insurance policy,
1.03[5][m]
Closed accounts
notice obligations under FCRA, 1.06[1][d]
Code of Fair Information Practices, 6.07
Commerce Department
online privacy, draft of principles, A6.16
Commercial loans
sample statement regarding disclosure of information,
F5.4
Common law, state. See State financial privacy laws
Communications. See Electronic fund transfers (EFTs)
Compliance, certificate of. See Certificate of compliance
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Comprehensive Crime Control Act of 1984, 6.04[1]
Comptroller of the Currency
account number disclosure limitations (FRB Letter),
A9.22
Bank Secrecy Act, bulletins, circulars, and releases on
reporting transactions, A4.1
District Offices, A8.5
Fair Credit Reporting Act and
advisory letter, A1.39, A1.50
affiliates sharing information (Bulletin 98-33), A1.22
bank holding companies, providing application
information to, A1.11
credit bureau, providing application information to,
Al.10
FCRA amendments, A1.20
interpretive letter, A1.10, A1.11, A1.13, A1.19,
A1.20
joint marketing, A1.19
prescreening under, A1.13, A1.19
preemption under, 5.09[2]
Financial Privacy Law compliance, 9.01[8][c]
FOIA used to obtain records from agencies, 8.06[2],
F8.5, F8.6
foreign official corruption, guidance on (OCC Bulletin),
A4.25
guidelines establishing standards for safeguarding
customer information (OCC Bulletin 2001-8), A9.20
infrastructure threats—intrusion threats (Bulletin 2000-
14), A6.19
online privacy, 6.08[3]
advisory letter, A6.12, A6.14
privacy laws and regulations summary, A9.15
privacy preparedness (OCC Letter), A9.17
privacy regulation compliance questions and answers,
A9.21
sale of customer lists (OCC interpretive letter), A5.1
sharing of information among affiliates, guidance on,
1.03[1][d]
Bulletin 98-33, A1.22
Computer Fraud and Abuse Act of 1986, 6.04]2],
6.04[6][b]
Computer Matching and Privacy Protection Act of 1988
FOIA and, 8.03, A8.9
Computers. See also Electronic fund transfers (EFTs)
Fair Credit Reporting Act rules
confusion in bank terminal access to credit bureau
files, 1.07[7][a]
failure to limit access to credit bureau files, financial
institution liability for, 1.09[7][m]
federal interest computer, 6.04[6][a]
Internet. See Internet
national information infrastructure, 6.07
privacy laws and, 6.04
Confidentiality. See also Confidential information, bank
use and protection of
agreement, sample nondisclosure provisions from, F5.5
breach-of-confidentiality determined by state courts,
5.04[4][o]
debtor-creditor relationship
sample nondisclosure provisions from confidentiality
agreement, F5.5
state financial privacy laws, 5.04[4][n]
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Freedom of Information Act agencies, 8.04[1][c], 8.06

banking information, access to, 8.04

Comptroller of the Currency, 8.06[2]

Computer Matching and Privacy Protection Act of
1988, 8.03

examination reports, information from, 8.04[1][e]

exemptions, 8.01[2]

FDIC, 8.06[1]

Federal Reserve Board, 8.06[3], A8.11

National Credit Union Administration, 8.06[5]

Office of Thrift Supervision, 8.06[4]

personal privacy, 8.04[1][d]

Privacy Act of 1974, interrelationship, 8.02

records submission, preservation of confidentiality,
8.05

statutory exemptions, 8.04[1][a]

trade secrets, 8.04[1][b]

state financial privacy laws, 5.04[3], 5.04[4][i]
Consent agreements

FCRA violation, FTC consent agreement with credit

bureau, A1.9
Constitutionality
Bank Secrecy Act, 4.13, 4.13[2]
case summaries, 4.13[2]
Supreme Court challenge, 4.13[1]

IRS third-party summons provisions, 3.03[11][s]
Constitutions, state. See State financial privacy laws
Consumer Bankers Association

customer information guidance, 6.07
Consumer reporting agencies. See also Consumer

reports; Fair Credit Reporting Act (FCRA)

access to files of, consumer’s, 1.05[1]

accuracy in reporting by, 1.02

balancing test on procedures for assuring, 1.05[5][c]
disputed, 1.05[2], 1.05[3]
furnishers of information to agency, duty of accuracy
for, 1.06[1]
libel for false report, 5.04[4][g]
arrests, permissible reporting of, 1.05[5][b]
FTC interpretive letter, A1.32
classification as, 1.03[4]
conviction, permissible reporting of, 1.05[5][b]
FTC interpretive letter, A1.32

cooperative deposit account experience system as,

1.03[4](d]

counterintelligence purposes, disclosure for, 1.04[5]

counterterrorism purposes, disclosure for, 1.04[5]

defined, 1.03[4]

FTC interpretive letter, A1.25, A1.28-A1.30
disclosure of consumer reports by, limitations on,
1.04[2]-1.04[4]

disputed information in files

consumer’s statement of dispute, 1.05[3]

correction of, 1.05[2], 1.05[5][d], 1.06[1][b],
1.09[7][h], 1.09[7][t], 1.09[7][u]

failure to correct file after consumer request, agency
negligence, 1.09[7][h]

notice of dispute, duty of information furnisher to
provide, 1.06[1][c]

employment agency as, 1.03[4]

enforcement of FCRA against. See Fair Credit Reporting

Act (FCRA), subheading: enforcement

expectation of agency regarding use of credit report,
1.03[5][a]
FCRA rules, generally, 1.01, 1.03
financial institutions as
cooperative deposit account experience system,
participation in, 1.03[4][d]
failure to limit access to credit bureau files, institution
liability for, 1.09[7][m]
Federal Financial Institutions Examination Council
Policy Statement on prescreening, Al.7
inadvertent agencies, 1.03[4][a]
joint-user exception, 1.03[4][b]
multibank holding companies, dissemination of
information among, 1.03[4][c], A1.11
furnishers of information to, obligations of, 1.03[5][1],
1.06
accurate information, duty to provide, 5.04[4][h]
libel for false report, 5.04[4][g]
civil liability and enforcement limitations, 1.06[3],
1.07[7][e]
correction of errors, 1.06[1][b]
duty to provide accurate information, 1.06[1]
FTC interpretive letter on, A1.17
FTC notice of, F1.7
knowledge of errors, 1.06[1][a]
no consumer report prepared, no liability to furnisher,
1.07[7][e]
notice, duty to provide
account delinquency, 1.06[1][e]
closed accounts, 1.06[1][d]
dispute, 1.06[1][c]
qualified immunity, 1.09[5], 1.09[7][o]
reinvestigation responsibilities, 1.06[2]
updating of information, 1.06[1][b]
holding company subsidiaries, dissemination of
information among, 1.03[4][c], Al.11
in-person disclosure at credit bureau, request for, F1.10
investigative firms as, 1.03[5][n]
issuance of reports, agency has no obligation, 1.05[5][e]
joint-user exception, 1.03[4][b], Al1.14
liability of, 1.09[7][g]
qualified immunity, 1.09[5], 1.09[7][o]
strict liability, 1.09[7][n]
nonprofit organization as, 1.03[5][0]
obligations of, 1.05[1], 1.05[4]
consumer rights regarding agency files, observance
of, 1.05
overview, 1.02
qualified immunity, 1.09[5], 1.09[7][0o]
recordkeeping requirements, 3.03[3][b]
IRS third-party summons provisions, 3.03[3][b]
reinvestigation of information
furnisher of information responsibilities, 1.06[2]
rights of consumer regarding, 1.05[2]
rights of consumer regarding files of, 1.05
access to files, 1.05[1]
case summaries, 1.05[5]
correction of disputed information, 1.05[2],
1.05[5][d]
FTC on credit and consumer rights, Al.1
FTC summary of consumer rights, 1.05[4], F1.6
FTC interpretive letter, A1.30

12/05



I-5

[References are to paragraphs (1)), and Appendixes (A).]

reinvestigation of information, 1.05[2]
statement of dispute, consumer’s, 1.05[3]

state fair credit reporting laws, 1.09[1], 5.07, 5.07[2]
case summaries, 1.09[3]
defamation and privacy invasion laws, limited

preemption of, 1.09[2][b]

inconsistent state laws, 1.09[2][a]
preemption, 1.09[2], 1.09[3]

subscriber-credit bureau agreement, example provisions,
F1.12

summary of information providers’ responsibilities to be
furnished by, 1.05[4]
FTC interpretive letter, A1.30
FTC summary of consumer rights, F1.6

transfer of reports from one agency to another,
1.04[6][c]

updating of information
furnisher of information, duty of furnisher to update,

1.06[1][b]

not always required, 1.05[5][a]

use of consumer reports
creditor not obligated to use, 1.05[5][e]
expectation of agency regarding, 1.03[5][a]

wrong consumer’s file, liability for using information
from, 1.09[4]

Consumer reports, 1.03[1]. See also Consumer
reporting agencies; Fair Credit Reporting Act
(FCRA)
accuracy of, 1.02

balancing test on procedures for assuring, 1.05[5][c]
correction of inaccurate information, 1.05[2],
1.05[5][d], 1.06[1][b], 1.09[7][h], 1.09[7][t],
1.09[7][u]
disputed, 1.02, 1.05[2], 1.05[3], 1.06[1][c]
furnishers of information, obligations of, 1.06[1]
libel for false report, 5.04[4][g]
procedures to assure, 1.05[4]
adverse action based on
affiliate-provided information, adverse action based
on, 1.07[2]
bank’s request to discuss application, adverse action
notice delayed by, 1.07[7][c]
FTC interpretive letter, A1.21, A1.24
lack of information resulting in credit denial,
1.07[7][b]
notice of adverse action, 1.07[1]
affirmative defenses for failure to provide, 1.09[4]
FTC guide, A1.6
FTC interpretive letter, A1.29
agents, reports obtained through, 1.04[2][i]
bad-check lists as, 1.03[5][¢]
bank records showing personal experience, 1.03[5][i]
business need for, 1.04[2][h]
FTC interpretive letter, A1.31
business-related insurance, report used to qualify for,
1.03[5][k]
child support payments
collection of, obtaining report for purposes of,
1.04[6][e]
failure to pay, consumer report inclusion of, 1.04[1]
claims reports as, 1.03[5][b]
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evaluation of claim under existing insurance policy,
1.03[5][m]
commercial reporting company, report prepared by,
1.03[5][h]
contents, limitations on, 1.04[1]
correction of inaccurate information, 1.05[2]
defined, 1.03[1]
exceptions to definition, 1.03[1][c]
FTC interpretive letter, A1.29, A1.35
FTC interpretive letter, A1.25-A1.28
disclosure limitations, 1.04[2]-1.04[4]
agents, obtaining reports through, 1.04[2][i]
business need for report, 1.04[2][h]
FTC interpretive letter, A1.31
court orders, disclosure under, 1.04[3]
credit and related account purposes, 1.04[2][b]
credit transactions not initiated by consumer,
1.04[2][d]
denial of credit, disclosure due at time of, 1.07[7][b]
employment purposes, consumer reports for,
1.04[2][f]
FTC interpretive letter, A1.27, A1.37
in-person disclosure at credit bureau, request for,
F1.10
insurance transactions not initiated by consumer,
1.04[2][e]
insurance underwriting purposes, 1.04[2][c]
investigative reports, F1.9
FTC interpretive letter, A1.24, A1.27, A1.29, A1.33
loan customers, existing, 1.04[2][g]
permissible purposes for disclosure, 1.03[5][g],
1.04[2][a], 1.04[2][i]-.04[2][k], 1.04[6][j],
1.04[6][k]
right of consumer to request (FTC interpretive letter),
Al.34
subpoenas, disclosure under, 1.04[3], 1.04[6][a]
written instructions of consumer, disclosure under,
1.04[4]
disputed information, 1.04[1]
dissemination of reports vs. furnishing information,
1.09[7][q]
eligibility for consumer credit, information used to
establish, 1.03[1][b]
employee benefits, reports used in connection with,
1.03[3]
employment purposes, report for, 1.03[5][d], A1.15
disclosure limitations, 1.04[2][f]
FTC interpretive letter, A1.15, A1.24, A1.27-A1.29,
A1.31-A1.35, A1.38, A1.40
user obligations, 1.07[5], A1.3
existing customer, report on, 1.04[6][g]
expiration of adverse information, 1.04[1]
false pretenses, obtained under, 1.03[5][1], 1.04[2][a],
1.04[2][51, 1.09[7][c], 1.04[6][j]
FCRA rules, generally, 1.01, 1.03
fees charged to consumers for, 1.05[4]
government benefits, reports used in connection with,
1.03[3]
ineligibility of information as, 1.03[5][f]
business-related insurance, report used to qualify for,
1.03[5][k]
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commercial reporting company, report prepared by,
1.03[5][h]

insurance policy, evaluation of claim under,
1.03[5][m]

personal-experience bank records, 1.03[5][1]

information bearing on creditworthiness, 1.03[1][a]

accuracy of, 1.02, 1.05[5][c]

affiliates allowed to share information, 1.03[1][d]

consumer rights regarding, 1.05

credit bureau, providing information to, A1.10, A1.12

establishing eligibility, 1.03[1][b]

FTC report for information providers, A1.2

furnishers of information, obligations of, 1.06, F1.7,
Al1.17

holding company subsidiaries, Comptroller
interpretive letter on providing information to,
Al.11

ineligibility as consumer report, 1.03[5][f],
1.03[5][h], 1.03[5][i], 1.03[5][k], 1.03[5][m]

permissible purposes, use for, 1.03[5][g], 1.04[2][a],
1.04[2][i]-1.04[2][k], 1.04[6][j], A1.18

reinvestigation of, 1.05[2], 1.06[2]

investigative reports, 1.03[1][e]

defined, 1.03[1][e]

disclosure of. See this heading: disclosure limitations

FTC interpretive letter, A1.24, A1.27, A1.29, A1.33

investigative firm as consumer reporting agency
supplying, 1.03[5][n]

liability of users, not credit reporting agencies,
1.09[7][g]

litigation evaluation report disqualified as, 1.07[7][d]

user obligations, 1.07[4], 1.07[7][d]

issuance of, consumer reporting agency has no

obligation, 1.05[5][e]

landlord service reports as, 1.03[5][j]
limitations on, 1.04

bankruptcy of consumer, 1.04[1]
case summaries, 1.04[6]
contents of reports, 1.04[1]
court orders and subpoenas, disclosure under, 1.04[3]
disclosure. See this heading: disclosure limitations
expiration of adverse information, 1.04[1]
use of reports, 1.04
written instructions of consumer, disclosure under,
1.04[4]
FTC interpretive letter, A1.34

loan customers, existing, 1.04[2][g]

merged reports, FTC interpretive letter on, A1.16

obsolete information in, 1.04[1]

procedures for deletion, 1.05[4]

overview, 1.02

permissible purposes, information to be used for

consumer report, 1.03[5][g], 1.04[6][k]

disclosure limitations, 1.04[2][a]

FTC interpretive letter, A1.18, A1.26, A1.31

judicial analysis of permissible-purposes provisions,
1.03[5][5]

no automatic liability for releasing consumer report
without permissible purpose, 1.04[6][f]

policing permissible-purposes restriction, 1.04[2][k]

resale of reports, FTC interpretive letter, A1.25, A1.27,

A1.30,A1.31

rights of consumer regarding, 1.05
7-year limit on information, 1.04[1]
spouse, obtaining report on, 1.04[6][d], 5.05[5][c]
statement of dispute furnished by consumer, 1.02,
1.05[3]
10-year limit on information, 1.04[1]
transfer of reports among reporting agencies, 1.04[6][c]
use of
creditor not obligated to use, 1.05[5][e]
expectation of consumer reporting agency regarding,
1.03[5][a]
limitations on, 1.04
users of reports, liability issues, 1.09[7][g]
qualified immunity, 1.09[5], 1.09[7][o]
users of reports, obligations of, 1.03[5][1], 1.07
affiliate-provided information, adverse action based
on, 1.07[2]
bank’s request to discuss application, adverse action
notice delayed by, 1.07[7][c]
case summaries, 1.07[7]
confusion in bank terminal access to credit bureau
files, 1.07[7][a]
denial of credit, disclosure due at time of, 1.07[7][b]
employment purposes, consumer reports for, 1.07[5],
Al3
end user identification required (FTC interpretive
letter), A1.30, A1.32
FTC notice of user responsibilities, F1.8
investigative consumer reports, 1.07[4], 1.07[7][d]
lack of information resulting in credit denial, as
adverse action, 1.07[7][b]
litigation evaluation report not qualified as
investigative consumer report, 1.07[7][d]
notice of adverse action, 1.07[1]
affirmative defenses for failure to provide, 1.09[4]
reasonable procedures, 1.07[6], 1.07[7][f]
liability for failure to take, 1.09[4]
Consumers
credit report on
consumer rights under FCRA, 1.05
existing customer, report on, 1.04[6][g]
written instructions of consumer, disclosure under,
1.04[4]
FTC interpretive letter, A1.34
defined
Electronic Fund Transfer Act, 6.02[3][a]
FCRA, 1.03[2]
Financial Privacy Law of 1999, 9.01[1][d]
FCRA, consumer rights under, 1.05
access to files, 1.05[1]
correction of disputed information, 1.05[2],
1.05[5][d]
FTC on credit and consumer rights, A1.1
FTC summary of consumer rights, 1.05[4], F1.6
FTC interpretive letter, A1.30
reinvestigation of information, 1.05[2]
statement of dispute, consumer’s, 1.05[3]
Financial Privacy Act of 1978 customer, defined,
2.03[3][a]
Financial Privacy Law of 1999 customer, defined,
9.02[1][b]
Convictions
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permissible reporting of, 1.05[5][b]
FTC interpretive letter, A1.32
state fair credit reporting laws, 5.07[2]

Cooperative deposit account experience system
as consumer reporting agency, 1.03[4](d]

Cordless phones
interception of electronic communications, 6.05[1],

6.05[4][b]

Corporate privacy code
international aspects of financial privacy, 7.01, 7.02,

7.03,7.04
Correction
inaccurate information in consumer reports, 1.05[2],
1.05[5][d], 1.06[1][b]
consumer must request, 1.09[7][t]
failure of credit bureau to correct after consumer
request, 1.09[7][h]
public record information, no duty to correct,
1.09[7][u]
Costs, reimbursement of
Financial Privacy Act of 1978, 2.10
case summaries, 2.10[3]
exceptions, 2.10[1]
form for, F2.14
regulation of reimbursement, 2.10[2]
Regulation S, A2.4

IRS third-party summons provisions, 3.06
reimbursement form for IRS, F3.10
state financial privacy laws, 5.05[6]

Council of Europe Treaty, electronic fund transfers,
A6.1

Court orders. See also Litigation
consumer reports, order for disclosure of, 1.04[3]
defined under FCRA, 1.04[3]

FTC ability to obtain consumer information without,
1.04[6][b]
subpoenas disqualified as, 1.04[3], 1.04[6][a]
Credit. See also Consumer reports; Fair Credit
Reporting Act (FCRA); State fair credit reporting
laws
FCRA coverage of consumer report, 1.03[1]
eligibility for consumer credit, 1.03[1][b]
FTC interpretive letter, A1.36
information bearing on creditworthiness, 1.03[1][a],
1.03[1][b], 1.03[1][d], 1.06
investigative reports, 1.03[1][e], 1.07[4], 1.07[7][d]
lease as credit transaction under FCRA, 1.05[5][f]
sharing of consumer credit information, 1.03[1][d]
standards for collection and maintenance of credit,
1.01
Credit bureaus. See Consumer reporting agencies
Credit cards
bulletins to retailers, state financial privacy laws,
5.04[4]1]

defined for coverage purposes under Financial Privacy
Act of 1978, 2.03[2][a]

IRS third-party summons provisions, 3.03[3][a]

privacy response letter for credit card accounts, sample,
F5.1

state statutes restricting disclosure of information, 5.08

Criminal convictions
permissible reporting of, 1.05[5][b]
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FTC interpretive letter, A1.32
state fair credit reporting laws, 5.07[2]
Criminal liability. See also Fraud

Bank Secrecy Act, 4.02[3][a], 4.03[3][b], 4.11[3]

FCRA, 1.02
enforcement, 1.09[2], 1.09[6]

IRS third-party summons provisions, 3.03[11][k]

state financial privacy statutes, violation of, 5.05[5]

Criminal prohibitions of the Information Broker Fraud

Law, 9.02[2]

Criminal Referral Form
civil liability, safe harbor, 4.07[2]
Currency under Bank Secrecy Act

imports and exports, 4.04

international shipments of currency and monetary
instruments, 4.13[2][d]

reporting requirements, 4.07, 4.13, F4.3

Customers

account number disclosure limitations (FRB Letter),
A9.22

defined, Financial Privacy Act of 1978, 2.03[3][b],
2.03[5][d]

defined, Financial Privacy Law of 1999, 9.01[1][e]

defined, USA PATRIOT Act, 4.09[1][e]
Financial Privacy Act of 1978
administrative subpoena, notice of, F2.2
authorization, disclosure, 2.04[1][a]
challenge by customer to demand, 2.04[6][a]
consumer or business use by customer, 2.03[3][a]
coverage requirements, 2.03[3][b]
customer defined for purposes of, 2.03[3]
disclosure and disclosure proceedings, 2.04[1]
deficient authorization, 2.04[1][a]
failure to identify customer, 2.05[1]
recordkeeping requirements, 2.04[1][b]
judicial subpoena, notice, F2.7
search warrant, notice of, F2.5
SEC access to records, 2.06[6][a]
Financial Privacy Law of 1999, 9.01, 9.02
criminal penalties for violations of, 9.02[4]
criminal prohibitions, 9.02[2]
definitions, 9.02[1]
enforcement and agency review, 9.02[5]
exceptions to prohibitions of, 9.02[3]
fraudulent access to, financial information, 9.02
preemption, 9.01[10][a], 9.01[12][d], 9.01[12][e]
state law, relationship to, 9.02[6]
study of the effectiveness of, 9.02[7]
identification of
“know your customer” requirements, Bank Secrecy
Act, 4.09[1]

securities dealers and brokers, 4.10[1]

identity verification under USA PATRIOT Act,
4.09[1][d], 4.09[1][e]

information disclosure, sample statements
account agreement, F5.3
application form, F5.2

notice to
administrative subpoena, F2.1
delayed order or request for records, 2.04[7]
financial institution, by, F2.12
formal written request, F2.9
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judicial subpoena, F2.7

search warrant, F2.5
privacy access log and information sheet, F2.13
rights of

Federal Reserve Board, proposed statement of, A2.5

Justice Department statement of, A2.1

state privacy statutes, 5.05[8][b]
safeguarding customer information

standards for (FRB Letter), A9.23

standards for (OCC Bulletin 2001-8), A9.20
state financial privacy laws, coverage, 5.05[3]

D

Damages. See also Punitive damages
FCRA violations, 1.09[7][a], 1.09[7][b], 1.09[7][d]
scope of damages, 1.09[7][a]
interception of electronic communications, 6.05[1]
Dealer-finance company agreement, F1.11
Debtor-creditor relationship
confidentiality, state financial privacy laws, 5.04[4][n]
Defamation. See also Litigation
state financial privacy laws, 5.04[2], 5.04[4][k],
5.04[4][1]
false report to credit bureau, 5.04[4][g]
preemption of, 1.09[2][b], 1.09[3][¢e]
Defenses to liability. See also Immunity
FCRA, 1.09[4]
Definitions
consumer report, 1.03[1]
exceptions, 1.03[1][c]
FTC interpretive letter, A1.29, A1.35
FTC interpretive letter, A1.25-A1.28
investigative report, 1.03[1][e]
consumer reporting agency, 1.03[4]
FTC interpretive letter, A1.25, A1.28-A1.30
consumer under FCRA, 1.03[2]
employment purposes (FTC interpretive letter), A1.24
pen register, 6.05[1]
person
FTC interpretive letter, A1.24
state financial privacy statutes, 5.05[2]
third-party recordkeeper, 3.03[11][d]
trap and trace device, 6.05[1]
Digital signatures
FDIC guidance on online privacy, 6.08[2]
Directive of European Parliament and of Council on
Personal Data Privacy, A6.3
Disclosure
account number disclosure limitations (FRB Letter),
A9.22
commercial loan agreement, sample statement regarding
disclosure of information, F5.4
consumer reports, limitations on disclosure of, 1.04[2]—
1.04[4]
agents, obtaining reports through, 1.04[2][i]
business need for report, 1.04[2][h]
FTC interpretive letter, A1.31
court orders, disclosure under, 1.04[3]
credit and related account purposes, 1.04[2][b]
credit transactions not initiated by consumer,
1.04[2][d], A1.26

denial of credit, disclosure due at time of, 1.07[7][b]
employment purposes. See Employment and FCRA
rules
FTC interpretive letter, A1.27, A1.37
in-person disclosure at credit bureau, request for,
F1.10
insurance transactions not initiated by consumer,
1.04[2][e], A1.26
insurance underwriting purposes, 1.04[2][c]
investigative reports, F1.9
FTC interpretive letter, A1.24, A1.27, A1.29, A1.33
loan customers, existing, report on, 1.04[2][g]
permissible purposes for disclosure, 1.03[5][g],
1.04[2][a], 1.04[2][i]-1.04[2][k], 1.04[6][j], A1.18
subpoenas, disclosure under, 1.04[3]
written instructions of consumer, disclosure under,
1.04[4]
credit denial, sample disclosure of right to request
reasons for, F1.5
customer information, sample statements, F5.2, F5.3
Electronic Fund Transfer Act, 6.02[1]
drafting disclosures, 6.02[2]
sample disclosure, F6.1
FCRA, 9.01[9], 9.01[10], 9.01[11]
Financial Privacy Act of 1978, 2.04
administrative subpoena and summons, 2.04[2]
blanket exceptions, 2.05[5][b]
case summaries, 2.04[10]
certificate of compliance, 2.04[8]
challenge procedures, 2.04, 2.04[6]
customer authorization, 2.04[1], 2.04[1][a]
customer not identified, 2.05[1]
delayed notice to customer, 2.04[7]
exemptions, 2.05, 2.05[5]
formal written request, 2.04[5], F2.8, F2.9
Grand Jury, federal, 2.06[5][¢]
interagency transfers, 2.04[9]
judicial subpoenas, 2.04[4]
search warrant, 2.04[3]
supervisory investigations and proceedings,
disclosures in connection with, 2.05[3]
tax privacy provisions, 2.05[4]
Financial Privacy Law of 1999, 9.01
FCRA, 9.01[8][9][10]
mandatory, 9.01[3]
marketing purposes, 9.01[6]
nonpublic personal information, 9.01
onward transfer restriction, 9.01[5]
rulemaking, 9.01[8]
state law, relationship to, 5.05[4], 9.01[10][a]
third parties, sharing information with nonaffiliated,
5.05[4], 9.01[2]
Freedom of Information Act and Privacy Act of 1974,
8.02[5]
IRS third-party summons provisions, 3.04
case summaries, 3.04
contractual language restricting disclosure of
customer information, F3.11
notice of summons, 3.04[1]
rights of customer when not notified, 3.04[2][d]
service organizations, third party, 3.04[5]
staying compliance, 3.04[2]
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third-party disclosures, 3.04[4]
privacy policy, 9.01
SEC liability for improper disclosure, 2.06[6][b]
USA PATRIOT Act, 1.04[5]
counterintelligence purposes, disclosure for,
1.04[5][a]
counterterrorism purposes, disclosure for, 1.04[5][b]
Discovery
bank records of nonparties, 5.04[4][p]
challenge under state financial privacy laws, 5.05[8][¢]
privacy rights and, 5.04[4][s]
Discrimination prohibited
state fair credit reporting laws, 5.07[2]
Disputed information in consumer credit records. See
Consumer reports

E

ECOA. See Equal Credit Opportunity Act
EFTs. See Electronic fund transfers
Electronic commerce, 6.07. See also Internet
Executive Summary: A Framework for Global
Electronic Commerce, A6.6
President’s Announcement of Electronic Commerce
Initiative, A6.5
Electronic communications privacy, 6.05. See also
Electronic Communications Privacy Act of 1986
case summaries, 6.05[4]
civil suit against government entities, 6.05[4][j]
copying stored e-mail, 6.05[4][1]
employer monitoring of, 6.05[4][q]
government access to electronic communication
facilities, 6.05[3]
interception of communications, 6.05[1]
international aspects of financial privacy, 7.01, 7.02,
7.03,7.04
corporate privacy code, 7.01, 7.02, 7.03, 7.04
Directive of European Parliament and of Council on
Personal Data Privacy, A6.3
foreign national privacy laws, 7.01, 7.02, 7.03
OECD Privacy Guidelines, 7.02, 6.07, A6.2
no First Amendment right to send e-mail, 6.05[4][1]
protection of, 6.05[4][m], 6.05[4][n], 6.05[4][0]
statutory penalties, 6.05[2], 6.05[4][k]
storage facilities, access to, 6.05[2]
state laws, 6.03
case summaries, 6.03[1]
video surveillance, 6.05[4][q]
Electronic Communications Privacy Act of 1986, 6.05.
See also Electronic communications privacy
access to storage facilities, 6.05[2]
case summaries, 6.05[4]
civil liability, 6.05[4][j]
storage facilities, access to, 6.05[2]
government agency access to communication facilities,
6.05[3]
standing under, 6.05[4][i]
statutory penalties, 6.05[2], 6.05[4][k]
USA PATRIOT Act, as amended by, 6.05[1], 6.05[2],
6.05[3]
Electronic Freedom of Information Act Amendments,
8.01[1]
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Electronic Fund Transfer Act, 6.02. See also Electronic
fund transfers (EFTs)
case summaries, 6.02[3]
consumer, defined, 6.02[3][a]
disclosure requirements, 6.02[1]
drafting principles, 6.02[2]
summary of, A9.15
Electronic fund transfers (EFTs)
Cable Communications Act, 6.06
case summaries, 6.02[3]
state laws, 6.03[1]
cellular phones, 6.05[4][a]
computers and privacy, 6.04, 6.07
consumer, defined, 6.02[3][a]
cordless phone call, interception, 6.05[4][b]
Council of Europe Treaty, A6.1
disclosure sample form, F6.1
E-mail. See Internet
Employees of financial institutions
civil liability under Financial Privacy Act of 1978,
2.07[2]
wrongful termination for failure to disclose customer
information, 5.04[4][r]
Employment agencies
as consumer reporting agencies, 1.03[4]
Employment and FCRA rules
consumer report for employment purposes, 1.03[5][d],
1.04[2][f], 1.07[5]
FTC guidelines, A1.3
FTC interpretive letter, A1.15, A1.24, A1.27-A1.29,
A1.31-A1.35, A1.37, A1.38, A1.40
employment benefits, consumer reports used in
connection with, 1.03[3]
Encryption
FDIC guidance on online privacy, 6.08[2]
Enforcement
Bank Secrecy Act, 4.02[2], 4.11
case summaries, 4.11[6]
civil penalties, 4.11[1]
criminal liability, 4.02[3][a], 4.03[3][b], 4.11[3],
4.11[6][n]
forfeiture, 4.11[2]
money laundering, 4.11[4]
structured transactions and, 4.11[4]
FCRA, 1.09
administrative enforcement, 1.09[1]
attorney fees, 1.09[7][d], 1.09[7][k]
case summaries, 1.09[7]
civil liability. See Civil liability
corporate officer’s personal liability, 1.09[7][r]
correction request required prior to filing of suit,
1.09[71[t]
criminal liability, 1.02, 1.09[2], 1.09[6]
damages for FCRA violations, 1.09[7][a], 1.09[7][b],
1.09[71[d]
defenses to liability, 1.09[4]. See also Immunity
dissemination of consumer reports vs. furnishing
information, 1.09[7][q]
failure to correct file after consumer request,
1.09[7][h]
false pretenses, obtaining information under,
1.09[7][c]
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federal court, removal of FCRA case to, 1.09[7][¢]
financial institution liability for failure to limit access
to credit bureau files, 1.09[7][m]
fraud as no bar to FCRA action, 1.09[7][p]
furnishers of information obligations, limitations,
1.06[3]
government agencies, liability of, 1.09[7][1]
husband and wife, each with right of action for
violations, 1.09[7][f]
immunity for furnishers, users, and consumer
reporting information, qualified, 1.09[7][0o]
injunctive relief, no jurisdiction for, 1.09[7][s]
public record information, no duty to correct,
1.09[7][u]
punitive damages, 1.09[2], 1.09[7][b], 1.09[7][d]
qualified immunity for furnishers, users, and
consumer reporting information, 1.09[5]
statute of limitations, 1.09[2], 1.09[7][j]
strict liability, not applicable to credit reporting
agency, 1.09[7][n]
violations of FCRA, 1.09[7][a]
Financial Privacy Law of 1999, 9.01[8], 9.01[9],
9.01[10]
IRS third-party summons provisions and Powell tests,
3.09[1]
Equal Credit Opportunity Act (ECOA)
notice to consumer requirements, 1.07[1]
prescreening under, 1.04[2][d]
European Union, 7.03
Directive of European Parliament and of Council on
Personal Data Privacy, A6.3
Examination reports
dissemination restricted by state financial privacy laws,
5.06
Freedom of Information Act, access under, 8.04[1][¢e]

F

Fair Credit Billing Act
restrictions on reporting adverse information, 1.09[5]
Fair Credit Reporting Act (FCRA)
accuracy of information under, 1.02
balancing test on procedures for assuring, 1.05[5][c]
defenses to providing inaccurate information, 1.09[4]
disputed, 1.05[2], 1.05[3], 1.06[1][c]
furnishers of information, obligations of, 1.06[1]
adverse action based on credit information under
affiliate-provided information, adverse action based
on, 1.07[2]
bank’s request to discuss application, adverse action
notice delayed by, 1.07[7][c]
FTC guide to adverse action notices, A1.6
FTC interpretive letter, A1.21, A1.24
lack of information resulting in credit denial,
1.07[7][b]
notice of adverse action, 1.07[1]
FTC guide, A1.6
FTC interpretive letter, A1.29
affiliates
adverse action based on information provided by,
1.07[2]
sharing of information among, 1.03[1][d]

Comptroller of the Currency Bulletin 98-33, A1.22
amendments
Comptroller interpretive letter on, A1.20
preemption, 5.09[2]
application information
bank’s request to discuss application, adverse action
notice delayed by, 1.07[7][c]
credit bureau, providing information to, A1.10, A1.12
arrest, permissible reporting of, 1.05[5][b]
FTC interpretive letter, A1.32
background, 1.01
bad-check lists, 1.03[5][e]
business transactions, application to, 1.03, 1.03[2]
legitimate business need for consumer report,
1.04[2][h], 1.04[6][k]
FTC interpretive letter, A1.31
case summaries, 1.03[5]
enforcement, 1.09[7]
limitations on consumer report, 1.04[6]
obligations of consumer reporting agencies, 1.05[5]
obligations of users of reports, 1.07[7]
rights of consumer under FCRA, 1.05[5]
state laws and federal preemption, 1.09[3]
civil liability under, 1.02
defenses to liability, 1.09[4]
enforcement, 1.06[3], 1.09[2], 1.09[4]
furnishers of information, limitation on liability,
1.06[3], 1.07[7][e]
no automatic liability for releasing consumer report
without permissible purpose, 1.04[6][f]
vicarious liability, employer’s, 1.09[3]
Commentary on (FTC), 1.04[1], A1.8
commercial reporting company, report prepared by,
1.03[5][h]
common-law privilege vs., 1.09[3][d]
compliance with, 1.09
Comptroller interpretive letters, A1.10, A1.11
computer files
confusion in bank terminal access to credit bureau
files, 1.07[7][a]
failure to limit access to, financial institution liability
for, 1.09[7][m]
consent agreement between FTC and credit bureau, A1.9
consumer reporting agencies, 1.03[4]. See also
Consumer reporting agencies
consumer reports, 1.03[1]. See also Consumer reports
conviction, permissible reporting of, 1.05[5][b]
FTC interpretive letter, A1.32
counteroffer, sample notice of, F1.4
coverage, 1.03
business transactions, 1.03, 1.03[2]
case summaries, 1.03[5]
consumer report, 1.03[1]
consumer reporting agency, 1.03[4]
employment benefits, reports used in connection
with, 1.03[3]
government benefits, reports used in connection with,
1.03[3]
criminal liability under, 1.02
enforcement, 1.09[2], 1.09[6]
damages, 1.09[7][a], 1.09[7][b], 1.09[7][d]
dealer-finance company agreement, F1.11

12/05



INDEX I-11

[References are to paragraphs (1)), and Appendixes (A).]

denial of credit under
disclosure due at time of, 1.07[7][b]
lack of information resulting in, 1.07[7][b]
reasons for, sample disclosure of right to request,
FL.5
disclosure, 9.01[9], 9.01[10], 9.01[11]
eligibility for consumer credit, information establishing,
1.03[1][b]
employment purposes, report for, 1.03[5][d]
disclosure limitations, 1.04[2][f]
FTC interpretive letter, A1.15, A1.24, A1.27-A1.29,
A1.31-A1.35, A1.37, A1.38, A1.40
user obligations, 1.07[5], A1.3
enforcement of, 1.09. See also Enforcement
false pretenses, obtaining information under, 1.03[5][1],
1.04[2][a], 1.09[7][c], 1.04[6][j]
federal agencies, exempt from FCRA coverage,
1.03[5][c]
Federal Reserve Board and, F1.1-F1.5, A1.12
Federal Trade Commission and, 1.02, 1.04[1], 1.04[3],
1.04[6][b], F1.6-F1.8, A1.14-A1.18
adverse action, interpretive letter on, A1.21, A1.24
Commentary on FCRA, A1.8
Financial Privacy Law of 1999, 9.02[5], 9.02[6],
9.02[7]
FTC Commentary on FCRA, 1.04[1]
guides and commentaries (full text), A1.1-A1.9
informal FTC letters, 1.09[7][i]
forms, FTC guide to readable credit forms, A1.5
fraud as no bar to FCRA action, 1.09[7][p]
furnishers of information to consumer reporting
agencies, obligations of, 1.03[5][1], 1.07, F1.7, A1.17
injunctive relief, no jurisdiction for, 1.09[7][s]
in-person disclosure at credit bureau, request for, F1.10
insurance
business-related insurance, consumer report used to
qualify for, 1.03[5][k]
disclosure under insurance underwriting purposes,
1.04[2][c]
evaluation of claim under existing policy, 1.03[5][m]
fraud as no bar to FCRA action, 1.09[7][p]
non-consumer-initiated transactions, 1.04[2][e]
FTC interpretive letter, A1.26
joint marketing, Comptroller interpretive letter on,
Al.19
landlord service reports, 1.03[5][j]
lease as credit transaction under FCRA, 1.05[5][f]
notice under
adverse action. See this heading: adverse action based
on credit information under
closed accounts, notice of, 1.06[1][d]
delinquent account, notice of, 1.06[1][e]
dispute, notice of, 1.06[1][c]
overview, 1.02
permissible purposes, information to be used for
as consumer report, 1.03[5][g]
disclosure limitations, 1.04[2][a], 1.04[2][i]-
1.04[2][k]
FTC interpretive letter on, A1.18, A1.26, A1.31
judicial analysis of permissible-purposes provisions,
1.03[5]10]
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no automatic liability for releasing consumer report
without permissible purpose, 1.04[6][f]
policing permissible-purposes restriction, 1.04[2][k]
personal-experience bank records, 1.03[5][i]
prescreening under, 1.04[2][d]
ALJ order to stop practice, A1.23
Comptroller interpretive letter, A1.13, A1.19
Federal Financial Institutions Examination Council
Policy Statement on, A1.7
purpose, 1.01
questions and answers on fair credit reporting (FTC),
Al4
reinsertion of disputed information, after certification
from furnisher, 1.05[2]
reinvestigation of credit information under, 1.05[2],
1.06[2]
rights of consumer under, 1.05
access to reporting agency files, 1.05[1]
correction of disputed information, 1.05[2],
1.05[5][d]
FTC on credit and consumer rights, Al.1
FTC summary of rights, 1.05[4], F1.6
FTC interpretive letter, A1.30
reinvestigation of information, 1.05[2]
statement of dispute, consumer’s, 1.05[3]
sharing of consumer credit information, 1.03[1][d]
Comptroller of the Currency Bulletin 98-33, A1.22
spouse
consumer report on, obtaining, 1.04[6][d], 5.05[5][c]
FCRA violations, suit by both husband and wife for,
1.09[7][f]
standards for collection and maintenance of credit, 1.01,
1.02
state fair credit reporting laws and
analogous to, 1.09[1], 5.02, 5.07
FCRA-authorized charges, state prohibition of,
1.09[3][a]
preemption of, 1.09[2], 1.09[3][b], 1.09[3][g]
right to sue under, not preempted, 1.09[3][c]
upholding of vs. preemption of, 1.09[3][b]
statute of limitations under, 1.09[2], 1.09[7][j]
subscriber-credit bureau agreement, example provisions,
F1.12
summary of, A9.15
users of consumer reports, obligations of, 1.03[5][1],
1.07. See also Consumer reports
violation of. See Enforcement
False pretenses, credit information obtained under,
1.03[5]1], 1.04[2][a], 1.04[6][j]
case summaries, 1.09[7][c]
FCRA. See Fair Credit Reporting Act (FCRA)
FDIC. See Federal Deposit Insurance Corporation
Federal agencies and government. See Government
Federal Deposit Insurance Corporation (FDIC)
account number disclosure limitations (FRB Letter),
A9.22
domain name protection (Bank Technology Bulletin),
A6.18
FFIEC privacy examination procedures (FDIC Letter),
A9.19
Freedom of Information Act, use to obtain agency
records from, 8.06[1], F8.2
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letter on suspicious activity reporting, A4.12
online privacy, 6.08[2]
Financial Institution Letter 86-98, A6.11
Privacy Rule Handbook, A9.18
Regional Offices, A8.1
security monitoring of computer networks (FDIC
Letter), A6.17
wireless technology risk management, 6.08[2]
Federal Financial Institutions Examinations Council
(FFIEC), 6.08[6]
privacy examination procedures (FDIC letter), A9.19
technology outsourcing guidance, A6.20
Federal preemption. See Preemption
Federal Reserve Banks, A8.3
Secrecy Guidelines, A4.7
Federal Reserve Board
account number disclosure limitations (FRB Letter),
A9.22
confidential information, bank use and protection of,
A7.1
FCRA issues
counteroffer, sample notice of, F1.4
credit denial, sample disclosure of right to request
reasons for, F1.5
interpretive letter, A1.12
sample notices of action taken and statement of
reasons, F1.1-F1.4
Freedom of Information Act
agencies, use of FOIA to obtain records from,
8.06[3], F8.3
bank holding company application, A8.10
Guidelines on Private Banking Activities, A4.17
online privacy concerns, 6.08[4]
letter on cross-marketing, A6.13
safeguarding customer information, standards for (FRB
Letter), A9.23
Federal Trade Commission (FTC)
FCRA issues, 1.02, 1.04[3]
administrative enforcement by, 1.09[1]
adverse action, interpretive letter on, A1.21, A1.24
adverse action notices, guide, A1.6
civil liability, informal FTC letter as failure to
prevent, 1.09[7][i]
Commentary on FCRA, A1.8
consent agreement with credit bureau for violations,
Al.9
consumer reports, order for disclosure of, 1.04[3]
consumer rights, summary of, F1.6
FTC interpretive letter, A1.30
contents of consumer reports, 1.04[1]
credit and consumer rights, Al.1
employers’ use of consumer reports, Al.3, Al1.24
employment authorization, interpretive letter on,
Al.15, A1.24, A1.27-A1.29, A1.31-A1.35, A1.37,
A1.38,A1.40
Financial Action Task Force, 4.02[2]
FTC Commentary, 1.04[1]
furnisher responsibilities, F1.7, A1.17
guides and commentaries (full text), A1.1-A1.9
information obtained by FTC without court order,
1.04[6][b]

information providers, credit report information for,
Al2
interpretive letters, A1.14-A1.18, A1.21, A1.24-
A1.40
joint-user exception, interpretive letter on, Al1.14
merged consumer reports, interpretive letter on,
Al.16
permissible purposes, interpretive letter on, A1.18,
Al1.26, A1.31
questions and answers, Al.4
readable credit forms, guide to, A1.5
resale of consumer reports (FTC interpretive letter),
A1.25,A1.27, A1.30, A1.31
user responsibilities, notice of, F1.8
violations of FCRA, consent agreement with credit
bureau for, A1.9
Internet privacy, protection of financial information,
6.08[1]
Fees. See also Attorney fees; Costs, reimbursement of
consumer reporting agencies, charges to consumers for
disclosing and copying for consumers, 1.05[4]
FCRA-authorized charges, state prohibition of,
1.09[3][a]
Felony. See Criminal liability
FFIEC. See Federal Financial Institutions
Examinations Council (FFIEC)
Financial institutions
as consumer reporting agencies, FCRA rules
cooperative deposit account experience system,
participation in, 1.03[4][d]
failure to limit access to credit bureau files, liability
for, 1.09[7][m]
Federal Financial Institutions Examination Council
Policy Statement on prescreening, A1.7
inadvertent agencies, 1.03[4][a]
joint-user exception, 1.03[4][b]
multibank holding companies, dissemination of
information among, 1.03[4][c]
challenge in response to disclosure demand, Financial
Privacy Act of 1978, 2.04[6][b]
civil liability Financial Privacy Act of 1978, 2.07[1],
2.07[2]
Computer Matching and Privacy Protection Act of 1988,
8.03
defined, 2.03[2], 6.04[1], 9.01[1][a], 9.01[12][b]
disclosures by when in own interest, 2.05[2]
bankruptcy claim, 2.05[2][a]
loan information, 2.05[2][b]
security interests, 2.05[2][a]
violation of Financial Privacy Act of 1978, 2.05[2][c]
employees. See Employees of financial institutions
examination reports, dissemination restricted by state
financial privacy laws, 5.06
Financial Privacy Act of 1978, 2.03[2]
agents, 2.03[2][b]
card issuers, 2.03[2][a]
civil liability, 2.07[1], 2.07[2], 2.07[4]
investigations of, 2.06[7]
SEC procedures, 2.06[6][d]
Financial Privacy Law of 1999, 9.01, 9.02
case summaries, 9.01[8][d], 9.01[12]
compliance guidance, 9.01[8][c]
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defined, 9.02[1][a], 9.02[1][b]
Freedom of Information Act
agencies, obtaining records from, 8.06
attorney fees, 8.01[3][n], 8.07
banking information, access to, 8.04
Computer Matching and Privacy Protection Act of
1988, 8.03
confidentiality, preservation of, 8.05
electronically stored government records, 8.01[1]
Privacy Act of 1974, 8.02
IRS third-party summons provisions
compliance challenges by, 3.07
liability of, potential, 3.08
waiting period, actions of financial institutions
during, 3.04[2][f]
loan information, disclosures, 2.05[2][b]
notification of customer, F3.6
state fair credit reporting laws, obligations to, 5.07[4]
state financial privacy laws, coverage, 5.05[1]
USA PATRIOT Act
interagency transfer of information, 2.03[1], 4.01

Financial Privacy Act of 1978

affidavit, custodian of records, F2.15
background of, 2.01
challenge procedures for disclosure, 2.04[6]
customer to demand, 2.04[6][a]
financial institution to demand, 2.04[6][b]
civil liability, 2.07
attorney fees, 2.07[4][e]
case summaries, 2.07[4]
financial institutions, 2.07[1], 2.07[2], 2.07[4]
relief, 2.07[1], 2.07[3]
costs, reimbursement, 2.10
case summaries, 2.10[3]
exceptions, 2.10[1]
regulation of reimbursement, 2.10[2]
coverage, 2.03
case summaries, 2.03[5]
customer, defined, 2.03[3], 2.03[5][d]
exceptions, 2.03[4]
financial institution, defined, 2.03[2]
government authority, 2.03[1]
custodian of records, affidavit, F2.15
customer, defined, 2.03[3], 2.03[5][d]
disclosure restrictions and proceedings, 2.04
administrative subpoena and summons, 2.04[2]
blanket exceptions, 2.05[5][b]
case summaries, 2.04[10]
certificate of compliance, 2.04[8], F2.10
challenge procedures, 2.04[6]
customer authorization, 2.04[1]
customer not identified, 2.05[1]
exemptions, 2.03[4], 2.05[5], 2.05[6][a]
Grand Jury, federal, 2.06[5][a], 2.06[5][c]
interagency transfers, 2.04[9]
judicial subpoenas, 2.04[4]
notice to customer delayed, 2.04[7], 2.04[10]
requirements, 2.04[10][k]
search warrants, 2.04[3]
supervisory investigations and proceedings,
disclosures in connection with, 2.05[3]
tax privacy provisions, 2.05[4]

12/05

written requests, 2.04[5], F2.8, F2.9
emergency access, 2.06[4]
financial institutions
bankruptcy claim, disclosures, 2.05[2][a]
challenge procedures for disclosure, 2.04[6][a],
2.04[6][b]
defined, 2.03[2]
disclosures by when in own interest, 2.05[2]
foreign governments, requests for financial
information, 2.06[8]
formal written request for disclosure, 2.04[5], F2.8,
F2.9
authorization, 2.04[5][b]
procedure, 2.04[5][a]
forms
administrative subpoena, F2.1
affidavit—Custodian of Records, F2.15
certificate of compliance, 2.04[8], F2.10
cover letter—submission of records, F2.16
customer notice—administrative subpoena, F2.2
customer notice—formal written request, F2.9
customer notice—judicial subpoena, F2.7
customer notice—search warrant, F2.5
customer notification by financial institution, F2.12
customer privacy access log and information sheet,
F2.13
formal written request for financial records, F2.8,
F2.9
Grand Jury, sample instructions for delivery of
documents to, F2.17
judicial subpoena, F2.6
reimbursement form, F2.14
return of search warrant, F2.4
search warrant, F2.3
transfer to another agency or department, notice of,
F2.11
government and
authority, 2.03[1], 2.03[5][c]
loan assistance, 2.06[2]
intelligence agencies, requests by, 2.03[4], 2.04[9],
2.05[2][c], 2.06[3]
interagency transfers, 2.03[1], 2.04[9], 4.01, 4.12[1]
IRS third-party summons provisions, 2.03[5][b],
3.03[11][e], 3.03[11][f], 3.09[2]
judicial subpoenas, 2.04[4]
loan information, disclosures, 2.05[2][b]
locator information, 2.06[1]
noncustomer entities, investigations of, 2.06[7]
notification to customer, F2.12
security interest, disclosures, 2.05[2][a]
special procedures for investigations of, 2.06[7],
2.06[8]
violations of, 2.05[2][c]
preemption, federal, 2.08
protective agreement, A2.2
purpose of, 2.01
search warrants, 2.04[3], F2.3
customer notice, F2.5
return of, F2.4
secret service, requests by, 2.06[3]
special procedures, 2.06
case summaries, 2.06[9]
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emergency access, 2.06[4]
federal grand juries, 2.06[5]
financial institutions, investigations of, 2.06[7]
foreign governments, requests for financial
information, 2.06[8]
government loan assistance, 2.06[2]
intelligence agencies, requests by, 2.06[3]
locator information, 2.06[1]
noncustomer entities, investigations of, 2.06[7]
secret service, requests by, 2.06[3]
Securities and Exchange Commission, 2.06[6]
subpoenas, 2.04[2], F2.1
extraterritorial reach of government subpoenas, 2.09
judicial subpoena, F2.6
notice to customer of subpoena, 2.03[5](d], F2.3,
F2.7
quashing, basis for, 2.04[10][1]
subsequent disclosure by government agent,
2.03[5][e]
summons, 2.03[5][b], 2.04[2]
supervisory investigations and proceedings,
disclosures in connection with, 2.05[3]
United States Attorneys’ Manual Provisions Relating
to Access to Financial Records, A2.3
Financial Privacy Law of 1999, 9.01, 9.02. See also
Information Broker Fraud Law
case summaries, 9.01[12]
definitions, 9.01[1], 9.01[12][f]
enforcement and agency review, 9.01[7][8], 9.02[5]
exceptions, 9.01[4]
fraudulent access to customer financial information, 9.01
information-sharing study, 9.01[11]
preemption, 9.01[10][a], 9.01[12][d], 9.01[12][e]
state law, relationship to, 9.01[7], 9.01[10][a], 9.02[6]
Title V, 9.01, 9.02, A9.7, A9.8, A9.9, A9.10, A9.11,
A9.12, A9.13, A9.14
Financial privacy laws. See Bank Secrecy Act; Financial
Privacy Act of 1978; Financial Privacy Law of 1999;
State financial privacy laws
Fines. See Criminal liability
First Amendment rights
cable television, 6.06
electronic fund transfers and privacy right to send
e-mail, 6.05[4][1]
state fair credit reporting laws, 5.07[5][a], 5.07[5][b]
FOIA. See Freedom of Information Act
Foreign accounts
Bank Secrecy Act, 4.03
reporting requirements, 4.03[1], F4.1
USA PATRIOT Act, 4.01
Foreign governments
financial information, requests for, Financial Privacy Act
of 1978 procedures, 2.06[8]
IRS third-party summons provisions
investigations of, 3.03[7]
privacy laws, relationship to, 3.09[3]
privacy laws, 7.01, 7.02, 7.03, 7.04
wire transfers, USA PATRIOT Act provisions, 4.05
Foreign official corruption, guidance on (OCC
Bulletin), A4.25
Forfeiture, Bank Secrecy Act, 4.11[2], 4.11[6][c]
“innocent” property subject to, 4.11[6][i]

knowledge necessary for, 4.11[6][j]
Forms. See also specific agency issuing form
Bank Secrecy Act, F4.1-F4.3
EFT privacy disclosure (sample), F6.1
Financial Privacy Act of 1978, F2.17
Financial Privacy Law of 1999
Freedom of Information Act, F8.1, F8.16
IRS third-party summons provisions, 3.03[11][t], F3.1,
F3.11
state fair credit reporting laws, 5.07, F5.1-F5.5
Fourth Amendment rights. See Search-and-seizure
Fraud
Computer Fraud and Abuse Act of 1986, 6.04[2],
6.04[6][b]
FCRA action, fraud as no bar to, 1.09[7][p]
Financial Privacy Law of 1999, 9.01, 9.02
negligent enablement of, 5.04[4][w]
USA PATRIOT Act, 6.04[2]
Freedom of Information Act (FOIA)
agencies, use of FOIA to obtain records from, 8.06
Comptroller of the Currency, 8.06[2], F8.5, F8.6
Fair Credit Reporting Act and, 1.03[5][c]
Federal Deposit Insurance Corporation, 8.02, 8.06[1]
Federal Reserve Board, 8.06[3], F8.3
National Credit Union Administration, 8.06[5]
Office of Thrift Supervision, 8.06[4], F8.7
Resolution Trust Corporation, 8.06[6]
attorney fees, 8.01[3], 8.07
background, 8.01[1]
banking information, access under case summaries,
8.04[3]
examination reports, information, 8.04[1][e], 8.04[3]
exemptions from disclosure, 8.04[1]
personal privacy invasion, 8.04[1][d]
privileged agency memoranda, 8.04[1][c]
release despite Freedom of Information Act
exemption, 8.04[2]
statutory exemptions from disclosure, 8.04[1][a]
trade secrets, 8.04[1][b]
case summaries, 8.01[3]
Comptroller of the Currency District Offices, A8.5
Computer Matching and Privacy Protection Act of 1988,
8.03
Office of Management and Budget, A8.9
Congressional savings clause, 8.01[3]
disclosure restrictions, 8.02[5], 8.04[1]
examination reports, information, 8.04[1][e], 8.04[3]
exemptions, 8.01[2], 8.01[3]
Federal Deposit Insurance Corp. Regional Offices, A8.1
Federal Reserve Banks, A8.3
appeal letter, F8.11
approval letter, F8.10
Comptroller of the Currency, sample letters, FS8.5,
F8.6
Federal Deposit Insurance Corp. request letter, F8.2
Federal Reserve Board request letter, F8.3
HUD, sample request letter, F8.4
Justice Department letter—FOIA fee waivers, A8.6
Justice Department request letter, FS8.1
Office of Thrift Supervision regulation on release of
unpublished information, A8.11
Office of Thrift Supervision request letter, F8.12

12/05



INDEX

I-15

[References are to paragraphs (1)), and Appendixes (A).]

Privacy Act of 1974, F8.12, F8.15
request letter, F8.8
response letter, F8.9
IRS third-party summons provisions enforcement,
3.03[11][e]
National Credit Union Administration, Regional Offices,
A8.4
notice, predisclosure, A8.7
Office of Management and Budget Computer Matching
and Privacy Protection Act of 1988, A8.9
fee schedule and guidelines, AS8.8
Office of Thrift Supervision District Offices, A8.2
personal privacy invasion, 8.04[1][d]
predisclosure notification, A8.7
Privacy Act of 1974 and, 8.02
access to records, 8.02[7]
accuracy of information, 8.02[6]
background, 8.02[1]
case summary, 8.02[8]
coverage, 8.02[2]
disclosure, restrictions, 8.02[5]
forms, F8.12, F8.15
information collection, restrictions, 8.02[4]
information use, restrictions, 8.02[5]
privacy protections, 8.02[3]
records submission, preservation of confidentiality, 8.05
fees for requests, 8.05[2], 8.06
procedures in submitting records, 8.05[1]
requesters, types of, 8.05[3]
waiver of fees, 8.05[4]
trade secrets, 8.04[1][b]
FTC. See Federal Trade Commission

G

General Accounting Office (GAO) report on critical
infrastructure protection, 6.08(7]
Government
access to electronic communication facilities, 6.05[3]
authority under Financial Privacy Act of 1978, 2.03[1],
2.03[5][c]
Federal Credit Reporting Act rules
benefits, consumer reports used in connection with,
1.03[3]
ineligibility of federal agencies for FCRA coverage,
1.03[5][¢]
liability of government agencies, 1.09[7][1]
geographic scope of subpoenas, Financial Privacy Act of
1978, 2.09[1]
interception of electronic communications, 6.05[1]
loan assistance, special procedures for Financial Privacy
Act of 1978, 2.06[2]
requestors, coverage of state financial privacy statutes,
5.05[2], 5.05[8][c], 5.05[8][h]
Grand Jury, federal
delivery of documents, F2.17
disclosure prohibitions, exceptions, 2.06[5][c]
Financial Privacy Act of 1978, special procedures,
2.06[5]
subpoenas, 2.06[5][a], 2.06[5][b]
Gramm-Leach Bliley Act. See also Financial Privacy
Law of 1999; Information Broker Fraud Law, A9.7
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account number disclosure limitations on (FRB
Letter), A9.22

disclosure of nonpublic personal information, 9.01

fraudulent access to customer financial information,
9.02

summary of, A9.15

H

Holding company subsidiaries
FCRA rules
dissemination of information among subsidiaries,
consumer reporting agency status, 1.03[4][c]
providing information to subsidiaries, comptroller
interpretive letter, A1.11
House Banking and Financial Services Committee
statements, Gramm-Leach-Bliley Act, A9.1, A9.2,
A9.3,A9.5

I

Identity Theft and Assumption Deterrence Act of 1998,
6.04[3], 6.04[6][d]
Immunity
FCRA liability for furnishers, users, and consumer
reporting information, 1.09[5]
government agencies using or providing consumer credit
information, 1.09[7][1]
users of reports, qualified immunity, 1.09[7][0o]
Implied contracts
state financial privacy laws, 5.04[3]
Inaccurate information in consumer reports. See
Correction; Fair Credit Reporting Act (FCRA)
Information Infrastructure Task Force, 6.07
Information Broker Fraud Law, 9.02
criminal penalties for violations of, 9.02[4]
criminal prohibitions of, 9.02[2]
definitions, 9.02[1]
enforcement and agency review, 9.02[5]
exceptions to prohibitions of, 9.02[3]
no intent standard, 9.02[2][a]
state law, relationship to, 9.02[6]
study of the effectiveness of, 9.02[7]
Injunctive relief
FCRA, not available under, 1.09[7][s]
state financial privacy statutes, violation of, 5.05[5]
Insurance
Federal Credit Reporting Act rules
business-related insurance, report used to qualify for,
1.03[5][k]
disclosure under insurance underwriting purposes,
1.04[2][c]
evaluation of claim under existing policy, 1.03[5][m]
fraud as no bar to FCRA action, 1.09[7][p]
non-consumer-initiated insurance transactions,
1.04[2][e]
FTC interpretive letter, A1.26
Insurance Information and Privacy Protection
Model Act, 5.05
state privacy laws, relationship to, 5.04[4][u], 5.05
Intelligence agencies
requests by, Financial Privacy Act of 1978, 2.06[3]
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Intelligence Authorization Act for Fiscal Year 1996,
1.04[2]
Internal Revenue Code (IRC)
preemption of state fair credit reporting laws, 5.04[4][j]
Internal Revenue Service. See also Internal Revenue
Service third-party summons provisions
administrative remedies, A3.3
administrative summons, A3.2
exemptions, requested from IRS for currency reporting,
4.07[3]
officers and employees, regulations on, A3.5
statement of nonacquiescence, 3.03[6], A3.4
Internal Revenue Service third-party summons
provisions
accountants, coverage, 3.03[3][d]
administrative summons, regulations for, A3.2
alternative actions when coverage uncertain, 3.03[9]
attorney-client privilege, 3.03[11][q]
attorney fees, 3.04[6][g], 3.06[1][d], 3.07[3][e]
background, 3.01
case summaries, 3.03[11], 3.04[6]
compliance, generally, 3.03[10]
compliance challenges by financial institutions, 3.07
case summaries, 3.07[3]
customer, insufficient description of as objection,
3.07[1][b]
hardship, limitation of summons to avoid, 3.07[3][d]
obligation to raise objections on behalf of customers,
3.07[2]
records, insufficient description of as objection,
3.07[1][¢c]
undue burden as objection, 3.07[1][d]
constitutionality, 3.03[11][r]
consumer reporting agency, 3.03[3][b]
costs, reimbursement of, 3.06
coverage, 3.03
accountants, 3.03[3][d]
alternative actions when coverage uncertain, 3.03[9]
application to offshore banks, 3.03[11][y]
bankruptcy stay violation, 3.03[11][u]
church records, 3.03[11][v]
consumer reporting agency, 3.03[3][b]
credit card processors, coverage of, 3.03[3][a]
determination of, 3.03[11][a]
employer as third-party recordkeeper, 3.03[1]
Financial Privacy Act and, 3.03[11], 3.03[11][e],
3.03[11][f]
foreign government investigations, 3.03[7]
holder of records, 3.03[11][c], 3.03[11][d]
limitation on scope, 3.03[11][b]
merchants, 3.03[3][a]
protected customers, 3.03[2]
recordkeepers, coverage of specific, 3.03[3],
3.03[11][d]
sanctions imposed for frivolous appeal, 3.03[11][z]
types of summonses covered, 3.03[4]
uncertainties in, 3.03[8], 3.03[9]
university as third-party recordkeeper, 3.03[1],
3.03[11][a]
credit card processors, coverage of, 3.03[3][a]
criminal liability, 3.03[11][k]
disclosures, 3.04

application of laches, 3.04[6][p]
case summaries, 3.04[6]
challenge of merits of investigation, 3.04[6][1]
contractual language restricting disclosure of
customer information, F3.11
customer notification, 3.04[2][a]
notice of summons, 3.04[1]
personal objections to financial institution, 3.04[6][u]
purpose for which records sought, 3.04[6][d]
rights of customer when not notified, 3.04[2][d]
service organizations, third-party, 3.04[5]
staying compliance, 3.04[2]
third-party disclosures, 3.04[4]
translation of documents, 8.04[6][s]
waiting period, disclosures during, 3.04[6][a]
emergencies, exceptions for, 3.05[3]
enforcement
burden of proof, 3.04[6][g]
criminal prosecution, 3.03[11][k], 3.03[11][1]
foreign government, on behalf of, 3.04[6][g]
Freedom of Information Act and, 3.03[11][e]
Powell tests, 3.09[1]
procedural challenges, 3.03[11][t], 3.04[6][m]
stays of, 3.04[6][b]
exceptions, 3.05
applicability, determination, 3.05[1]
case summaries, 3.05[4]
emergencies, for, 3.05[3]
John Doe Summons, 3.05[2], 3.05[4]
Fair Credit Reporting Act and, 3.03[11][s]
families, 3.03[11][i], 3.03[11][j]
financial institutions, compliance challenges by, 3.07
Financial Privacy Act, relationship to, 2.03[5][b],
3.03[11][f], 3.09[2]
foreign government investigations, 3.03[7], 3.04[6][g]
foreign privacy laws, relationship to, 3.09[3]
forms
affidavit—Custodian of Records, F3.7
certificate of service and compliance, F3.2
contractual language restricting disclosure of
customer information, F3.11
cover letter, submission of records, F3.8
customer privacy access log and information sheet,
F3.9
IRS copy of summons, F3.1
notification of customer by financial institution, F3.6
recordkeeper copy of summons, F3.3
reimbursement form for IRS, F3.10
taxpayer copy of summons, F3.4
taxpayer notice, F3.5
frivolous appeal, possible sanctions, 3.04[6][t]
generally, 3.03[1], 3.09
geographic scope of summons, 3.04[6][f]
holder of records, 3.03[11][c], 3.03[11][d]
individual actions, 3.03[11][h]
informal access to information from third-party
recordkeepers, 3.03[6]
John Doe summons, exceptions for, 2.05[4], 3.05[2]
legal reference guide for summons, A3.1
liability of financial institutions, 3.08
case summaries, 3.08[1]
merchants, coverage, 3.03[3][a]
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noncoverage claims, 3.03[11][o]
noncovered summonses, 3.03[5]
notice of summons, 3.04[1]
address of, 3.04[2][a]
content of, 3.04[2][a]
date of service, notice period and, 3.04[6][x]
exceptions, 3.05
failure of IRS to provide, 3.04[3], 3.04[6][c]
oral response from customer, 3.04[2][c]
receipt of customer notification, 3.04[2][b]
taxpayer notice, F3.5
waiting period, actions of financial institutions
during, 3.04[2][f]
who may send notification, 3.04[2][¢]
objections, 3.03[11][i], 3.03[11][w]
overview, 3.02
partnership investigations, 3.03[11][g]
permissible use, 3.03[4]
petition by customer not to comply and to quash,
3.04[6][j], 3.04[6][n]
Powell tests for enforceability
civil investigative purpose, 3.09[1][b]
four tests, 3.09[1][a]
protected customers, 3.03[2]
purpose, 3.01
recordkeepers, coverage of specific, 3.03[3], 3.03[11]
records already in IRS possession, 3.03[11][1]
regulations by IRS, A3.2
relevance and, 3.09[4][a]
research purpose use of records, 3.03[11][n]
safe deposit box records, 3.03[11][m]
service organizations, third party, 3.04[5]
summons in aid of collection, 3.05[4][f]
tax privacy provisions, exceptions, 3.03[11][p]
TEFRA, compliance procedures after, 3.04[6][¢]
20-day filing period, 3.04[6][k]
types of summonses covered, 3.03[4]
waiting period
disclosures during, 3.04[6][a]
exceptions, 3.05
International aspects of electronic fund transfers, 7.01,
7.02,7.03, 7.04
Internet, 6.07
Children’s Online Privacy Protection Act of 1998
(COPPA), 6.04[5]
enforcement, 6.08[1]
examination procedures, 6.08[3]
compliance, 6.08[2]
Child Online Protection Act (COPA),
6.04[4], 6.04[6][d]
Commerce Department draft of principles on online
privacy, A6.16
European Union views on using for financial dealings
with U.S., 7.03
FDIC letter on online privacy, 6.08[2], A6.11
Federal Reserve Board and online privacy, 6.08[4]
letter on cross-marketing, A6.13
GAO and critical infrastructure protection, 6.08[7]
Internet False Identification Act of 2000, 6.04[3]
OCC guidance for online privacy, 5.02, 6.08[3]
advisory letter, A6.12, A6.14
OTS and online privacy, 6.08[5]
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policy statement, A6.15
privacy, 6.04[6][c], 6.08
FTC protection of financial information, 6.08[1]
state privacy laws, 5.08[a]
SEC and online privacy, 6.08[6]
state privacy laws and, 6.03
wireless access to, 6.08[2]

Invasion of privacy. See also Financial Privacy Act of
1999; Litigation; Privacy Act of 1974
generally-known information and, 5.04[4][v]
legitimate business interest as defense, 5.04[4][f]
noncustomer entities and bank requests for information

from, 5.04[4][e]
personal privacy invasion, Freedom of Information Act,
8.04[1][d]
state financial privacy laws, 5.04[1]
preemption of, 1.09[2][b]
Investigative consumer reports. See Consumer reports
IRS. See Internal Revenue Service

J

John Doe summons
IRS third-party summons provisions, exceptions,
3.05[2], 3.05[4]
Joint marketing
under Financial Privacy Law, 9.01[4][b]
under FCRA, Comptroller interpretive letter on, A1.19
Joint-user exception under FCRA, 1.03[4][b], A1.14
Justice Department
FOIA requests
request letters, F8.1
waiver of fees, request letters, A8.6

K

“Know your customer” requirement, Bank Secrecy Act,
4.09[1]
exceptions to, 4.09[1][b]

L

Landlord reporting service
FCRA, applicability, 1.03[5][j]
Leases
as credit transactions under FCRA, 1.05[5][f]
Liability. See Civil liability; Criminal liability
Libel. See Defamation
Licensing, professional
consumer reports used in connection with, 1.03[3]
Limitation of actions. See Statute of limitations
Litigation. See also Court orders
discovery. See Discovery
Fair Credit Reporting Act rules
correction request required prior to filing of suit,
1.09[71[t]
federal court, removal of FCRA case to, 1.09[7][¢e]
husband and wife can both sue for violations,
1.09[71[1]
injunctive relief not available, 1.09[7][s]
investigative consumer report, litigation evaluation
report disqualified as, 1.07[7][d]



INDEX

[References are to paragraphs (1)), and Appendixes (A).]

state fair credit reporting laws, right to sue under,
1.09[3][c]

subpoena. See Subpoena

Loans

commercial. See Commercial loans

consumer reports on existing loan customers, FCRA
rules, 1.04[2][g]

financial institutions, disclosures by, 2.05[2][b]

government loan assistance, Financial Privacy Act of
1978 special procedures for, 2.06[2]

multiple, to avoid reporting, 4.09[3][a]

M

Marketing
cable television, cross-selling, 6.06
Federal Reserve Board letter on cross-marketing, A6.13
Financial Privacy Law of 1999, 9.01[6]
prescreening. See Fair Credit Reporting Act (FCRA),
subheading: prescreening
sale of customer lists (OCC interpretive letter), AS.1
stuffing envelopes with literature about nonbanking
products, 5.02
Mega-I11I project, 6.07
Merchants
IRS third-party summons provisions, 3.03[3][a]
Mergers, Bank Secrecy Act violations prior to,
4.07[3][e]
Money laundering
Annunzio-Wylie Anti-Money Laundering Act, 4.02[1],
4.02[2], 4.04, 4.11[1]-4.11[5], 4.12[1]
Bank Secrecy Act enforcement and, 4.11[4], A4.25
terrorist financing, FATF plan to counter, 4.02[2]
USA PATRIOT Act, anti-money laundering
provisions under, 4.01, 4.02, 4.07[1], 4.08, 4.09[1][c],
4.11[4]

N

National Credit Union Administration
account number disclosure limitations (FRB Letter),
A9.22
agencies, use of FOIA to obtain records from, 8.06[5]
Financial Privacy Law of 1999, 9.02[5]
National information infrastructure, 6.07
National security investigations
consumer report for employment purposes, 1.04[2][f]
counterterrorism actions, USA PATRIOT Act, 4.01,
4.02,4.08
interception of electronic communications, 6.05[1]
secret services requests, Financial Privacy Act of 1978,
2.06[3]
National Telecommunications and Information
Administration
white paper on privacy and the NII, 6.07
Nonacquiescence, IRS Statement of, 3.03[6], A3.4
Noncustomer entities
special procedures for investigations of, 2.06[7]
state financial privacy laws, 5.04[4][e]
Nonpublic personal information, 9.01
Notice. See also Notice to customer
administrative subpoena, F2.1

customer consent, 9.01[4][d]
ECOA, notice obligations under, 1.07[1]
exceptions, 9.01[4]
FCRA, notice obligations under
adverse action, notice of, 1.07[1]
FTC guide, A1.6
FTC interpretive letter, A1.29
closed accounts, notice of, 1.06[1][d]
counteroffer, sample notice of, F1.4
delinquent account, notice of, 1.06[1][e]
dispute, notice of, 1.06[1][c]
furnisher responsibilities, FTC notice of, F1.7
FTC interpretive letter, A1.30
sample notices of action taken, Federal Reserve
Board, F1.1-F1.4
user responsibilities, FTC notice of, F1.8
FTC interpretive letter, A1.30
FOIA predisclosure notification, A8.7
formal written notice, F2.9
IRS third-party summons provisions, 3.04[1]
address of, 3.04[2][a]
content of, 3.04[2][a]
failure of IRS to provide, 3.04[3]
oral response from customer, 3.04[2][c]
receipt of customer notification, 3.04[2][b]
staying compliance, 3.04[2]
taxpayer notice, F3.5
waiting period, actions of financial institutions
during, 3.04[2][f]
who may send notification, 3.04[2][e]
judicial subpoena, F2.7
opt-out, 9.01
request for records, 2.04[7]
search warrant, F2.5
subpoena, of, F2.2
summons, of, F2.5
Notice to customer
administrative subpoena, F2.1, 5.05[4]
delayed order or request for records, 2.04[7]
financial institution, by, F2.12
Financial Privacy Act, under, 2.04[7]
Financial Privacy Law, under, 9.01
third parties, sharing information with, 9.01[2]
formal written notice, F2.9
judicial subpoena, F2.7
search warrant, F2.5
subpoena, of, F2.3, 5.05[4]
summons, of, F2.5

(0]

Obscenity
Child Online Protection Act, 6.04[4]
OCC. See Comptroller of the Currency
OECD. See Organization for Economic Cooperation
and Development
Office of Comptroller of the Currency. See Comptroller
of the Currency
Office of Management and Budget (OMB)
Freedom of Information Act
Computer Matching and Privacy Protection Act of
1988, A8.9
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fee schedule and guidelines, A8.8
Office of Thrift Supervision (OTS)
account number disclosure limitations (FRB Letter),
A9.22
District Offices, A8.2
federal savings banks and release of customer
information, 5.02
Freedom of Information Act agencies, use of FOIA to
obtain records from, 8.06[4], F8.7
online privacy concerns, 6.08[5]
policy statement, A6.15
Privacy Preparedness Check-up, 9.01[8][c], A9.16
Regulation on release of unpublished information, A8.11
Omnibus Crime Control and Safe Streets Act of 1968,
6.04, 6.05
Organization for Economic Cooperation and
Development (OECD)
electronic fund transfers, guidelines, 7.02, 6.07, A6.2
OTS. See Office of Thrift Supervision

P

Penalties. See Civil liability; Criminal liability
Pen registers, 6.05[1]
Personal privacy
disclosure of nonpublic personal information, 9.01
Freedom of Information Act, invasion of under,
8.04[1][d]
principles for providing and using personal information,
A6.4
Pharming, 6.08[2]
Phishing, 6.08[2]
Point-of-sale terminals. See Electronic fund transfers
(EFTs)
Preemption
fair credit reporting laws, 5.09[2]
case summaries, 5.09[3]
Financial Privacy Act of 1978, by, 2.08
financial privacy laws, 5.09[1]
principles for providing and using personal information,
A6.4
Prescreening, 1.04[2][d]. See also Fair Credit Reporting
Act (FCRA)
Privacy Act of 1974. See also Financial Privacy Law
accuracy of information, 8.02[6]
background, 8.02[1]
case summary, 8.02[8]
coverage, 8.02[2]
disclosure, restrictions, 8.02[5]
FOIA access to records and, 8.02[7]
forms, F8.12, F8.15
information collection and use, restrictions, 8.02[4],
8.02[5]
meaning of disclosure, 8.02[8][c]
privacy protections, 8.02[3]
Privacy Preparedness Check-up, 9.01[8][c], A9.16
Privacy Protection Act of 1980, 5.03[1]
Privacy Rule Handbook, Federal Deposit Insurance
Corporation (FDIC), A9.18
Privacy Working Group, 6.07
principles for providing and using personal information,
A6.4
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Punitive damages
FCRA violations, 1.09[2], 1.09[7][d]
large punitive damages rejected, 1.09[7][b]
interception of electronic communications, 6.05[1]

Q

Qualified immunity
FCRA liability for furnishers, users, and consumer
reporting information, 1.09[5]
users of consumer reports, 1.09[7][o]

R

Real estate brokers
IRS third-party summons provisions, 3.03[3][c]
Recordkeeper, third-party. See also Internal Revenue
Service third-party summons provisions
accountants, 3.03[3][d]
consumer reporting agencies, 3.03[3][c]
credit card processors, 3.03[3][a]
definition of, 3.03[11][d]
merchants, 3.03[3][b]
Recordkeeping requirements. See also Recordkeeper,
third-party
accountants, 3.03[3][d]
Bank Secrecy Act, 4.06
brokers, 4.10
case summaries, 4.09[3]
checks and drafts, copies of, 4.09[2][a]
comprehensive recordkeeping, 4.09[2]
deposit slips, 4.09[2][b]
“know your customer” requirements, 4.09[1]
proposals for certain wire transfers by financial
institutions, 4.05
securities, dealers in, 4.10
consumer reporting agency and IRS third-party
summons provisions, 3.03[3][b]
disclosure and disclosure proceedings, Financial Privacy
Act of 1978, 2.04[1][b]
IRS third-party summons provisions
accountants, 3.03[3], 3.03[3][d]
consumer reporting agency, 3.03[3][b]
copy of summons, F3.3
coverage of specific recordkeepers, 3.03[3]
credit card processors, coverage of, 3.03[3][a]
merchants, 3.03[3][a]
real estate brokers, 3.03[3][c]
third-party recordkeeper, definition of, 3.03[11][d]
personal-experience bank records, 1.03[5][i]
real estate brokers, 3.03[3][c]
Records, financial. See also Bank records
custodian of, affidavit, F2.15
request for, notice to customer, 2.04[7]
SEC access to, 2.06[6][a]
transfer of records, 2.06[6][c]
U.S. Attorneys’ Manual Provisions relating to access to,
A23
Recovery of costs. See Costs, reimbursement of
Regulation B. See Equal Credit Opportunity Act
(ECOA)
Regulation E. See Electronic Fund Transfer Act
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Regulation S, reimbursement of costs, A2.4
Regulation Z
restrictions on reporting adverse information, 1.09[5]
Reimbursement of costs. See Costs, reimbursement of
Reinvestigation of credit information
furnisher’s responsibilities, 1.06[2]
rights of consumer, 1.05[2]
Reporting requirements. See also Fair Credit Reporting
Act (FCRA)
Bank Secrecy Act, 4.02[1]
currency reporting requirements, 4.04, 4.13
foreign accounts, 4.03[1], F4.1
imports and exports of currency, 4.04
international financial transactions, 4.03[2], F4.2
multiple loans to avoid reporting, 4.09[3][a]
splitting transactions to avoid, 4.11[6][k]
Resale of consumer reports
FTC interpretive letter, A1.25, A1.27, A1.30, A1.31
Research records used for, IRS third-party summons
provisions, 3.03[11][n]
Riegle Community Development and Regulatory
Improvement Act, 1.05[1], 4.07[2], 4.11[4]
Right to Financial Privacy Act, summary of, A9.15

S

Safe deposit boxes, IRS third-party summons
provisions, 3.03[11][m]
Safe harbor arrangement, 7.04
Search-and-seizure
electronic wire transfers, seizure of, 6.05[4][h]
state financial privacy laws, 5.03[1]
Search warrants
Financial Privacy Act of 1978, 2.04[3], F2.3
notice to customer, F2.5
prerequisites for, 2.04[3][a]
requirements, 2.04[3][b]
return of, F2.4
SEC. See Securities and Exchange Commission
Secret services. See National security investigations
Securities, dealers in
Bank Secrecy Act, recordkeeping requirements, 4.10
Securities and Exchange Commission (SEC)
EDGAR and privacy concerns, 6.07
Financial Privacy Act of 1978, special procedures,
2.06[6]
customer records, access to, 2.06[6][a]
disclosure, liability for improper, 2.06[6][b]
financial institutions, procedures for, 2.06[6][d]
transfer of records to other agencies, 2.06[6][c],
F2.11
online privacy concerns, 6.08[6], 6.08[7]
subpoena issued by and state financial privacy laws,
5.05[8][a]
Smart Card Forum Guide to Responsible Consumer
Information Practices, A6.10
Solicitations to consumers. See Marketing
Spouse
consumer report on, obtaining, 1.04[6][d], 5.05[5][c]
FCRA violations, suit by both husband and wife for,
1.09[71[1]
State credit card laws

disclosure restrictions, 5.08
negligent enablement of imposter fraud, 5.04[4][w]
State electronic fund transfer laws, 6.03
State fair credit reporting laws, 1.09[1], 5.07. See also
State financial privacy laws
attorney fees, 5.09[3][d]
case summaries, 1.09[3], 5.07[5]
common-law privilege, 1.09[3][d]
consumer reporting agencies’ responsibilities, 1.09[1],
5.07[2]
coverage, 5.07[1]
defamation laws, limited preemption of, 1.09[2][b],
1.09[3][e]
disclosure of customer information
account agreements, F5.3
application form, F5.2
commercial loan agreement, F5.4
credit card accounts, F5.1
discrimination prohibited, 5.07[2]
Fair Credit Reporting Act
as analogous, 1.09[1], 5.02, 5.07
state prohibition of FCRA-authorized charges,
1.09[3][a]
First Amendment rights, 5.07[5][a], 5.07[5][b]
insurance companies, relationship to, 5.05
internet privacy laws, 5.08A
invasion of privacy laws, limited preemption of,
1.09[2][b]
OCC interpretive letter, AS.1
preemption, 1.09[2], 1.09[3][b], 5.09[2]
broad FCRA preemption, 1.09[2][c]
case summaries, 5.09[3]
inconsistent state laws, 1.09[2][a]
IRC and, 5.04[4][j]
limited preemption of state defamation and privacy
invasion laws, 1.09[2][b], 1.09[3][e
reporting institutions, obligations of, 5.07
right to sue under, not preempted, 1.09[3]
upholding of vs. preemption of, 1.09[3][b
users, obligations of, 5.07[3]
State financial privacy laws. See also State fair credit
reporting laws
background, 5.01
breach-of-confidentiality determined by state courts,
5.04[4][o]
California Financial Information Privacy Act, 5.05[4]
case summaries, 5.05[8]
challenge of subpoena under, 5.05[8][d]
common law, 1.09[3][d], 5.04
American decisions, implied contracts, 5.04[3][b]
case summaries, 5.04[4], 5.05[8]
confidentiality, duty of, 5.04[3][c]
defamation, 5.04[2]
implied contract, 5.04[3], 5.04[3][b]
invasion of privacy, 5.04[1]
Tournier decision, 5.04[3][a]
confidential information
common-law duty of confidentiality, 5.04[3][c]
debtor-creditor relationship, 5.04[4][n]
methods of access to, 5.05[4]
sample nondisclosure provisions from confidentiality
agreement, F5.5

—_—
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constitutions, state, 5.03
expectation of privacy, 5.04[4][a], 5.04[4][u]
general privacy protection, 5.04[4][c]
privacy provisions, 5.04[4][m]
privacy specifically protected, 5.03[2]
private institutions, causes of action against,
5.04[4][d]
reasonable notice and opportunity to object,
5.04[4][b]
search-and-seizure provisions, 5.03[1]
cost recovery, 5.05[6]
customers covered by statutes, 5.05[3]
defamation, 5.04[2], 5.04[4][k], 5.04[4][1]
discovery of bank records of nonparties, 5.04[4][p]
dissemination of examination reports, restrictions, 5.06
examination reports, restrictions on dissemination of,
5.06
financial institutions, coverage by state statutes, 5.05[1]
Financial Privacy Law of 1999, relationship to,
5.05[8][a], 9.01[7], 9.01[10][a], 9.02[6]
forms
commercial loan agreement, sample statement
regarding disclosure of, F5.4
disclosure of customer information, statement
regarding, F5.2, F5.3
nondisclosure provisions from confidentiality
agreement, samples of, F5.5
privacy response letter for credit card accounts, F5.1
general privacy protection, 5.04[4][c], 5.04[4][q]
generally-known information and, 5.04[4][v]
implied contract, common law, 5.04[3]
insurance companies and, 5.04[4][u], 5.05
invasion of privacy, common law, 5.04[1]
legitimate business interest, acting within scope of,
5.04[4][f]
overview, 5.02
preemption of, 5.09[1], 5.09[2]
prescreening under, 1.04[2][d]
requestors, coverage of statutes by types of, 5.05[2]
search-and-seizure provisions, state constitutions,
5.03[1]
statutes, 5.05
case summaries, 5.05[8]
confidential information, methods of access to,
5.05[4]
cost recovery, 5.05[6]
customers covered by, 5.05[3]
enforcement under, 5.09[3][3]
financial institutions, coverage of, 5.05[1]
internet privacy, 5.08A
overview, 5.05[7]
requestors, coverage by types of, 5.05[2], 5.05[5][c]
violation of, sanctions, 5.05[5]
subpoena or summons, 5.05[4]
third-party disclosures, 5.04[4][1], 5.04[4][t]
Tournier decision, 5.04[3][a]
“Statement stuffers,” 5.02
Statute of limitations
Fair Credit Reporting Act, 1.09[2], 1.09[7][j]
Subpoena. See also Litigation
administrative. See also this heading: Financial Privacy
Act of 1978
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procedural requirements for disclosure, 2.04[2][b]
standards for disclosure, Financial Privacy Act of
1978, 2.04[2][b]
challenge under state financial privacy laws, 5.05[8][d]
consumer reports, disclosure of, 1.04[3], 1.04[6][a]
court orders, disqualification as, 1.04[3], 1.04[6][a]
Financial Privacy Act of 1978
administrative, 2.04[2], 2.04[10], F2.1
authority for, 2.04[2][a]
government subpoenas, geographic scope, 2.09[1]
judicial, F2.6, F2.7
Grand Jury, federal
Fair Credit Reporting Act rules, 1.04[6][a]
Financial Privacy Act of 1978, special procedures,
2.06[5][a], 2.06[5][b]
judicial, 2.04[4], F2.6, F2.7
payment of costs by government as condition for
enforcement, 5.05[8][f]
SEC subpoena and state financial privacy laws,
5.05[8][a]
state financial privacy laws and, 5.05[4]
Subsidiaries
holding company subsidiaries, FCRA rules for
dissemination of information among, 1.03[4][c],
Al.11
Summons. See also Internal Revenue Service third-
party summons provisions
Financial Privacy Act of 1978, 2.04[2], 2.04[2][b]
authority for, 2.04[2][a]
standards for disclosure, 2.04[2][b]
in good faith, 3.04[6][w]
John Doe summons, 3.05[2], 3.05[4]
procedural requirements for disclosure, 2.04[2][b]
Supreme Court
Bank Secrecy Act, constitutionality challenge, 4.13[1]
Suspicious activity reports, 4.08, F4-11
case summaries, 4.08[1]
penalties for failure to file, 4.08
transactions indicative of terrorist financing and, 4.08

T

Tax Equity and Fiscal Responsibility Act of 1982
(TEFRA)
IRS third-party summons provisions and, 3.01,
3.04[6][3]
Taxpayer Bill of Rights 2, 3.03[3]
Tax privacy provisions
Financial Privacy Act of 1978 and
disclosure restrictions and proceedings, 2.05[4]
state privacy provisions, preemption of, 5.04[4][j]
Technology and privacy. See Electronic fund transfers;
Tax Equity and Fiscal Responsibility Act of 1982
(TEFRA)
Ted Weiss Child Support Enforcement Act of 1992,
1.04[1]
Telemarketing
prescreening and, 1.04[2][d]
Television
Cable Communications Act, 6.06
Cable Television Consumer Act, 6.06
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Third-party disclosures. See also Recordkeeper, third-
party
bank’s liability for implied duty not to disclose,
5.04[4][i], 9.01[2]
IRS third-party summons provisions, 3.04[4]
service organizations, 3.04[5]
Tournier decision, 5.04[3][a]
Regulation E and, 6.02[1]
Trade secrets and Freedom of Information Act,
8.04[1][b]
Trap and trace devices, 6.05[1]
Treasury Department rules and interpretations, A4.2,
A4.21, A4.26, A4.30, A4.33, A4.34

U

enforcement, 4.11[1], 4.11[3], 4.11[4], 6.04[2], 6.05[3]

Federal Reserve Board supervisory letters, A4.30,
A4.31, A4.35

Financial Privacy Act, exceptions to, 2.03[4]

FinCEN and, 4.02[1]

interagency transfer of information, 2.03[1], 4.01

notice form, F4.6

reporting and recordkeeping requirements, 4.01, 4.02,
4.07[1], 4.08, 4.11[4]

wire transfer provisions, 4.05

United States Attorneys’ Manual Provisions Relating to
Access to Financial Records, A2.3

\%

USA PATRIOT Act

access to storage facilities, 6.05[2]

anti-money-laundering provisions, 4.01, 4.02, 4.07[1],
4.08,4.09[1][c], 4.11[4]

background, 4.01

certificate of compliance, 2.04(8]

computer privacy and, 6.04[2]

customer verification procedures, 4.09[1][e]

definitions, 6.04[2], 6.05[1]

disclosure, 6.05[2]

electronic communications
government access to, 6.05[3]
interception of, 6.05[1], 6.05[2]

VISA
Issuer Privacy Principles, A6.8
News Release Announcing Adoption of Issuer Privacy
Principles, A6.7

W

Web sites. See Internet
Wireless technology, 6.08[2]
Wiretapping
case summaries, 6.05[4]
Wire transfer rules of Bank Secrecy Act, 4.05, A4.13
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