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A 

 
Access contracts, Ch. 8 

access arrangements, 8.01[2] 
application service providers 

bankruptcy, 8.14 
contract terms, 8.13[4] 
definition, 8.11 
due diligence, 8.13[3] 
FFIEC statement, 8.13[1] 
OCC statement, 8.13[1] 
oversight, 8.13[5] 
return of data, 8.13[4][b] 
risk assessment, 8.13[2] 
termination terms, 8.13[4][a] 
UCITA provisions, 8.12 

automobile industry regulations, 8.08[4] 
choice-of-forum agreements, 8.10[4] 
choice-of-law agreements, 8.07[4], 8.10[3] 
copyright protection, 8.02[1][b] 

license grant to provider, 8.10[13][b] 
license grant to user, 8.10[13][a] 
notices, 8.03[2], 8.03[3] 
ownership of information or ideas, 

8.10[13][c] 
database protection, 8.02[1][c] 
definition, 8.01[1] 
DMCA safe harbor, 8.04[1] 

blocking access, 8.04[5] 
eligibility, 8.04[3] 
notice/takedown provisions, 8.04[4][a] 
online service provider, defined, 8.04[2] 
putback provisions, 8.04[4][b] 
subpoenas to identify alleged infringers, 

8.04[6], 8.04A 
termination policy, 8.04[3] 

gravamen of the action test, 8.01[4] 
information provider liability, 8.10[12][b] 
insurance industry regulations, 8.08[2] 
medical practice sites, 8.08[3] 
obligations arising from arrangement, 

8.01[2] 
patent protection, ownership of information 

or ideas, 8.10[13][c] 

prescription drug service regulations, 
8.08[3] 

privacy concerns, 8.06 
public accommodation 

under ADA, 8.01[3] 
under Civil Rights Act, 11.07 

remote liquor sales, 8.08[5] 
right to control access, deprivation of, 

8.01[1] 
sector-specific regulation, 8.08[1] 
state law and regulation 

application through UCITA, 8.01[4] 
assumption of noncompliance risk, 

8.07[4] 
choice-of-law theory, 8.07[4] 
conflicting and nonuniform rules, 

8.07[2] 
discovery and interpretation difficulties, 

8.07[3] 
diversity, 8.07[1] 
lowest common denominator approach, 

8.07[4] 
preemption, 8.07[5] 

terms and conditions 
advisable vs. required, 8.02[2] 
amendment, 8.10[5], 8.10[7] 
arbitration clause, 8.10[5] 
at-will termination clause, 8.10[6][b] 
background law, 8.03[1], 8.10[5] 
bad acts at site or in system, 8.10[11][a] 
cancellation, 8.10[6] 
choice of forum, 8.10[4] 
choice of law, 8.10[3] 
comparison of termination and 

cancellation, 8.10[6][a] 
content of site, 8.10[5] 
damage exclusions and limitations, 

8.10[9] 
defining the user, 8.10[14] 
downloaded information, 8.10[12][a] 
express contractual terms, 8.10 
information provider liability, 

8.10[12][b] 
information use restrictions, 8.10[12] 
irrelevance, 8.02[3] 



 INDEX I-2 
[References are to Chapters (Ch.) and paragraph (¶) numbers.] 

10/08 

licenses granted, 8.10[13][a], 
8.10[13][b] 

limitations on damages, 8.10[5] 
master agreement, 8.10[10] 
misuse, 8.10[11] 
ownership of information or ideas, 

1.05[7], 8.10[13][c] 
paper-based clauses, 8.10[15] 
protection from violation of other laws, 

8.02[1][c] 
purpose, 8.02[1][a] 
restrictive notices vs. agreements, 

8.03[2] 
robotic access, 8.10[11][b] 
site availability, 8.10[5] 
spam, 8.10[11][c] 
storage of data, ownership issues, 

8.10[13][d] 
termination, 8.10[6] 
terms triggering substantive rules, 

8.10[2] 
warranty disclaimers, 8.10[8] 

UCC inapplicability, 8.01[4] 
Access to sites 

authorization. See Authorization for access 
contracts. See Access contracts 
interactive service providers. See Interactive 

service providers 
Internet service providers. See Internet 

service providers (ISPs) 
linking. See Links and linking 
online service providers. See Online service 

providers 
passwords. See Passwords 
personal identification numbers. See 

Personal identification numbers (PINs) 
Accuracy of data. See Quality of data 
ACHs (Automated clearing house 

transactions), 6.14 
ACPA. See Anticybersquatting Consumer 

Protection Act 
ADA. See Americans with Disabilities Act 
Adhesion contracts 

unconscionability doctrine, 5.03[4][b], 
5.07[2] 

Ad valorem taxes. See Property taxes 
Advertising 

background law, 8.03[1] 
commercial electronic mail messages, 

defined, 13.07[4][b][i] 
conspicuous, defined, 5.06[2] 
consumer protections, 11.08 
copyright infringement 

commercial use as fair use, 2.14[2][a] 

transformative use as fair use, 2.14[2][b] 
destination page, linking agreements, 

9.17[3] 
disclosures 

link as conspicuous, 5.05[5] 
false endorsement using celebrity name, 

2.20[5] 
FTC Dot Com working paper, 9.15[2] 

conspicuous, defined, 5.06[2] 
consumer protections, 11.08 
linking agreements, 9.17[2] 
transactions, information provider 

liability, 10.02[4] 
information provider liability, 10.02[4] 
linking agreements, 9.17[2] 
pop-up ads, copyright infringement, 2.16[4] 
product information, provider liability risk, 

10.02[2] 
spam 

access contract terms, 8.10[11][c] 
commercial electronic mail messages, 

13.07[4][b][i] 
conflicting state laws and regulations, 

8.07[2] 
mobile service commercial messages, 

13.07[4][b][iii] 
state laws and regulations, 1.05[3] 
workplace concerns, 13.07[4] 

spyware,2.29 
taxation, 14.04[2][a] 
unsolicited facsimile advertisements, 

13.07[4][a][ii] 
Agreement to use electronics 

consumers, 4.08[6], 4.11[3] 
equivalency principle, precondition, 

4.07[4][b] 
E-Sign, no preconditions, 4.08[3], 4.13[2] 
establishment, 4.07[4][a] 
party autonomy, E-Sign, 4.08[5] 
right to refuse to conduct transactions 

electronically, 4.07[3] 
UETA precondition, 4.07[3], 4.07[4], 

4.13[2], 13.08[2][c] 
Algorithms 

patentability, 2.10[2] 
Alteration of information 

criminal penalties, 3.10 
Americans with Disabilities Act (ADA) 

application to electronic environments, 
8.01[3] 

Internet sites not covered, 11.07 
public accommodation 

application to web sites, 8.01[3] 
place of, defined, 8.01[3], 11.07 
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Anonymity 
individual rights, 12.12 
“John Doe” subpoenas, 8.04[6], 10.11 

Anti-circumvention 
DMCA, 3.06[1], 3.06[2], 3.06[2], 9.07[2] 

linking, potential implications, 9.07[2] 
MPAA Model Act, 3.07A 

Anti-competitive behavior, 3.10A 
Anti-counterfeiting Amendments Act of 

2004, 3.10[2] 
Anticybersquatting Consumer Protection 

Act (ACPA), 2.26, 7.05[2] 
bad faith intent to profit, 7.05[4] 
civil liability, 7.05[3] 
diversion of customers, 7.05[4] 
In rem proceedings, 7.05[5] 

Antitrust 
and information, 1.05[7] 
market diversity vs. centralization, 1.05[4] 

Application service providers (ASPs), 8.13 
bankruptcy, 8.14 
contract terms, 8.13[4] 
definition, 8.11 
due diligence, 8.13[3] 
FFIEC statement, 8.13[1] 
OCC statement, 8.13[1] 
oversight, 8.13[5] 
return of data, contract terms, 8.13[4][b] 
risk assessment, 8.13[2] 
termination terms, 8.13[4][a] 
UCITA provisions, 8.12 

Arbitration 
access contracts, choice of forum, 8.10[4] 
domain names, 7.05[6] 

Archival copies 
copyrights, 2.14[3] 

Arizona 
automobile industry regulations, 8.08[4] 
remote liquor sales, 8.08[5] 

Arkansas 
Internet Prescription Consumer Protection 

Act, 8.08[3] 
Artists’ Rights and Theft Prevention Act, 

2.16[7] 
ASPs. See Application service providers 
Assent, 5.03 

clicking as consent, 5.03[4][a] 
consent expressed through conduct, 5.03[4] 
enforceable obligations, 5.03[1] 
forms of, 5.03[4] 
mass e-mail, 5.03[1] 
opportunity to review terms prior to, 

5.03[2][a] 

ATM transactions. See Electronic fund 
transfers 

Attorney fees 
awarded based on production of electronic 

evidence, 13.12 
DMCA provisions, 3.06[4] 

Attribution procedures, Ch. 6 
airline screening, 6.12 
biometric approach, 6.15B 
change of address, 6.17 
contextual considerations, 6.03[1] 
contracts, 6.04 
COPPA provisions, 6.15 
credit card transactions, 6.06 

authorized use, cardholder liability, 
6.06[4] 

fraud risk, 6.06[1] 
loss allocation, 6.06[2] 
unauthorized use, liability, 6.06[3] 

definition, 6.08 
digital signatures, 6.10 

application of rules, 6.10[3] 
encryption systems, 6.10[1] 
preemption, 6.10[2] 

electronic fund transfers, 6.07 
accepted access device, 6.07[3][b] 
authorized transfers, 6.07[3][a] 
means of identification, 6.07[3][c] 
unauthorized transfers, 6.07[2], 

6.07[3][a] 
errors, risk allocation, 6.16 

applicability, 6.16[1] 
detection systems, 6.16[3] 
users, 6.16[2] 

evidentiary standards, 6.13 
FACT provisions, 6.15A 
financial institutions 

FFIEC guidance, 6.03[1], 6.03[3], 6.11 
maintenance of records verifying 

identity, 6.09[3] 
verification of identity to open account, 

proposed rule, 6.09[1], 6.09[2] 
identification of responsible party, 6.02, 

6.03[3] 
NACHA rules, 6.14 
NIST guidance, 6.12 
obligations, 6.03[4] 
OMB guidance, 6.03[1] 
passwords 

authorization of access, 6.03[1] 
verification of identification, 6.03[3] 

personal identification numbers (PINs) 
authorization of access, 6.03[1] 
verification of identification, 6.03[3] 
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technology neutrality, 6.03[2] 
Treasury Dept. policy, 6.03[1], 6.12 
UCC provisions, 6.05 
UCITA provisions, 6.08 

user mistakes during automated 
transactions, defense, 6.16[2] 

UETA provisions, 6.08 
error detection systems, 6.16[3] 
user mistakes during automated 

transactions, defense, 6.16[2] 
user errors, 6.16[2] 
verification of identification, 6.02, 6.03[3] 

Authentication 
attribution procedures. See Attribution 

procedures 
definition, 4.05[3], 4.10[3], 13.08[3][f] 
electronic evidence, 13.13 

linking issues, 9.11 
intent, 4.18[6] 
process as signature, 4.18[5] 

contract formation and amendment by 
e-mails, 13.08[3][f] 

signatures, 4.18[3], 6.12 
Authorization for access 

contract terms, 3.12[2] 
deep linking, 9.04 
passwords. See Passwords 
personal identification numbers. See 

Personal identification numbers (PINs) 
protected locations, generally, 3.03 
three-party linking relationships, 9.03 
trespass to chattel, 3.04 
wrongful access, 3.05, 13.07[4][a][i] 

Automated clearing house transactions 
(ACHs), 6.14 

Automatic teller machine (ATM) 
transactions. See Electronic fund 
transfers 

Automobile industry, 8.08[4] 
 

B 

 
Bad faith 

intent to profit by cybersquatting, 7.05[4] 
Bank Holding Company Act 

financial institution, defined, 12.10[2] 
Bankruptcy 

application service providers, 8.14 
Banks. See Financial institutions 
Bank Secrecy Act, 12.04[3] 
Bank Secrecy Act (BSA) 

verification of identification provisions, 
6.09[1] 

Berne Convention for the Protection of 
Literary and Artistic Works, 3.06[1], 
8.03[3] 

Biometrics, 6.15B 
BSA. See Bank Secrecy Act 
Bulletin boards 

copyright liability, 2.17, 8.04[1] 
 

C 

 
Cable Communications Policy Act, 12.04[3] 
California 

Consumer Protection Against Computer 
Spyware Act, 2.29 

disclosure rule, 8.07[3], 11.06[18] 
insurance industry regulations, 8.08[2] 
privacy statute, social security number 

protection, 1.05[8], 12.14 
Canadian data protection legislation 

consent provisions, 12.05[2] 
data quality, 12.06[2] 
general principles, 12.04[4] 
private party collection of data, 12.07[1] 

CANSPAM (Controlling the Assault of Non-
Solicited Pornography and Marketing 
Act), 3.03[2], 13.07[4][b] 
media specific provisions, 1.05[9] 

CDA. See Communications Decency Act 
Census Confidentiality Statute, 12.04[3] 
CFAA. See Computer Fraud and Abuse Act 
Chat rooms 

copyright liability, 8.04[1] 
defamation, service provider liability 

limitations, 10.05[5] 
ownership of information or ideas, 

8.10[13][c] 
public accommodation under Civil Rights 

Act, 8.01[3], 11.07 
subpoenas, 8.04A 

Check Clearing for the 21st Century Act 
(C21), 4.19[2], 11.11 

Checks 
electronic validation, C21 provisions, 

4.19[2], 11.11 
Children. See also Children’s Online 

Privacy Protection Act (COPPA); Dot 
Kids Implementation and Efficiency Act 
privacy policies, 12.16[4][a] 
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Children’s Online Privacy Protection Act 
(COPPA) 
attribution procedures, 6.15 
consumer protections, 11.06[3] 
data protection, 12.04[3], 12.11 
enforcement actions, 12.11 
privacy policies, 12.16[4][a] 

accessibility of policy, 12.16[4][c] 
verifiable parental consent, 6.15 

consumer protection, 11.06[3] 
data protection, 12.04[3], 12.11 

Choice-of-forum theory, 8.10[4] 
Choice-of-law theory, 5.02[1], 8.07[4], 

8.10[3] 
CIPs (Customer Identification Programs), 

6.09[1], 6.09[2] 
CISG (Convention on the International Sale 

of Goods), 5.02[2] 
Civil penalties 

ACPA provisions, 7.05[3] 
cybersquatting, 7.05[3] 
DMCA provisions, 3.06[1], 3.06[4] 
right to cause of action, CFAA provisions, 

3.05 
CMI. See Copyright management 

information 
Collection of data 

privacy policies, 12.16[4][a] 
private parties, 12.07 
transactional data, automated collectors, 

12.13 
Commerce Clause, 8.07[5] 

property tax, limitations, 14.16[2][c][iii] 
sales tax, limitations 

apportionment, 14.16[2][a][iii] 
nexus concept, 14.16[2][a][ii] 
seller and purchaser liability, 

14.16[2][a][i] 
state taxation, limitations, 14.16[2][a] 

state income tax, limitations, 
14.16[2][b][iv] 

Common law 
identity theft, causes of action, 15.06[5] 

Communications Assistance for Law 
Enforcement Act, 12.21[2] 

Communications Decency Act (CDA) 
access contracts, 8.05 
chat rooms, 8.01[3], 11.07 
conduits, liability protections, 10.02[3], 

10.09[3], 10.09[3][a][ii] 
defamation, service provider liability 

limitations, 10.05[6] 
exclusions, 10.09[3][d] 
information providers 

liability protection, 10.09[3], 
10.09[3][b][i], 10.09[3][e] 

definition, 10.09[3][b][i] 
interactive service providers 

definition, 8.01[1] 
terms of service, 8.05 

publishers, liability protections, 10.09[3][c] 
safe harbors, 1.05[5], 8.05, 10.05[6] 
speakers, liability protections, 10.09[3][c] 
third-party content, 10.09[3][e] 

Compact Clause 
state income tax, limitations, 14.16[2][b][v] 

Compilations 
databases. See Databases 
definition, 2.18 

Comptroller of the Currency. See Office of 
the Comptroller of Currency (OCC) 

Computer Fraud and Abuse Act (CFAA), 
3.05, 12.04[3], 13.07[4][1][i] 

Computer Matching and Privacy Protection 
Act, 12.04[2], 12.04[3] 

Confidential information. See Privacy 
trade secrets. See Trade secrets 

Confidential Information Protection and 
Statistical Efficiency Act, 12.04[2], 
12.04[3] 

Consent 
affirmative consent, defined, 13.07[4][b][i] 
agreement to use electronics. See 

Agreement to use electronics 
commercial electronic mail messages, 

13.07[4][b][i] 
data protection 

affirmative consent, 12.04[4] 
Canadian legislation provisions, 

12.05[2] 
EU directive provisions, 12.05[2] 
general principles, 12.04[4] 
GLBA provisions, 12.05[4] 
traditional privacy law, 12.05[3] 

employee computer usage monitoring, 
13.06 

verifiable parental consent, 6.15, 12.11 
consumer protection, 11.06[3] 
data protection, 12.04[3], 12.11 

Conspicuous terms and disclosures, 5.05 
conspicuous, defined, 5.05[3] 
definition, 5.05[1] 
electronic agents, 5.05[4] 
form, 5.05[5] 
form of conspicuity, 5.05[5] 
FTC Dot Com working paper, 5.06[2], 

11.08 
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GLBA, 5.06[3] 
scope of laws, 5.05[2] 

Consumer protection 
applicability of statutes, 11.07 
Arkansas Internet Prescription Consumer 

Protection Act, 8.08[3] 
background law, 8.03[1] 
CAN-SPAM Act, 1.05[9] 
check truncation, 11.11 
conspicuous disclosures. See Conspicuous 

terms and disclosures 
consumer, defined, 11.02[2], 11.02[3], 

11.05[2], 11.06[11] 
“Cooling-Off Period for Sales Made at 

Home or at Certain Other Locations,” 
11.06[4] 

Credit Practices Rule, 11.06[9] 
disclosures, 11.06[2], 11.09[2] 

consent to use electronics, 4.08[6], 
4.11[3] 

consumer, defined, 11.09[3][a] 
Consumer Protection Statute Disclosure 

Statement, 11.09[3][d] 
electronic handshake as method for 

consent, 4.11[3], 11.09[4] 
information delivery requirement, 

11.09[3][c] 
“provide or make available to 

consumer,” 11.09[3][d] 
scope of rules, 4.11[2] 
triggering conditions, 11.09[3] 
writing requirement, 11.09[3][b] 

errors, 11.10[3] 
automated transactions, defense, 6.16[2] 

EU Distance Contracts Directive, 11.06[5] 
EU Unfair Terms Directive, 11.06[20] 
Fair and Accurate Credit Transactions Act, 

1.05[9], 6.15A, 11.06[11], 12.07[2], 
12.18, 15.06[3][k] 

Fair Credit Reporting Act, 11.06[11] 
Fair Debt Collection Practices Act, 

11.06[12] 
fair information practices principles (FTC), 

11.06[6] 
Fairness to Contact Lens Consumers Act, 

1.05[9] 
FTC Dot Com working paper, 11.08 

linking agreement, 9.17[2] 
linking issues, 9.15[2] 

genetic information, 12.20 
Gramm-Leach-Bliley Act, 12.10[4] 
identity theft. See Identity theft 
individual, not business, as consumer, 11.03 
linking issues, 9.15 

Magnuson-Moss Warranty Act, 11.06[17] 
Mail/Telephone Order Rule, FTC, 11.06[8] 
mass market transactions, UCITA 

provisions, 11.05[3] 
merchants vs. nonmerchants, 11.03 
nonbypassable links, 9.15[3] 
online privacy policies, 12.16[4][d] 
phishing, 13.07[5] 
Preservation of Consumer Claims and 

Defenses Rule, FTC, 11.06[10] 
purpose test, 11.03, 11.04 
Regulation B, equal credit (FRB), 11.06[13] 
Regulation E, electronic fund transfer 

(FRB), 11.06[14] 
Regulation M, consumer leasing (FRB), 

11.06[16] 
Regulation Z, truth in lending (FRB), 

11.06[15] 
reporting agencies. See Consumer reporting 

agencies 
state warranty or disclosure laws, 11.06[18] 
Telemarketing Sales Rule, FTC, 1.05[9], 

11.06[7] 
Telephone Consumers Protection Act, 

13.07[6] 
traditional definition of consumer, 11.04 
transactions, 11.10[2] 
unfair and deceptive practices, 11.06[21] 
Uniform Commercial Code. See Uniform 

Commercial Code (UCC) 
unsolicited marketing, affiliate information 

use, 12.18, 15.06[3][k] 
usury statutes, 11.06[19] 
validation of electronic transactions, 4.11[1] 

Consumer reporting agencies 
attribution procedures, 6.15A 
data protection, 12.07[2] 
defined, 15.06[3][b] 
furnishers of information, obligations, 

15.06[3][f][i] 
financial institutions, 15.06[3][f][ii] 

medical information provision and use, 
15.06[3][m] 
consent standards, 15.06[3][m][i] 
creditor’s use, 15.06[3][m][ii] 
exclusions, 15.06[3][m][iv] 
furnishers, 15.06[3][m][v] 
recipient obligations, 15.06[3][m][iii] 

Consumer reports 
user obligations, 15.06[3][g] 

Consumer Sentinel program, 15.02 
Consumption taxes. See also Sales tax; 

Value added tax (VAT) 
international taxation, 14.17[5] 
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Content providers 
income tax, 14.13[3] 
property tax, 14.13[2] 
sales tax, 14.13[4] 
taxation, 14.13 

Contracts 
acceptance, 5.03[1] 
access contracts. See Access contracts 
adhesion contracts, 5.03[4][b], 5.07[2] 
agreement, 5.03[1] 
assent 

clicking as consent, 5.03[4][a] 
consent expressed through conduct, 

5.03[4] 
disclosures, 5.04 
form of, 5.03[4] 
manifestation of, 5.03[1], 5.03[4][a] 
mass e-mail, 5.03[1] 
online assent, 10.03[2] 
opportunity to review terms prior to, 

5.03[2][a] 
particular terms, 5.04 

attribution concerns, 6.04, 6.08 
background law, 8.03[1] 
choice-of-law theory, 5.02[1], 8.07[4], 

8.10[3] 
conspicuous terms 

conspicuous, defined, 5.05[3] 
definition, 5.05[1] 
electronic agents, 5.05[4] 
form, 5.05[5] 
scope of laws, 5.05[2] 

creation, 5.03[1] 
credit card transactions 

authorized use, cardholder liability, 
6.06[4] 

loss allocation, 6.06[2] 
unauthorized use, liability, 6.06[3] 

deep linking, rights of access, 9.05 
distance contracts, EU directive, 11.06[5] 
domain name registration, 7.03 
electronic agents, 5.03[3], 5.03[3] 

conspicuous terms, 5.05[4] 
e-mail use for formation and amendment 

admissibility, 13.08[4] 
common law, 13.08[2][d] 
E-Sign provisions, 13.08[2][b] 
good faith doctrine, 13.08[6][b] 
liability, 13.08[1] 
logos, 13.08[6][b] 
no oral loan commitment, 

13.08[5][c][iv] 
preclusion by legend, 13.08[5][c] 

preclusion by previous contract, 
13.08[5][b] 

protections, 13.08[5][a] 
signatures, 13.08[2], 13.08[3] 
training to avoid liability, 13.08[7] 
UETA provisions, 13.08[2][c] 
waiver of no oral modification clauses, 

13.08[6][a] 
enforceability, 5.07 
enforceability of agreement to use 

electronics, 4.07[4][a] 
E-Sign, applicability. See Electronic 

Signatures in Global and National 
Commerce Act 

EU 
Distance Contracts Directive, 11.06[5] 
Unfair Terms Directive, 11.06[20] 

fundamental public policy violation, 5.07[3] 
good faith principle, 5.07[4] 
information providers, 10.03 

express warranty, 10.03[3][a] 
implied warranty, 10.03[3][b] 
nature of online contracts, 10.03[2] 
obligations, 10.03[3] 

interstate nature of information-based 
economy, 5.02[2] 

invalidation 
fundamental public policy violation, 

5.07[3] 
good faith, 5.07[4] 
reasonable expectations, 5.07[5] 
unconscionability, 5.07[2] 

layered contracts, conspicuous terms, 
5.05[3] 

liability risks 
nature of online contracts, 10.03[2] 
obligations, 10.03[3] 

linking agreements as access contracts, 9.18 
manifestation of assent, 5.03[1], 5.03[4][a] 
mutuality, 10.03[2] 
notices 

equivalency debate, 4.13[1] 
location, 4.13[5] 
received, 4.13[4] 
sent, 4.13[4] 

not limited to payment transactions, 
10.03[2] 

offer, 5.03[1] 
opportunity to review terms, 5.03[2][a], 

5.03[2][b] 
property rights, 3.12 
reasonable care, 10.03[3][b] 
reasonable expectations doctrine, 5.07[5] 
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Restatement. See Restatement (Second) of 
Contracts 

rolling contracts 
conspicuous terms, 5.05[3] 

signatures, 4.18[4] 
source of law, 5.02[2] 
standard form contracts, 5.03[4][b] 
tax liability, risk allocation, 14.18[8] 
terms 

assent to particular term, 5.04 
authorization for access, 3.12[2] 
conspicuous terms, 5.05 
duty to read, 5.03[2][c] 
enforceability, 5.07 
failure to read no defense, 5.03[2][c], 

5.03[2][c] 
functions, 3.12[1] 
opportunity to review, 5.03[2][a], 

5.03[2][b] 
subsequent use of information, 3.12[3] 

unconscionability of terms, 5.07[2] 
use exceeding authorization, trespass to 

chattel, 3.04 
validation of electronic transactions, 4.03[2] 
variability of law as source of confusion, 

5.02[3] 
Controlling the Assault of Non-Solicited 

Pornography and Marketing Act 
(CANSPAM), 3.03[2], 13.07[4][b] 

Convention on the International Sale of 
Goods (CISG), 5.02[2] 

Cookies 
definition, 9.17[8], 12.13 
EU Privacy and Electronic Communications 

Directive, 12.13 
linking agreements, tracking transactions, 

9.17[8] 
privacy and data protection, 12.13 
spyware statutes, 12.13 

Cooling-Off Rule, 11.06[4] 
COPPA. See Children’s Online Privacy 

Protection Act 
Copyright Act. See also Digital Millennium 

Copyright Protection Act (DMCA) 
compilations or collections, 2.18 
fair use, 2.14[2] 
first-sale doctrine, 2.14[3] 
owner’s rights, 9.07[1] 
preemption, 3.07 

hot news exception, 3.08[2], 9.06[2] 
misappropriation of facts, 3.08[2], 

9.06[2] 
public display or performance, 2.16 
TEACH Act, as amended by, 2.14[5] 

Copyright management information (CMI) 
DMCA protection, 3.06[1], 3.06[3] 
publicly distributed copies, 8.03[3] 

Copyrights 
access contract terms and conditions, 

8.02[1][b] 
background law, 8.03[1] 
license grant to provider, 8.10[13][b] 
license grant to user, 8.10[13][a] 
notices, 8.03[2], 8.03[3] 
ownership of information or ideas, 

8.10[13][c] 
Anti-counterfeiting Amendments Act of 

2004, 3.10[2] 
archival copies, 2.14[3] 
bootlegging, 2.16[6] 
compilations or collections, 2.18 
comprehensive copying, justified, 2.13[1] 
contributory infringement, 2.17 

linking, 9.07[2] 
online service providers, 8.04[1] 

copy, defined, 2.15 
copying into or within computer or 

network, 2.15 
databases, online, 2.18 
defenses, 2.04 

educational use, 2.14[5] 
fair use, 2.14[2] 
personal use, 2.14[2][d] 

derivative work, defined, 2.16[2] 
DMCA provisions. See Digital Millennium 

Copyright Protection Act 
downloading issues, 2.14[3] 
employer policies, 13.03[3] 
exclusions, 2.12[4], 3.07 
exclusive rights, 2.12[3] 
exemptions, 2.14[3], 2.14[5] 
expression, defined, 2.12[4] 
express licenses, 2.15[6] 
fair use, 2.14[2] 

commercial vs. personal use, 2.14[2][a] 
intermediate copies, 12.14[2][c] 
transformative uses, 2.14[2][b] 

first-sale doctrine, 2.14[3] 
fixed work, defined, 2.15 
image modification, 2.16[2] 
implied license, defined, 2.14[4] 
independent creation no infringement, 

2.13[2] 
indirect liability, 2.17, 8.04[1], 9.07[1] 
infringement 

access to original work, 2.13[3] 
“being prepared for commercial 

distribution,” 2.16[7] 
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contributory, 2.17, 9.07[2] 
copying, 2.13[2] 
copying of HTML code, 8.02[1][c] 
databases, 2.18 
defenses, 2.14, 2.14[6], 8.02[1][c] 
DMCA safe harbor provisions, 8.04[1] 
independent creation, 2.13[2] 
indirect, 2.17, 2.17, 9.07[1] 
indirect proof of copying, 2.13[3] 
linking, 2.14[6], 9.03, 9.07[1] 
online service providers and, 8.04[1] 
peer-to-peer systems, 2.14[6] 
subpoenas to identify alleged infringers, 

8.04[6], 10.11 
substantial similarity, 2.13[3] 
unintentional, 2.12[3] 
vicarious liability, 2.17, 9.07[2] 
wrongful copying, 2.13[3] 

linking, 9.07[1] 
linking technology, impact of, 2.16[3] 
live performances, 2.16[6] 
merger analyses, user interfaces, 2.19 
method of operation, defined, 2.19 
misuse doctrine, 2.15[7] 
pop-up ad technology, impact of, 2.16[4] 
posting material on Internet, rights 

conveyed by, 2.14[4] 
preconditions, 2.04 
preemption of claims, 3.07 
protected expression, 2.12[4] 
protected rights, 2.04 
public display, 2.16 
public distribution, 2.16 
Register of Copyrights, 3.06[2] 
registration, 2.12[2] 
revisions, 2.15[6] 
software 

abstraction-filtration-comparison 
process to show similarity, 2.13[3] 

federal income tax sourcing rule, 
14.15[3] 

first-use exemption, 2.14[3] 
sourcing rules, 14.15[3] 

application of rule, 14.15[3][d] 
combined transactions, 14.15[3][e] 
sale or lease of copyrighted material, 

14.15[3][c][iii] 
sale or license of copyright rights, 

14.15[3][c][ii] 
source of income, 14.15[3][a] 
transaction classification, 14.15[3][b] 
transfer of copyright rights, 

14.15[3][c][i], 14.15[3][c][iv] 
transfer of know-how, 14.15[3][c][iv] 

transfer of services, 14.15[3][c][iv] 
structure of issues, 2.04 
technology, impact on, 2.16[1] 
third-party copyrighted works, 2.18 

linking, 9.03, 9.06[2] 
unintentional infringement, 2.12[3] 
user interfaces, 2.19 
vicarious liability, 2.17 

linking, 9.07[2] 
work of authorship, defined, 2.12[2], 3.07 

Copyright Treaty, 3.06[1] 
Credit cards 

authorized use, cardholder liability, 6.06[4] 
fraud risk, 6.06[1] 
identity theft, 15.02 

consumer rights, 15.06[3][d] 
creditors guidelines, FACT provisions, 

15.06[3][c] 
unauthorized use, 15.06[2][a] 

loss allocation, 6.06[2] 
new account opened in victim’s name, 

15.06[5][a] 
unauthorized use, liability, 6.06[3] 

Credit transactions 
Fair and Accurate Credit Transactions Act, 

11.06[11] 
Fair Credit Reporting Act 

consumer protection, 11.06[11] 
consumer report, defined, 12.06[3] 
consumer reporting agency, defined, 

12.06[3] 
data protection, 12.04[3] 
quality of data, 12.06[3] 

Regulation B, equal credit (FRB), 11.06[13] 
Regulation Z, truth in lending (FRB), 

11.06[15] 
usury statutes, 11.06[19] 

Criminal penalties 
CANSPAM provisions, 13.07[4][b][i] 
Computer Fraud and Abuse Act, 3.05, 

12.04[3], 13.07[4][a][i] 
copyright notice removal, 8.03[3] 
deep linking, rights of access, 9.05 
DMCA provisions, 3.06[1], 3.06[4] 
identity theft, 15.06[2][a], 15.06[2][b] 
misappropriation of information, 3.10 
wrongful access to computer system, 3.05, 

13.07[4][a][i] 
Cross-licensing 

patents, 2.08 
C21 (Check Clearing for the 21st Century 

Act), 4.19[2], 11.11 
Customer Identification Programs (CIPs), 

6.09[1], 6.09[2] 
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Customer proprietary network information,  
12.15[4] 

Customers 
income tax, 14.14[3] 
property tax, 14.14[2] 
sales tax, 14.14[4] 
taxation, 14.14 
use tax, 14.14[5] 

Cyberpiracy 
domain names, 7.05[4] 

Cybersquatting, 2.26, 7.05[2] 
administrative dispute resolution, 7.05[6] 
bad faith intent to profit, 7.05[4] 
civil liability, ACPA provisions, 7.05[3] 
diversion of customers, 7.05[4] 
in rem proceedings, 7.05[5] 
 

D 

 
Damages 

access contract exclusions and limitations, 
8.10[9] 

definition, CFAA, 3.05 
DMCA provisions, 3.06[4] 
patent infringement, 2.11[1] 

Database Directive, EU. See European 
Union 

Databases 
access contract terms, 8.02[1][c] 
copyright protection, 2.18 

linking, 9.06[2] 
electronic discovery, 13.11 
errors in, 12.02 
EU, unauthorized extraction or reutilization, 

2.18, 3.08[3] 
deep linking, 9.04 
misappropriation by linking, 9.06[3] 

Data Encryption Standard, 6.10[1]. See also 
Encryption 

Data mining, 1.05[1] 
Data protection, 1.05[8] 

accountability, 12.04[4] 
accuracy, 12.04[4] 
Bank Secrecy Act, 12.04[3] 
Cable Communications Policy Act, 

12.04[3] 
Canadian legislation 

consent provisions, 12.05[2] 
data quality, 12.06[2] 
general principles, 12.04[4] 
private party collection of data, 12.07[1] 

Census Confidentiality Statute, 12.04[3] 

challenge on compliance basis, 12.04[4] 
Children’s Online Privacy Protection Act 

(COPPA), 12.04[3], 12.11 
Computer Fraud and Abuse Act, 12.04[3] 
Computer Matching and Privacy Protection 

Act, 12.04[2], 12.04[3] 
Confidential Information Protection and 

statistical Efficiency Act, 12.04[2], 
12.04[3] 

conflict with privacy rights, 12.02 
consent 

affirmative consent, 12.05[2] 
Canadian legislation, 12.05[2] 
EU Data Protection Directive, 12.05[2] 
general principle, 12.04[4] 
GLBA provisions, 12.05[4] 
traditional privacy law, 12.05[3] 

cookies, 12.13 
data collection concerns, 12.07[1] 
data disposal, 12.07[1] 
data quality 

Canadian legislation, 12.06[2] 
EU Data Protection Directive, 12.06[2] 
Fair Credit Reporting Act, 12.06[3] 

Driver’s Privacy Protection Act, 12.04[3] 
E-Government Act of 2002, 12.17[1] 
Electronic Communications Privacy Act, 

12.04[3] 
electronic filings, 12.17 
Electronic Fund Transfer Act, 12.04[3] 
electronic surveillance technology, 12.04[3] 
EU directive, 12.04[2] 

consent provisions, 12.05[2] 
data quality and accuracy, 12.06[2] 
General principles, 12.04[4] 
private party collection of data, 12.07[1] 
third country transfers of personal data, 

12.08 
Fair and Accurate Credit Transactions Act, 

12.07[1] 
Fair Credit Reporting Act, 12.04[3] 

consumer report, defined, 12.06[3] 
consumer reporting agency, defined, 

12.06[3] 
quality of data, 12.06[3] 

Family Educational Rights and Privacy Act, 
12.04[3] 

Federal Communications Act, 12.04[3] 
Federal Trade Commission Act (FTCA), 

12.04[3] 
FTC enforcement actions, 12.17[1] 
First Amendment concerns, 12.09 
general applicability, 12.04[4] 
genetic information, 12.20 
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Gramm-Leach-Bliley Act (GLBA), 
12.04[3] 
financial institution, defined, 12.10[2] 
identity theft, disclosure requests from 

victims, 12.10[3] 
privacy policy disclosure requirement, 

12.10[3] 
purpose, 12.10[3] 
scope of act, 12.10[1] 
Security Guidelines, 12.10[4] 
significantly engaged, defined, 12.10[2] 

harvesting for e-mail addresses for spam 
purposes, 13.07[4][a][i] 

Health Insurance Portability and 
Accountability Act, 12.04[3] 

identification of collection purpose, 
12.04[4] 

individual access, 12.04[4] 
interception of electronic communications, 

12.15 
liability for negligence, 15.06[5] 
limited use, disclosure, and retention, 

12.04[4] 
negative effects, 12.01 
nonpublic personal information, defined, 

12.04[2] 
notice of security breach, 12.17[3] 
openness, 12.04[4] 
personal data, EU directive, 12.04[2] 
personally identifiable financial 

information, defined, 12.04[2] 
personally identifiable information, 

12.04[2] 
definition, 12.02 

policy impetus, 12.04[1] 
prevention of disclosure of personally 

identifiable information, 12.02 
Privacy Act, 12.02, 12.04[3] 
privacy policies, 12.01 
Privacy Protection Act, 12.04[3] 
private party 

collection of data, 12.07[1] 
public records, 12.17[2] 
Right to Financial Privacy Act, 12.04[3] 
safeguards, 12.04[4] 
Safe Harbor Privacy Principles 

access to personal information, 12.06[2], 
12.08 

sector-specific approaches, 12.04[3] 
social security numbers, 12.14 
state law, 12.04[3], 12.17[3] 
storage of electronic communications, 

12.15[2] 
third-party liability, 12.04[5] 

transactional data, 12.13 
verifiable parental consent requirement, 

12.11 
Video Privacy Protection Act, 12.04[3] 

Data Protection Directive. See European 
Union 

Debit cards. See Electronic fund transfers 
Deceptive practices. See Unfair and 

deceptive practices 
Deep linking, 9.04 
Defamation 

employer policies, 13.03[3] 
information provider liability, 8.05[5], 

10.05, 10.05[1] 
CDA preemption, 10.09[3] 
conduits, 10.05[5] 
defenses, 8.05, 10.05[8] 
fair reporting privilege, 10.05[8] 
false statements, 10.05[2] 
fault, 10.05[3] 
harm to business, 10.05[4][a] 
harm to individual, 10.05[3] 
republishers, 10.05[5] 
retraction and notice, 10.05[7] 
trade libel, 10.05[4][a] 
user agreements, effect of, 8.05 

online defamation 
business disparagement, 10.05[4][a] 
CDA preemption, 10.05[6] 
conflict with “offline” defamation rules, 

10.05[1][b] 
defined, 10.05[1][a] 
false statements, 10.05[2] 
product disparagement, 10.05[4][b] 

service provider liability limitations, 
10.05[5], 10.05[6], 10.09[3][c] 

Wisconsin retraction statute, 10.05[7] 
Defenses 

copyright infringement 
express license, 2.15[6] 
misuse, 2.15[7] 

defamation, 10.05[8] 
electronic storage, consent provisions, 

12.15[2] 
patent infringement, business methods, 

prior use defense, 2.10[3] 
property rights infringement, 2.04 
user mistakes during automated 

transactions, 6.16[2] 
Definitions 

above the fold, 9.17[4] 
acceptance, 5.03[1] 
accepted access device, 6.07[3][b] 
access contract, 8.01[1] 
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access device, 11.06[14] 
account, 6.09[1], 11.06[14] 
account takeover, 15.02 
affirmative consent, 13.07[4][b][i] 
agreement, 5.03[1] 
application service providers, 8.11 
attribution procedure, 6.08 
authenticate, 4.05[3] 
authentication, 4.05[3], 4.10[3], 13.08[3][f] 
clear and conspicuous, 5.06[2], 5.06[3] 
commercial electronic mail messages, 

13.07[4][b][i] 
commercially reasonable security 

procedure, UCC, 6.05 
commercial name, 2.20[5] 
compilation, 2.18 
computer information transactions, 4.05[3] 
conduit, 10.05[5] 
conspicuous terms, 5.05[1] 
consumer, 11.02[2], 11.02[3], 11.05[2], 

11.09[3][a], 15.06[3][b] 
consumer asset account, 11.06[14] 
consumer product, 11.06[17] 
cookies, 9.17[8], 12.13 
copy, 2.15 
credit, 15.06[3][b] 
creditor, 15.06[3][b] 
criminal identity theft, 15.02 
damage, 3.05 
data message, 4.17[2], 4.17[3] 
deep linking, 9.04 
deprive, 3.10 
derivative work, 2.16[2] 
digital signature, 4.06[2], 6.10[1] 
dilution, 2.24, 7.06[3], 9.08 
discriminatory tax, 14.16[3][b][ii] 
distance contract, 11.06[5] 
document, 13.10 
door-to-door sales, 11.06[4] 
electronic, 4.07[4][b] 
electronic commerce, 1.01 
electronic handshake, 11.09[4] 
electronic record 

E-Sign, 4.10[2] 
UETA, 4.07[1], 4.10[2] 

electronic signature, 13.08[3][f] 
E-Sign, 4.10[3] 
UETA, 4.07[2], 4.10[3] 

exceeds authorized access, CFAA, 3.05 
expression, 2.12[4] 
express license, 2.15[6] 
financial fraud, 15.02 
financial institution, 6.09[1], 11.06[14], 

12.10[2], 15.06[3][b] 

fixed work, 2.15 
framing, 9.04 
fraud alert, 15.06[3][b] 
funds transfer, 6.05 
good faith, 5.07[4] 
home page, 9.17[4] 
identity fraud, 15.02 
identity theft, 15.02, 15.06[3][b] 
identity theft report, 15.06[3][b] 
implied license, 2.14[4] 
individual, in relation to consumer, 11.03 
information, 4.11[2], 11.09[3][c] 
information content provider, 10.08[3] 
intangible property, 14.04[3][a] 
intentional, 12.15[1] 
interactive computer service, 10.08[3] 
interactive service provider, 8.01[1] 
Internet access, 14.16[3][b][i] 
linking, 9.02 
loss, 3.05 
mass market transaction, 11.05[3] 
means of distance communication, 11.06[5] 
means of identification, 15.06[2][a] 
medical information, 15.06[3][m][iv] 
medical information furnisher, 

15.06[3][m][v] 
method of operation, copyright protection 

of user interfaces, 2.19 
microtransactions, 14.17[1] 
multiple tax, 14.16[3][b][iii] 
nonpublic personal information, 12.04[2] 
offer, 5.03[1] 
online service provider, 8.04[2] 
opportunity to review, 5.03[2][b] 
person, in relation to consumer, 11.03 
personal data, 12.04[2] 
personally identifiable financial 

information, 12.04[2] 
personally identifiable information, 12.02 
place of business, 11.06[4] 
place of public accommodation, 8.01[3] 
pre-existing business relationship, 12.18, 

15.06[3][k] 
property, 3.10 
property right, 2.03 
protected computer, 3.05, 13.07[4][a][i] 
provide or make available, 11.09[3][d] 
public display, 2.16 
public domain, 2.05 
publicly display, 12.14 
publicly post, 12.14 
public performance, 2.16 
published informational content, 9.10, 

10.03[3][b][ii] 
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receive, 4.13[4] 
record. See also this heading: electronic 

record 
UCITA, 4.05[3], 4.10[2] 
UETA, 4.07[1] 

security procedure, 6.05, 6.08 
send/sent, 4.13[4] 
sensitive information, 12.02 
service provider, 9.07[3] 
signature, 4.10[3], 4.18[4], 6.10[3]. See also 

this heading: electronic signature 
signed, 13.08[3][b] 
significantly engaged, 12.10[2] 
solicitation, 12.18, 15.06[3][k] 
telephone facsimile machine, 13.07[4][a][ii] 
trademark, 2.20[1] 
trade name, 2.20[5] 
trade secret, 1.05[1] 
transaction, 4.07[1], 4.14 

E-Sign, 11.09[1] 
IRC, 14.15[3][b] 
UETA, 11.10[1] 

transmission, 6.16[2] 
true name fraud, 15.02 
truncate, 4.19[2], 11.11 
unauthorized electronic fund transfer, 

6.07[3][a] 
unauthorized use, 6.06[3] 
uptime reliability, 9.17[7] 
victim, 15.06[3][e] 
work of authorship, copyright protection, 

2.12[2] 
writing, 11.09[3][b], 14.18[2] 

Department of the Treasury 
electronic authentication policy, 6.03[1], 

6.12 
verification of identity to open account, 

proposed rule, 6.09[2], 6.09[3] 
Department of Veterans Affairs Information 

Security Enhancement Act of 2006, 
16.06[3][b] 

Dictionary Act 
individual, defined, 11.03 

Digital Millennium Copyright Protection 
Act (DMCA), 3.06 
Anti-Circumvention Provision, 3.06[1], 

3.06[2], 3.06[2], 9.07[2] 
direct circumvention, 3.06[2][a] 
exceptions, 3.06[2][b] 
linking, potential implications, 9.07[2] 
trafficking in circumvention technology, 

3.06[2][a] 
conduits, liability protections, 10.02[3] 

copyright management information (CMI) 
provision, 3.06[1], 3.06[3], 8.03[3] 

eligibility, 8.04[3] 
exceptions to prohibitions, 3.06[2][b] 
linking, safe harbor, 9.07[3] 
misrepresentation, 8.04[4][c] 
MPAA’s Model Act, 3.07A 
notice/takedown, 8.04[4], 8.04[4][a], 

8.04[4][c] 
online service provider, defined, 8.04[2] 
remedies for violations, 3.06[1], 3.06[4] 
safe harbor, 8.04[1], 8.04[1], 10.09[2] 

blocking access, 8.04[5] 
eligibility, 8.04[3] 
internet service providers, 10.11 
linking, 9.07[3] 
“no direct financial benefit,” 8.04[1][a] 
notice/takedown provisions, 8.04[4][a] 
putback provisions, 8.04[4][b] 
“reasonable policy,” 8.04[1][a] 
subpoenas, 8.04[6], 8.04A 
termination policy, 8.04[3] 

Senate Report, 3.06[2], 3.06[2] 
subpoena rules, 8.04[6], 10.11 
technological measures to circumvent 

protection, 3.06[2] 
Title I, 3.06[1] 
Title II, 3.06[1] 

Digital signatures, 4.06[2] 
application of rules, 6.10[3] 
attribution procedures, 6.10 

encryption systems, 6.10[1] 
definition, 6.10[1] 
E-Sign preemption, 4.09[2], 6.10[2] 
Illinois Electronic Commerce Act, 6.10[3] 
optional digital signature laws, 4.17[2] 
UETA provisions, 6.10[3] 
Utah Digital Signature Act, 6.10[3] 

Direct marketing 
data use, right to object, 12.05[2] 

Disabled persons, accessibility for. See 
Americans with Disabilities Act (ADA) 

Disclaimers 
access contracts, warranties, 8.10[8] 
contract transactions by e-mail, 

13.08[5][c][i] 
implied obligations, 10.02[3][c][ii], 

10.03[3][c][ii] 
obligations of accuracy, 10.02[3][c] 

express obligations, 10.02[3][c][i] 
implied obligations, 10.02[3][c][ii] 

trademark infringement avoidance, 2.23 
Disclosures 

access contracts, 8.05 
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consent to use electronics, consumers, 
4.08[6] 

conspicuity. See Conspicuous terms and 
disclosures 

consumer disclosure, electronic 
equivalence, 4.11, 11.09[2] 
consent to use electronics, 4.08[6], 

4.11[3] 
consumer, defined, 11.09[3][a] 
Consumer Protection Statute Disclosure 

Statement, 11.09[3][d] 
electronic handshake as method of 

consent, 4.11[3], 11.09[4] 
information delivery requirement, 

11.09[3][c] 
provide or make available to consumer, 

11.09[3][d] 
scope of rules, 4.11[2] 
triggering conditions, 11.09[3] 
writing requirement, 11.09[3][b] 

credit scores, 11.06[11] 
data protection 

COPPA requirements, 12.11 
electronic fund transfers, 12.10[2] 

electronic fund transfers, data protection, 
12.10[2] 

EU Distance Contracts Directive, 11.06[5] 
financial institutions 

Federal Reserve Board proposed 
amendments, 5.02[3] 

identity theft, consumer rights, 12.10[3], 
15.06[3][d] 

privacy policy requirement, 12.10[3] 
FTC Dot Com working paper, 9.15[2], 

11.08 
identity theft, consumer rights, 12.10[3], 

15.06[3][d] 
applicability, 15.06[3][e][i] 
business response obligation, 

15.06[3][e] 
consumer rights, 12.10[3], 15.06[3][d] 
declining request, 15.06[3][e][v] 
disclosure request by victim, 12.10[3], 

15.06[3][e][ii] 
information to be provided, 

15.06[3][e][iv] 
liability, 15.06[3][e][vii] 
recipients of information, 15.06[3][e][vi] 
verification of request, 15.06[3][e][iii] 

insurance industry regulations, 8.08[2] 
patented technology, 2.07 
privacy policies, 12.16[4][a] 

financial institutions, 12.10[3] 

identity theft, consumer rights, 12.10[3], 
15.06[3][d] 

product information, provider liability risk, 
10.02[2] 

public records 
data protection concerns, 12.17[2] 
intellectual property rights, 12.17[3] 

state jurisdiction over transactions, 10.02[4] 
state laws, consumer protections, 11.06[18] 
Telemarketing Sales Rule, FTC, 11.06[7] 
validation of electronic transactions, 4.03[4] 

Discrimination 
employer policies, 13.03[2] 

Dispute resolution 
domain names, 7.05[6] 

Distance learning, 2.14[5] 
DMCA. See Digital Millennium Copyright 

Protection Act 
Domain names, Ch. 7 

address protection, 7.08 
automatic renewal provisions, 7.07 
bad faith intent to profit, 7.05[4] 
diversion of customers, 7.05[4] 
generic top level domain, 7.03 
in rem proceedings, 7.05[5] 
jurisdiction 

active vs. passive site, 7.09[3][c] 
effects test, 7.09[3][b] 
in rem proceedings, 7.05[5] 
purposeful availment, 7.09[3] 
seizure as property, 7.07 
specific jurisdiction, 7.09[2][b] 
targeting, 7.09[3][b] 
transactional involvement with state, 

7.09[3][a], 10.02[4] 
personal property rights and, 3.09 
role as addresses, 7.03 
role as identifiers, 7.02 
second level domain, 7.03 
seizure as property, 7.07 
trademarks 

ability to register, 2.20[5] 
administrative dispute resolution, 

7.05[6] 
bad faith intent to profit, 7.05[4] 
civil penalties, 7.05[3] 
confusingly similar, 7.05[3][b] 
cybersquatting, 7.05[2] 
dilution, 2.24, 7.05[3][b], 7.06[3] 
dilution, appropriate date for 

determining, 7.06[3] 
disclaimer to avoid liability, 2.23 
distinctiveness, 7.05[3][a] 
First Amendment issues, 7.06[3], 9.08 



I-15 INDEX  
[References are to Chapters (Ch.) and paragraph (¶) numbers.] 

10/08 

infringement, 2.26, 7.06[2] 
initial interest confusion, 7.06[2] 
in rem proceedings, 7.05[5] 
parallel liability, 7.06[1] 
registration, 7.04 
reverse hijacking, 7.05[3][c] 
similar names, 7.08 

Door-to-door sales. See Consumer 
protection 

Dot Com working paper (FTC), 9.15[2], 
11.08 
clear and conspicuous, defined, 5.06[2] 
linking agreement, 9.17[2] 

Dot Kids Implementation and Efficiency Act 
defamation, service provider immunity, 

10.05[6] 
domain names, 7.03 
third-party content provider protections, 

10.09[3][f] 
Downloading 

access contract terms, 8.10[12][a] 
personal use, 12.14[2][d] 

Driver’s Privacy Protection Act, 12.04[3] 
Drugs and pharmaceuticals, 8.08[3] 
Due diligence 

application service provider contracts, 
8.13[3] 

banks, risks in linking, 9.12[2], 9.12[5] 
Due Process Clause 

minimum contacts, 7.09[2][b] 
property tax, limitations, 14.16[2][c][i] 
sales tax, limitations 

apportionment, 14.16[2][a][iii] 
minimum contacts, 14.16[2][a][ii] 

state income tax, limitations, 14.16[2][b][ii] 
 

E 

 
E-check conversions, 4.19[3], 11.06[14] 
E-commerce. See Electronic commerce 
Economic loss doctrine, 10.07[1] 
ECPA. See Electronic Communications 

Privacy Act 
Educational institutions 

exceptions to DMCA prohibitions, 
3.06[2][b], 3.06[4] 

EFTA. See Electronic Fund Transfer Act 
E-Government Act 

electronic filings, data protection, 12.17[1] 
Treasury Department policy, 6.12 

Electronic access 
authorization. See Authorization for access 

contracts. See Access contracts 
DMCA provisions. See Digital Millennium 

Copyright Protection Act 
interactive service providers. See Interactive 

service providers 
Internet service providers. See Internet 

service providers (ISPs) 
linking agreements as contracts, 9.18 
online service providers. See Online service 

providers 
passwords. See Passwords 
PINs. See Personal identification numbers 

Electronic agents, 5.03[3] 
access contract terms, 8.10[11][b] 
conspicuous terms, 5.05[4] 
deep linking, rights of access, 9.05 

Electronic Authentication Policy, Treasury 
Department, 6.03[1], 6.12 

Electronic commerce 
definitions, 1.01 
development of law, 1.05[10] 
evolution of, 1.01 
global economy, 1.05[2] 
information as valuable asset, 1.05[1] 
media specific regulations, 1.05[9] 

Electronic communications 
disclosures. See Disclosures 
e-mails. See e-mails 
interception, 12.15[1] 
law enforcement assistance, 

12.15[3]notices. See Notices 
storage, 12.15[2] 

Electronic Communications Privacy Act 
(ECPA), 13.05[2] 
privacy and data protection, 12.04[3] 
Stored Communications Act, 12.15[2] 
Wiretap Act, 12.15[1] 

Electronic discovery 
cost allocation, 13.14 
databases, 13.11 
electronic records, 13.10 
production of records, 13.12 
response to request, 13.11 

Electronic environments 
accommodation for the disabled, 8.01[3] 

Electronic evidence 
access contract terms and conditions, 

8.02[1][a] 
admissibility, 4.03[6] 

e-mails, 13.08[4] 
attribution procedures, 6.13 
authentication, 6.13, 13.13 
copies, 13.09 
deliberate destruction, 13.12 
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discovery. See Electronic discovery 
documents, 13.09, 13.10 
electronic records, 13.09 
e-mails, 13.08[4], 13.09 
linking issues, 9.11 
voice-mail, 13.09 

Electronic filings 
data protection, 12.17[1] 
validation of electronic transactions, 

4.03[5], 4.14 
Electronic Fund Transfer Act (EFTA), 

12.04[3]. See also Electronic fund 
transfers 
accepted access device, 6.07[3][b] 
attribution procedures 

unauthorized transfers, 6.07[2] 
error investigations, attribution concerns, 

6.03[4] 
means of identification, 6.07[3][c] 

Electronic fund transfers 
accepted access device, 6.07[3][b] 
attribution procedures 

unauthorized transfers, 6.07[2] 
authorized transfers, 6.07[3][a] 
consumer liability, 6.07[3] 
data protection, disclosures, 12.10[2] 
error investigations, attribution concerns, 

6.03[4] 
means of identification, 6.07[3][c] 
NACHA rules, 6.14 
Regulation E (FRB), 11.06[14] 
unauthorized electronic fund transfer, 

defined, 6.07[3][a] 
Electronic handshake, 4.11[3], 11.09[4] 
Electronic records 

admissibility as evidence, 4.03[6] 
agency discretion, 4.16[1] 
attribution. See Attribution procedures 
authentication. See Authentication 
checks, C21 provisions, 4.19[2], 11.11 
data message, defined, 4.17[2] 
definition 

E-Sign, 4.10[2] 
UETA, 4.07[1], 4.10[2] 

discovery, 13.10 
cost allocation, 13.13 
production, 13.12 
response to requests, 13.11 

e-mails. See e-mails 
evidence, 13.09 

authentication, 13.09 
format, 4.07[6] 
public filings, 4.03[5], 4.14 
record, defined, 4.05[3] 

retention, 4.03[6], 4.08[4] 
checks, 4.19[2], 11.11 
E-Sign provisions, 4.16[1] 
inhibition by sender, 4.07[5][b] 
retainability by recipient, 4.07[5][a] 
UETA provisions, 4.15 

signatures. See Digital signatures; 
Electronic signatures 

Electronic signatures 
attribution. See Attribution procedures 
contract formation and amendment by 

e-mail, 13.08[2], 13.08[3] 
aliases, 13.08[3][e] 
authentication process, 13.08[3][f] 
common law, 13.08[2][d] 
E-Sign provisions, 13.08[2][b] 
intent to authenticate, 13.08[3][d] 
letterhead, 13.08[3][c] 
from line, 13.08[3][c] 
reliability, 13.08[3][d] 
symbols, 13.08[3][e] 
typing one’s name, 13.08[3][b] 
UETA provisions, 13.08[2][c] 

definition 
E-Sign, 4.10[3] 
UETA, 4.07[1], 4.07[2], 4.10[3] 

EU directives, 4.17[4] 
international law, 4.17 
technology neutrality, 4.06[3] 
UNCITRAL Model Law on Electronic 

Commerce, 4.17[3] 
UN Model Law on Electronic Commerce, 

4.17[2] 
Electronic Signatures in Global and 

National Commerce Act (E-Sign), 4.08 
agreement to use electronics 

consumers, 4.08[6], 4.11[3] 
no precondition, 4.08[3], 4.13[2] 
party autonomy, 4.08[5] 

antidiscrimination provisions 
FTC Dot Com working paper, relation 

to, 9.15[2], 11.08 
background law, 8.03[1] 
consumer, defined, 11.02[2] 
consumer protections, 4.11, 11.06[2], 

11.09[2] 
consent to use electronics, 4.08[6], 

4.11[3] 
electronic handshake as method of 

consent, 4.11[3] 
scope of rules, 4.11[2] 

contract formation and amendment by 
e-mail, 13.08[2][b] 
disclaimer, 13.08[5][c][i] 
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disclosures 
contract terms, 5.04 
product information, provider liability 

risk, 10.02[2] 
electronic record, defined, 4.10[2] 
electronic recordkeeping, 4.15 
electronic signature, defined, 4.10[3], 

4.18[4] 
e-mails, contract formation and amendment, 

13.08[2][b] 
equivalency principle, 4.08[2] 

consumer protections, exclusions, 
11.06[2] 

exclusions, 4.08[7] 
faxed signatures, 4.14 
information, defined, 4.11[2], 11.09[3][c] 
international principles, 4.17[2] 
mandatory digital signature law preemption, 

4.09[2] 
media specific provisions, 1.05[9] 
nondiscrimination principle, 4.08[2] 
notices 

agreement to use electronics, no 
precondition, 4.13[2] 

content, 4.13[3] 
location, 4.13[5] 
method, 4.13[3] 
preemption of state laws, 4.13[3] 
received, 4.13[4] 
sent, 4.13[4] 
supersession, 4.13[3] 

preconditions not required, 4.08[3] 
preemption of state laws, 4.09 

back-in rule, 4.09[3] 
scope, 4.09[2], 4.13[3] 

preservation of standards, 4.12 
process as signature 

contract transactions by e-mail, 
13.08[3][f] 

public filings, 4.14 
purpose, 4.08[1], 11.09[1] 
record, defined, 4.18[4] 
retainability of records, 4.08[4], 4.16[1] 
retention requirements, 4.14, 4.15 
Subsection (c), 11.06[2], 11.09[2] 

consumer, defined, 11.09[3][a] 
Consumer Protection Statute Disclosure 

Statement, 11.09[3][d] 
electronic handshake as method of 

consent, 11.09[4] 
information delivery requirement, 

11.09[3][c] 
provide or make available to consumer, 

11.09[3][d] 

triggering conditions, 11.09[3] 
writing requirement, 11.09[3][b] 

supersession 
alternative procedures or requirements, 

4.09[3][b] 
clean version of UETA, enactment, 

4.09[3][a], 4.13[3] 
substantive consistency of alternatives, 

4.09[3][b][ii] 
technology neutrality, 4.09[3][b][i] 

technology neutrality, 4.06[3] 
supersession through alternative 

procedures or requirements, 
4.09[3][b][i] 

transaction 
defined, 4.03[8], 11.09[1] 
governments as market participants, 

4.03[8][c] 
government transactions, 4.03[8][b] 
private conduct, 4.03[8][a] 

Electronic storage, 12.15[2] 
Electronic transactions 

advertising, 14.04[2][a] 
attribution procedures. See Attribution 

procedures 
computer information transactions, defined, 

4.05[3] 
credit transactions. See Credit transactions 
definition, 4.07[1], 4.14 
delivery of tangible goods, 14.04[2][c] 
electronic delivery, 14.04[3][b] 
formats, 1.04 
global economy, 1.05[2] 
information as valuable asset, 1.05[1] 
information providers, liability risk, 

10.02[3], 10.02[4] 
intangible property, tax issues, 14.04[3] 
microtransactions, 14.17[1] 
order-processing, 14.04[2][b] 
service arrangements, tax issues, 14.04[4], 

14.04[4][a] 
e-mail use, 14.04[4][b] 
income tax, 14.05[5] 
online gaming sites, 14.04[4][b] 

signatures. See Digital signatures; 
Electronic signatures 

state jurisdiction, 10.02[4] 
tangible property, tax issues, 14.04[2] 
tax issues, 14.04 
tracking, linking agreements, 9.17[8] 
UCITA provisions.+-ee Uniform Computer 

Information Transactions Act 
UETA provisions. See Uniform Electronic 

Transactions Act 
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validation. See Validation of electronic 
transactions 

E-mails, Ch. 13 
commercial electronic mail messages, 

defined, 13.07[4][b][i] 
express prior authorization, 4.10[3] 

computer usage policies, 13.06 
computer use as record, 13.03[6] 
contract formation and amendment 

admissibility of e-mails, 13.08[4] 
common law, 13.08[2][d] 
E-Sign provisions, 13.08[2][b] 
good faith doctrine, 13.08[6][b] 
in conjunction with website, 13.08 
liability, 13.08[1] 
logos, 13.08[6][b] 
no oral loan commitment, 

13.08[5][c][iv] 
preclusion by legend, 13.08[5][c] 
preclusion by previous contract, 

13.08[5][b] 
protections, 13.08[5][a] 
signatures, 13.08[2], 13.08[3] 
training to avoid liability, 13.08[7] 
UETA provisions, 13.08[2][c] 
waiver of no oral modification clauses, 

13.08[6][a] 
copyright infringement policies, 13.03[3] 
defamation 

policies, 13.03[3] 
service provider liability limitations, 

10.05[5] 
discrimination policies, 13.03[2] 
Electronic Communications Privacy Act, 

12.04[3] 
employer liability and productivity 

concerns, 13.02 
employer monitoring, ECPA exception, 

13.05[2] 
evidence, 13.09 
harmful messages, 13.07[2] 
harvesting addresses for spam purposes, 

13.07[4][a][i] 
incoming traffic 

attacks as trespass, 13.07[3] 
spam, 13.07[4] 
viruses and malicious code, 13.07[2] 

interception, 12.15[1] 
privacy, 13.04 

Fourth Amendment, employee 
expectations, 13.04[1] 

intrusion upon seclusion claims, 
13.04[2] 

productivity concerns, 13.03[5] 
public fora treatment, 13.05[3] 
sexual harassment policies, 13.03[2] 
sexually explicit material, 4.03[7] 
signatures, 13.08[2], 13.08[3] 

aliases, 13.08[3][e] 
authentication process, 13.08[3][f] 
common law, 13.08[2][d] 
E-Sign provisions, 13.08[2][b] 
intent to authenticate, 13.08[3][d] 
letterhead, 13.08[3][c] 
from line, 13.08[3][c] 
reliability, 13.08[3][d] 
symbols, 13.08[3][e] 
typing one’s name, 13.08[3][b] 
UETA provisions, 13.08[2][c] 

spam, 13.07[4] 
access contract terms, 8.10[11][c] 
affirmative consent, defined, 

13.07[4][b][i] 
CANSPAM provisions, 3.03[2], 

13.07[4][b] 
CFAA provisions, 13.07[4][a][i] 
commercial electronic mail messages, 

13.07[4][b][i] 
conflicting state laws and regulations, 

8.07[2] 
incoming traffic, 13.07[4] 
international laws, 13.07[4][c] 
multiple, defined, 13.07[4][b][i] 
state laws and regulations, 1.05[3] 

storage, 12.15[2] 
tax issues associated with use, 14.04[4][b] 
trade secret protection, 13.03[4] 

Employee computer use. See Workplace 
environment 

Encryption 
Data Encryption Standard, 6.10[1] 
digital signatures, 4.06[2], 6.10[1] 
DMCA provisions, 3.06[2], 3.06[2] 
public key systems, 6.10[1] 
symmetric key systems, 6.10[1] 

Endorsements 
linking, 9.10 
products, information provider liability, 

10.08[2] 
three-party linking relationships, 9.03 

Enforceability of contracts, 5.07 
Equal Protection Clause 

property tax, limitations, 14.16[2][c][ii] 
sales tax, limitations, 14.16[2][a][iv] 
state income tax, limitations, 

14.16[2][b][iii] 
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Equivalency principle, 4.04 
agreement to use electronics, UETA 

precondition, 4.07[4][b] 
consumer protections, exclusions, 11.06[2] 
contract formation and amendment by 

e-mail, 13.08[2][b] 
electronic signatures, 4.06[3] 
E-Sign provisions, 4.08[2] 
exclusions, UETA, 4.07[8] 
form vs. substance, 4.03[7] 
inapplicability, 14.18 
notices, 4.13[1] 
UCC provisions, 4.05[3] 
UCITA provisions, 4.05[3], 11.08 
UETA provisions, 11.08 

E-Sign. See Electronic Signatures in Global 
and National Commerce Act 

Essential facilities doctrine 
ecommerce, 1.05[7] 

European Union (EU) 
consumer, defined, 11.02[3] 
Database Directive, 2.18, 3.08[3] 

access contracts, 8.02[1][c] 
deep linking, 9.04 
misappropriation by linking, 9.06[3] 

Data Protection Directive 
automated information collectors, 12.13 
data quality and accuracy, 12.06[2] 
general principles, 12.04[4] 
personal data, defined, 12.04[2] 
private party collection of data, 12.07[1] 
third country transfers of personal data, 

12.08 
U.S. Safe Harbor Privacy Principles, 

12.08 
Directive on Data Retention by Publicly 

Available Electronic Communications 
Services, 8.10[17] 

Distance Contracts Directive, 11.06[5] 
E-Commerce Directive, 4.17[4], 8.10[16] 

caching and hosting, 10.09[4] 
information society services, 8.10[16] 
provisions, 8.10[16] 

e-mails, spam, 13.07[4][c] 
influence on U.S. law, 1.05[2] 
personal data, defined, 12.04[2] 
Privacy and Electronic Communications 

Directive 
cookies, 12.13 

Signature Directive, 4.17[4] 
spam, 13.07[4][c] 
Unfair Terms Directive, 11.06[20] 

value added tax, 14.17[7] 
jurisdiction, 14.17[7][b] 
mechanism, 14.17[7][a] 

Evidence. See Electronic evidence 
Excise taxes, 14.07. See also Value-added tax 

(VAT) 
telecommunications taxes, 14.11, 

14.16[2][d] 
Exclusions 

copyrights, 2.12[4] 
damages, access contracts, 8.10[9] 
E-Sign provisions, 4.08[7] 

consumer protections, 11.06[2] 
UETA provisions, 4.07[8] 

Exemptions 
sales tax, 14.08[2] 
telecommunications taxes, 14.11 
use tax, 14.09[2] 
value added tax, 14.10[2] 

Exploitation of Children Today Act 
(PROTECT Act), 7.01, 7.03 

Exports 
property tax, limitations, 14.16[2][c][iv] 

Express warranty 
information provider liability, 10.03[3][a] 

Extraction or reutilization of data 
Database Directive, EU, 2.18, 3.08[3] 
misappropriation. See Misappropriation 
three-party linking relationships, 9.03 

F 

 
Facsimile transmissions 

electronic transaction, 4.07[4][b] 
telephone facsimile machine, defined, 

13.07[4][a][ii] 
unsolicited advertisements, 13.07[4][a][ii] 

Fair and Accurate Credit Transactions Act 
(FACT) 
attribution procedures, 6.15A 
business response obligation, 15.06[3][e] 

applicability, 15.06[3][e][i] 
declining request, 15.06[3][e][v] 
disclosure request by victim, 12.10[3], 

15.06[3][e][ii] 
information to be provided, 

15.06[3][e][iv] 
liability, 15.06[3][e][vii] 
recipients of information, 15.06[3][e][vi] 
verification of request, 15.06[3][e][iii] 

change of address, 6.17 
consumer, defined, 15.06[3][b] 
consumer protection, 11.06[11] 
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consumer report, defined, 15.06[3][b], 
15.06[3][m][iv] 

consumer reporting agency 
financial institutions as information 

furnishers, 15.06[3][f][ii] 
furnishers of information, 15.06[3][f][i] 
medical information provision and use, 

15.06[3][m]. See also this heading: 
medical information provision and 
use 

consumer reporting agency, defined, 
15.06[3][b] 

consumer reports, user obligations, 
15.06[3][g]. See also this heading: users 
of consumer reports 

credit, defined, 15.06[3][b] 
creditor 

defined, 15.06[3][b] 
guidelines, 15.06[3][c] 

definitions, 15.06[3][b] 
disclosure request by victim. See this 

heading: business response obligation 
financial institution, defined, 15.06[3][b] 
fraud alert, defined, 15.06[3][b] 
furnishing information to consumer 

reporting agencies, 15.06[3][f][ii] 
identity theft, 15.06[3] 
identity theft, defined, 15.06[3][b] 
identity theft report, defined, 15.06[3], 

15.06[3][b] 
media specific provisions, 1.05[9] 
medical information, defined, 

15.06[3][m][iv] 
medical information furnisher, defined, 

15.06[3][m][v] 
medical information provision and use, 

15.06[3][m] 
consent standards, 15.06[3][m][i] 
creditor’s use, 15.06[3][m][ii] 
exclusions, 15.06[3][m][iv] 
furnishers, 15.06[3][m][v] 
recipient obligations, 15.06[3][m][iii] 

preemption of state law, 6.17, 15.06[3][a], 
15.06[4] 

unsolicited marketing, affiliate information 
use, 12.18, 15.06[3][k] 

users of consumer reports, 15.06[3][g] 
address discrepancy notice, 

15.06[3][g][ii] 
lack of most favored status notice, 

15.06[3][g][i] 
prescreening, 15.06[3][g][iii] 
risk-based pricing notice, 15.06[3][g][i] 

victim, defined, 15.06[3][e] 

Fair Credit Reporting Act (FCRA) 
amended by FACT. See Fair and Accurate 

Credit Transactions Act (FACT) 
consumer, defined, 11.06[11] 
consumer protection, 11.06[11] 
consumer report, defined, 11.06[11], 

12.06[3] 
consumer reporting agency, defined, 

12.06[3] 
data protection, 12.04[3]medical 

information, defined, 15.06[3][m][iv] 
quality of data, 12.06[3] 

Fair Debt Collection Practices Act, 11.06[12] 
Fairness to Contact Lens Consumers Act 

media specific provisions, 1.05[9] 
Fair use 

copyright infringement defense, 2.14[2][b] 
DMCA and, 3.06[2][b] 
trademark dilution, 7.06[3] 

False statements 
defamation, information provider liability, 

10.05[2] 
detrimental reliance inducement 

intentional fraud, 10.06[2] 
unintentional fraud, 10.06[3] 

reckless misrepresentation, 10.06[3] 
Family Educational Rights and Privacy Act, 

12.04[3] 
Famous marks, nature of rights, 2.24 

trademark dilution, 2.24 
Farm Credit Administration 

e-commerce rule, 9.14 
Faxes. See Facsimile transmissions 
FCRA. See Fair Credit Reporting Act 
Federal Communications Act, 12.04[3] 
Federal Financial Institutions Examination 

Council (FFIEC) 
electronic authentication guidance, 6.03[1], 

6.03[3], 6.11 
outsourced technology services statement, 

8.13[1] 
contract terms, 8.13[4] 
return of data terms, 8.13[4][b] 
risk assessment, 8.13[2] 
termination terms, 8.13[4][a] 

Federal preemption, 8.07. See Preemption 
Federal Reserve Board (FRB) 

nonbypassable links, 9.15[3] 
Regulation B, equal credit, 11.06[13] 
Regulation E, electronic fund transfer, 

11.06[14] 
Regulation M, consumer leasing, 11.06[16] 
Regulation Z, truth in lending, 11.06[15] 

Federal Rules of Civil Procedure 
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amendments, 13.10 
document defined, 13.10 
electronically stored information, 13.10[1] 
privilege and production, 13.10[6] 
production format of electronic data, 

13.10[3], 13.12 
storage of data, 13.10[5] 

Federal Rules of Evidence, 13.10 
authentication, 13.13 

Federal Trade Commission (FTC) 
Cooling-Off Period for Sales Made at Home 

or at Certain Other Locations, 11.06[4] 
Consumer Sentinel program, 15.02 
Credit Practices Rule, 11.06[9] 
Dot Com working paper, 9.15[2], 11.08 

clear and conspicuous, defined, 5.06[2] 
linking agreement, 9.17[2] 

fair information practices principles, 
11.06[6] 

Mail/Telephone Order Rule, 11.06[8] 
Preservation of Consumer Claims and 

Defenses Rule, 11.06[10] 
Telemarketing Sales Rule, 11.06[7] 

Federal Trade Commission Act (FTCA) 
data protection, 12.04[3] 
privacy policy noncompliance, 12.16[4][d] 
unfair or deceptive trade practices, 

11.06[21] 
Federal Trademark Dilution Act, 2.24, 
7.06[3], 7.06[3], 9.08 

2006 amendments, 2.24 
dilution by blurring, 2.24 
dilution by tarnishment, 2.24 
exceptions and exclusions, 2.24 

Federal Wiretapping Statute, 13.05[2] 
Fees 

attorney fees, 3.06[4] 
Internet access fee tax prohibition, 

14.16[3][b][i] 
FFIEC. See Federal Financial Institutions 

Examination Council 
Financial institutions 

account, defined, 6.03[1] 
ATM codes, unauthorized use, 15.06[2][a] 
authentication guidance, 6.03[1], 6.03[3] 
automated clearing house transactions 

(ACHs), 6.14 
Bank Secrecy Act, 12.04[3] 
checks, C21 provisions, 4.19[2], 11.11 
clear and conspicuous, defined, 5.06[3] 
Customer Identification Program, 6.09[1], 

6.09[2] 
customer notice, 12.10[4] 
data protection, 12.04[3] 

consent to use and retention, 12.05[4] 
right-to-object, 12.05[4] 
Security Guidelines, 12.10[4] 

domain name protection alert, 7.08 
electronic authentication guidance, 6.11 
Electronic Fund Transfer Act, 12.04[3] 
electronic fund transfers. See Electronic 

fund transfers 
identity theft 

consumer rights, 15.06[3][d] 
definition, 15.06[3][b] 
disclosure, 12.10[3], 15.06[3][e] 
FACT provisions, 15.06[3][c] 
furnishing information to consumer 

reporting agencies, 15.06[3][f][ii] 
guidelines, 15.06[3][c] 
new account opened in victim’s name, 

15.06[5][a] 
outsourced technology services, 8.13[1] 

contract terms, 8.13[4] 
return of data terms, 8.13[4][b] 
risk assessment, 8.13[2] 
termination terms, 8.13[4][a] 

preemption, 8.08[3] 
privacy of consumer financial information, 

9.15[4] 
Right to Financial Privacy Act, 12.04[3] 
risk management, linking issues, 9.12 

compliance risk, 9.12[4] 
finder authority, 9.12[1] 
implied endorsements, 9.10 
reputation risk, 9.12[2], 9.15[4] 
strategic risk, 9.12[5] 
transaction risk, 9.12[3] 

shared electronic space, 9.16 
verification of identity to open account, 

proposed rule, 6.03[1] 
maintenance of records, 6.03[3] 
requirements, 6.03[2] 

Financial Literacy and Education 
Improvement Act, 11.06[11] 

Fines. See Criminal penalties 
First Amendment 

annoying communications, 13.07[6] 
anonymity, 10.11 
antisites, trademark issues, 2.27 
commercial speech protections, 9.10 
data protection concerns, 12.09 
defamation, no liability for mere opinion, 

10.05[2] 
endorsement implied by link, 9.10 
linking to public sites, 9.09 
online search engine results and, 1.05[6], 

10.07[1] 



 INDEX I-22 
[References are to Chapters (Ch.) and paragraph (¶) numbers.] 

10/08 

product liability of information providers 
and, 10.07[1] 

protection of anonymous speech, 8.04[6], 
10.11 

public records, data protection concerns, 
12.17[2] 

right of publicity, potential conflict, 3.11 
search engine ranking of web sites, 10.02[3] 
subpoenas for anonymous communications, 

8.04A 
First-sale doctrine, 2.14[3], 2.20[6][d] 

inadequate notice, 2.20[6][d] 
material difference, 2.20[6][d] 
repackaging, 2.20[6][d] 
trademark dilution, 2.20[7], 7.06[3] 

Foreign sales 
credit card fraud risk, 6.06[1] 

Fourth Amendment 
employee expectation of privacy, 13.04[1] 
free information, 1.05[5] 

Framing, 9.04 
Fraud 

contract signatures, 13.08[2][a] 
credit card fraud, attribution issues, 6.06[1] 
criminal penalties, 3.05, 12.04[3], 

13.07[4][a][i] 
detrimental reliance inducement 

intentional fraud, 10.06[2] 
unintentional fraud, 10.06[3] 

E-Sign Subsection (c), information delivery 
requirement, 11.09[3][c] 

identity fraud, defined, 15.02 
identity theft. See Identity theft 
product information, provider liability risk, 

10.02[2] 
reckless misrepresentation, 10.06[3] 
Securities Exchange Act provisions, 9.13[1] 
validation of electronic transactions, 

contract concerns, 4.03[2] 
FRB. See Federal Reserve Board 
Freedom of Information Act (FOIA), 

12.17[2] 
Free speech. See First Amendment 
FTC. See Federal Trade Commission 
FTCA. See Federal Trade Commission Act 
Fundamental public policy doctrine 

contract invalidation, 5.07[3] 
 

G 

 
Genetic information, 12.20 
GLBA. See Gramm-Leach-Bliley Act 

Global economy, 1.05[2] 
Good faith 

contract formation and amendment, 
13.08[6][c] 

trademark registration, 2.20[3] 
Government Paperwork Elimination Act 

(GPEA) 
OMB guidance, 6.03[1] 
Treasury Dept. policy, 6.03[1], 6.12 

Government security 
exceptions to DMCA prohibitions, 

3.06[2][b] 
GPEA. See Government Paperwork 

Elimination Act 
Gramm-Leach-Bliley Act (GLBA) 

clear and conspicuous, defined, 5.06[3] 
data protection, 12.04[3] 

financial institution, defined, 12.10[2] 
privacy policy disclosure requirement, 

12.10[3] 
purpose, 12.10[3] 
right-to-object, 12.05[4] 
scope of act, 12.10[1] 
significantly engaged, defined, 12.10[2] 

identity theft 
disclosure requests by victims, 12.10[3], 

15.06[3][e][v] 
financial institutions as information 

furnishers, 15.06[3][f][ii] 
nonpublic personal information, privacy of, 

9.15[4] 
privacy of consumer financial information, 

linking issues, 9.15[4] 
privacy policy disclosure requirement, 

12.10[3] 
Gravamen of the action test 

access contracts, 8.01[4] 
 

H 

 
Health Insurance Portability and 

Accountability Act 
data protection, 12.04[3] 

Home, sales made at. See Consumer 
protection 

Hyperlinks. See Links and linking 
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I 

 
ICANN. See Internet Corporation for 

Assigned Names and Numbers 
Identity theft, Ch. 15 

account takeover, defined, 15.02 
active duty alerts, 15.06[3][h] 
attribution procedures 

address change, 6.17 
FACT provisions, 6.15A 

avoidance, 15.07 
blocking of information resulting from 

theft, 15.06[3][j] 
business response obligation, 15.06[3][e] 

applicability, 15.06[3][e][i] 
declining request, 15.06[3][e][v] 
disclosure requests by victims, 12.10[3], 

15.06[3][e][ii] 
information to be provided, 

15.06[3][e][iv] 
liability, 15.06[3][e][vii] 
recipients of information, 15.06[3][e][vi] 
verification of request, 15.06[3][e][iii] 

common law causes of action, 15.06[5] 
consumer, defined, 15.06[3][b] 
consumer report, defined, 15.06[3][b] 
consumer reporting agency 

defined, 15.06[3][b] 
information furnishers, 15.06[3][f][i] 
medical information provision and use, 

15.06[3][m]. See also this heading: 
medical information provision and 
use 

consumer reports 
fraud alerts, 15.06[3][h] 
user obligations, 15.06[3][g]. See also 

this heading: users of consumer 
reports 

consumer rights, 15.06[3][d] 
credit, defined, 15.06[3][b] 
creditor 

consumer rights, 15.06[3][d] 
defined, 15.06[3][b] 
guidelines, 15.06[3][c] 

credit score user obligations, 15.06[3][i] 
criminal identity theft, defined, 15.02 
criminal violation, 15.06[2][a] 
debt collection, 15.06[3][l] 
defined, 15.02 
disclosure requests by victims. See this 

heading: business response obligation 
FACT provisions, 15.06[3] 

definitions, 15.06[3][b] 

impact on GLBA, 12.10[3], 
15.06[3][e][v] 

impact on state law, 15.06[3][a] 
federal criminal statutes, 15.06[2][b] 
financial fraud, defined, 15.02 
financial institution, defined, 15.06[3][b] 
financial institutions 

consumer rights, 15.06[3][d] 
furnishing information to consumer 

reporting agencies, 15.06[3][f][ii] 
guidelines, 15.06[3][c] 
Security Guidelines, 12.10[4] 

fraud alert, defined, 15.06[3][b] 
fraud alerts, 15.06[3][h] 
identity fraud, defined, 15.02 
Identity Theft and Assumption Deterrence 

Act, 15.06[2][a], 15.06[2][b] 
identity theft report, defined, 15.06[3][b] 
identity thief, 15.04 
Individual Taxpayer Identification 

Numbers, use of, 15.04 
liability for negligence in protecting data, 

15.06[5] 
liability for provision of information, 

15.06[5][b] 
means of identification, defined, 15.06[2][a] 
medical information provision and use, 

15.06[3][m] 
consent standards, 15.06[3][m][i] 
creditor’s use, 15.06[3][m][ii] 
exclusions, 15.06[3][m][iv] 
furnishers, 15.06[3][m][v] 
recipient obligations, 15.06[3][m][iii] 

methods, 15.03 
new account opened in victim’s name, 

15.06[5][a] 
obligation to report security breach, 1.05[8] 
online vs. offline, 15.01 
phishing, 13.07[5] 
preemption of state law, 6.17, 15.06[3][a], 

15.06[4] 
privacy issues, 15.06[1][b] 
public policies override risk, 15.06[1][a] 
responses, 15.05 
risk reduction, 15.07 
sale of identity theft debt prohibition, 

15.06[3][l] 
state laws and regulations 

conditions imposed on transactions, 
15.06[4][d] 

nonuniformity, 15.06[4][a] 
penalties on other victim, 15.06[4][c] 
preemption, 6.17, 15.06[3][a], 15.06[4] 
third party duties, 15.06[4][b] 
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true name fraud, defined, 15.02 
unsolicited marketing, affiliate information 

use, 12.18, 15.06[3][k] 
users of consumer reports, 15.06[3][g] 

address discrepancy notice, 
15.06[3][g][ii] 

lack of most favored status notice, 
15.06[3][g][i] 

prescreening, 15.06[3][g][iii] 
risk-based pricing notice, 15.06[3][g][i] 

victim, defined, 15.06[3][e] 
Identity Theft and Assumption Deterrence 

Act, 15.06[2][a], 15.06[2][b], 15.06[5] 
Illinois 

Electronic Commerce Act, 6.10[3] 
Implied warranty 

information providers, 10.03[3][b] 
aesthetic and marketability, liability 

limitations, 10.03[3][b][i] 
conduits, limitations, 10.03[3][b][iii] 
disclaimers and disavowals, 

10.02[3][c][ii] 
published information content, liability 

limitations, 10.03[3][b][ii] 
Import-Export Clause 

property tax, limitations, 14.16[2][c][iv] 
Imports 

duties, 14.17[7][c] 
property tax, limitations, 14.16[2][c][iv] 

Income tax, 14.05. See also other income tax 
headings below 
content providers, 14.13[3] 
customers, 14.14[3] 
description, 14.05[1] 
jurisdiction, 14.05[2] 
online business issues, 14.05[5] 
online service providers, 14.12[3] 
service arrangements, 14.05[5] 
source of income, 14.04[4][a] 

Income tax—federal, 14.05[3], 14.15 
adjustments, 14.15[2][b] 
capitalized costs, 14.15[2][b][iii] 
deductions, 14.15[2][b][ii] 
exempt entities, 14.15[2][a] 
expenses, 14.15[2][b][i] 
net income, 14.15[2] 
software sourcing rules, 14.15[3] 

application of rule, 14.15[3][d] 
combined transactions, 14.15[3][e] 
sale or lease of copyrighted material, 

14.15[3][c][iii] 
sale or license of copyright rights, 

14.15[3][c][ii] 
source of income, 14.15[3][a] 

transaction classification, 14.15[3][b] 
transfer of copyright rights, 

14.15[3][c][i], 14.15[3][c][iv] 
transfer of know-how, 14.15[3][c][iv] 
transfer of services, 14.15[3][c][iv] 

Income tax—international, 14.17[2][a], 
14.17[2][b] 
residence-based, 14.17[2][b][i] 
source-based, 14.17[2][b][ii] 

Income tax—state, 14.05[3] 
allocation, 14.05[4] 
application of rules, 14.16[2][b][i] 
apportionment, 14.05[4], 14.16[2][b][iv] 
Commerce Clause, limitations, 

14.16[2][b][iv] 
Compact Clause, limitations, 14.16[2][b][v] 
constitutional limitations, 14.16[2][b] 
due process limitations, 14.16[2][b][ii] 
equal protection, 14.16[2][b][iii] 
imposition, 14.05[5] 
nexus concept, 14.16[2][b][iv] 
Public Law 86-272 limitations, 14.16[3][a] 

Individual Taxpayer Identification Numbers 
identity theft, use in, 15.04 

Information providers 
access contracts. See Access contracts 
advertising particular products, liability 

risk, 10.02[2] 
background law, 8.03[1] 
client or user relationships to determine 

liability level, 10.08[3] 
consumer disclosures, liability risk, 

10.02[2] 
defamation liability, 10.05 

CDA preemption, 10.09[3] 
conduits, 10.05[5] 
false statements, 10.05 
fault, 10.05[3] 
harm to business, 10.05[4][a] 
harm to individual, 10.05[3] 
republishers, 10.05[5] 
retraction and notice, 10.05[7] 
trade libel, 10.05[4][a] 

definition, 10.09[3][b][i] 
detrimental reliance inducement, liability 

intentional fraud, 10.06[2] 
unintentional fraud, 10.06[3] 

endorsements, liability risk, 10.08[2] 
express warranties and obligations, 

10.03[3][a] 
disclaimers and disavowals, 

10.03[3][c][i] 
implied warranties and obligations, 

10.03[3][b] 
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aesthetic and marketability, liability 
limitations, 10.03[3][b][i] 

conduits, limitations, 10.03[3][b][iii] 
disclaimers and disavowals, 

10.02[3][c][ii] 
published information content, liability 

limitations, 10.03[3][b][ii] 
international issues, 10.10 
nature of online contracts, 10.03[2] 
negligent misrepresentation, 10.06[3] 

product liability exception, 10.07[1] 
personal injury, 10.07[2] 
product disparagement, 10.05[4][b] 
product endorsements, liability risk, 

10.08[2] 
product liability 

economic loss doctrine, 10.07[1] 
personal injury, 10.07[2] 

published informational content 
implied obligation limitations, 

10.03[3][b][ii] 
obligations, 10.08[2] 

reckless misrepresentation, 10.06[3] 
reliance interests, 10.08[3] 
sources of liability risk, 10.02[3] 
state regulation, 10.02[4] 
tort liability, 10.04 
transactions in goods, liability risk, 10.02[2] 
transactions in information and services, 

liability risk, 10.02[3] 
warranty information, liability risk, 

10.02[2] 
Information Security, 16.13 

data protection, 16.13[1] 
Department of Veteran Affairs Information 

Security Enhancement Act of 2006, 
16.06[3][b] 

OMB memorandum, 16.03[3][b] 
privacy, 16.03[1] 

Injunctive Relief 
automatic injunction, 2.09A 
DMCA provisions, 3.06[4] 
four-part test, 2.09A 
patent cases and, 2.09A, 2.11[1] 

In rem proceedings 
domain names, 7.05[5] 

Insurance industry, 8.08[2] 
Intellectual property rights 

background law, 8.03[1] 
control of images, 3.02 
control of information assets, 3.01 
copyright. See Copyrights 
infringement, 3.10A 
intangibility of interests, 2.03 

license, role of, 2.04 
nature of laws, 2.02 
overlap of laws, 2.04 
ownership of data, 12.17[3] 
patents. See Patents 
preconditions, 2.03 
property right, defined, 2.03 
protected location, 3.02 
public domain, defined, 2.05 
public records, 12.17[3] 
role in e-commerce, 2.01 
structure of issues, 2.04 
third-party content providers, 10.09[2] 
trademarks. See Trademarks 
value of assets, 3.02 

Intelligence Reform Terrorism Prevention 
Act of 2004, 16.06[3][d] 

Interactive service providers 
access contracts 

access arrangements, 8.01[2] 
advisable vs. required terms, 8.02[2] 
amendment, 8.10[7] 
at-will termination clause, 8.10[6][b] 
automobile industry regulations, 8.08[4] 
background law, 8.03[1], 8.10[5] 
bad acts at site or in system, 8.10[11][a] 
cancellation, 8.10[6] 
CDA provisions, 8.05 
choice-of-forum agreements, 8.10[4] 
choice-of-law agreements, 8.07[4], 

8.10[3] 
comparison of termination and 

cancellation, 8.10[6][a] 
content of site, 8.10[5] 
copyright protection, 8.02[1][b] 
damage exclusions and limitations, 

8.10[9] 
database protection, 8.02[1][c] 
defining the user, 8.10[14] 
definition, 8.01[1] 
downloaded information, 8.10[12][a] 
express contractual terms, 8.10 
gravamen of the action test, 8.01[4] 
harm prevention, 8.10[6][b] 
information provider liability, 

8.10[12][b] 
information use restrictions, 8.10[12] 
insurance industry regulations, 8.08[2] 
irrelevance, 8.02[3] 
license grant to provider, 8.10[13][b] 
license grant to user, 8.10[13][a] 
master agreement, 8.10[10] 
misuse, 8.10[11] 
notices, 8.03[2], 8.03[3] 
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obligations arising from arrangement, 
8.01[2] 

ownership of information or ideas, 
1.05[7], 8.10[13][c] 

paper-based clauses, 8.10[15] 
patent protection, ownership of 

information or ideas, 8.10[13][c] 
prescription drug service regulations, 

8.08[3] 
privacy concerns, 8.06 
protection from violation of other laws, 

8.02[1][c] 
public accommodation under ADA, 

8.01[3] 
remote liquor sales, 8.08[5] 
restrictive notices vs. agreements, 

8.03[2] 
robotic access, 8.10[11][b] 
sector-specific regulation, 8.08[1] 
site availability, 8.10[5] 
spam, 8.10[11][c] 
storage of data, ownership issues, 

8.10[13][d] 
termination, 8.10[6] 
terms triggering substantive rules, 

8.10[2] 
warranty disclaimers, 8.10[8] 

application service providers. See 
Application service providers (ASPs) 

assumption of noncompliance risk, 8.07[4] 
CDA safe harbor, 8.05, 10.05[6] 
Commerce Clause preemption, 8.07[5][a] 
defamation, liability limitations, 10.05[6] 
definition, 8.01[1] 
DMCA safe harbor, 8.04[1] 

blocking access, 8.04[5] 
eligibility, 8.04[3] 
notice/takedown provisions, 8.04[4][a] 
online service provider, defined, 8.04[2] 
putback provisions, 8.04[4][b] 
subpoenas, 8.04[6], 8.04A 
termination policy, 8.04[3] 

Internet service providers. See Internet 
service providers (ISPs) 

online service providers. See Online service 
providers 

state law and regulation 
application through UCITA, 8.01[4] 
assumption of noncompliance risk, 

8.07[4] 
choice-of-law theory, 8.07[4] 
Commerce Clause preemption, 

8.07[5][a] 
conflicting laws and regulations, 8.07[2] 

discovery and interpretation difficulties, 
8.07[3] 

diversity, 8.07[1] 
lowest common denominator approach, 

8.07[4] 
UCC inapplicability, 8.01[4] 

Interception of electronic messages, 12.15[1] 
law enforcement assistance, 12.15[3] 

Interest 
usury statutes, 11.06[19] 

Internal Revenue Code (IRC), 14.05[3], 
14.15. See also Taxation 
adjustments, 14.15[2][b] 
capitalized costs, 14.15[2][b][iii] 
deductions, 14.15[2][b][ii] 
exempt entities, 14.15[2][a] 
expenses, 14.15[2][b][i] 
net income, 14.15[2] 
software sourcing rules, 14.15[3] 

application of rule, 14.15[3][d] 
combined transactions, 14.15[3][e] 
sale or lease of copyrighted material, 

14.15[3][c][iii] 
sale or license of copyright rights, 

14.15[3][c][ii] 
source of income, 14.15[3][a] 
transaction classification, 14.15[3][b] 
transfer of copyright rights, 

14.15[3][c][i], 14.15[3][c][iv] 
transfer of know-how, 14.15[3][c][iv] 
transfer of services, 14.15[3][c][iv] 

International Cybercrime Convention, 
3.05[3] 
electronic data, 13.14[15] 

International law 
electronic signatures, 4.17 

E-Sign principles, 4.17[2] 
UNCITRAL Model Law on Electronic 

Commerce, 4.17[3] 
UN Model Law on Electronic 

Commerce, 4.17[2] 
EU directives. See European Union 
global economy and, 1.05[2] 
information providers, 10.10 
spam, 13.07[4][c] 

International Money Laundering 
Abatement and Antiterrorist Financing 
Act 
verification of identification provisions, 

6.09[1] 
International taxes, 14.17[1] 

applicability determination, 14.17[2][c] 
characterization of transaction, 14.17[4] 
consumption taxes, 14.17[5] 
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import duties, 14.17[7][c] 
income taxes, 14.17[2][a], 14.17[2][b] 

residence-based, 14.17[2][b][i] 
source-based, 14.17[2][b][ii] 

modes of taxation, 14.17[2] 
OECD authority, 14.17[6][a] 
permanent establishment concept, 14.17[3] 
value-added tax (VAT), 14.17[7] 
WTO authority, 14.17[6][b] 

Internet 
access contracts. See Access contracts 
application service providers. See 

Application service providers (ASPs) 
civil conspiracy, 10.05[4][c] 
computer usage policies, 13.06 
computer use as record, 13.03[6] 
content providers. See Content providers 
copyright infringement policies, 13.03[3] 
copyright protection of posted material, 

implied license, 2.14[4] 
defamation policies, 13.03[3] 
discrimination policies, 13.03[2] 
domain names. See Domain names 
employer liability and productivity 

concerns, 13.02 
Internet False Identification Prevention Act, 

15.06[2][b] 
information providers. See Information 

providers 
metatags. See Metatags 
online service providers. See Online service 

providers 
privacy, employee computer use 

Fourth Amendment, employee 
expectations, 13.04[1] 

intrusion upon seclusion claims, 
13.04[2] 

public fora treatment, 13.05[3] 
regulating activities, 10.03[5] 
sexual harassment policies, 13.03[2] 
state laws and regulations, 1.05[3] 
tortious interference, 10.05[4][c] 

Internet Corporation for Assigned Names 
and Numbers (ICANN), 7.03 
Uniform Domain Name Dispute Resolution 

Policy, 7.05[6] 
Internet False Identification Prevention Act, 

15.06[2][b] 
Internet gambling, 8.05[6] 
Internet service providers (ISPs) 

access contracts. See Access contracts 
access fee tax prohibition, 14.16[3][b][i] 
copyright infringement, 10.11 

harvesting e-mail addresses for spam 
purposes, 13.07[4][a][i] 

permanent establishment concept, 14.17[3] 
as telecommunication carriers, 12.21[2] 

Internet Tax Freedom Act (ITFA), 
14.16[3][b] 
discriminatory tax prohibition, 

14.16[3][b][ii] 
Internet access tax prohibition, 

14.16[3][b][i] 
moratorium on federal taxation, 14.15[1] 
multiple tax prohibition, 14.16[3][b][iii] 
use tax on customers, 14.14[5] 

Internet Tax Nondiscrimination Act, 
proposed, 14.16[3][b][iii] 

Interstate commerce 
Commerce Clause, 8.07[5][a] 

apportionment of sales taxes, 
14.16[2][a][iii] 

nexus concept, sales taxes, 
14.16[2][a][ii] 

sales taxation, limitations, 14.16[2][a] 
seller and purchaser tax liability, 

limitations, 14.16[2][a][i] 
state income tax, limitations, 

14.16[2][b][iv] 
nature of information-based economy, 

5.02[2] 
state jurisdiction over transactions, 10.02[4] 

Invalidation of contracts 
fundamental public policy doctrine, 5.07[3] 
good faith principle, 5.07[4] 
reasonable expectations doctrine, 5.07[5] 
unconscionability doctrine, 5.07[2] 

Inventions 
patents. See Patents 

IRC. See Internal Revenue Code 
ISPs (Internet service providers) 

access contracts. See Access contracts 
access fee tax prohibition, 14.16[3][b][i] 
permanent establishment concept, 14.17[3] 

ITFA. See Internet Tax Freedom Act 
 

J 

 
“John Doe” subpoenas, 8.04[6], 10.11 
Jurisdiction 

contracts, applicable law, 5.02[1] 
domain names 

active vs. passive site, 7.09[3][c] 
effects test, 7.09[3][b] 
in rem proceedings, 7.05[5] 
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purposeful availment, 7.09[3] 
seizure as property, 7.07 
specific jurisdiction, 7.09[2][b] 
targeting, 7.09[3][b] 
transactional involvement with state, 

7.09[3][a] 
effects test, 7.09[3][b] 
EU value-added tax issues, 14.17[7][b] 
general jurisdiction, 7.09[2][a] 
income tax, 14.05[2] 
information provider liability, international 

issues, 10.10 
sales tax, 14.08[3] 
taxation of e-commerce activities, 14.02[4] 
transactional involvement with state, 

7.09[3][a], 10.02[4] 

L 

 
Lanham Act 

commercial name, defined, 2.20[5] 
trademark, defined, 2.20[1] 
trademark infringement, 2.20[6][a], 9.08 
trade name, defined, 2.20[5] 

Law enforcement 
criminal identity theft, 15.03 
criminal identity theft, defined, 15.02 
exceptions to DMCA prohibitions, 

3.06[2][b] 
identity theft, responses to, 15.05 
interception of electronic communications, 

12.15[3] 
Layered contracts 

conspicuous terms, 5.05[3] 
Leasing 

Regulation M, consumer leasing, 11.06[16] 
software, federal income sourcing rule, 

14.15[3][c][iii] 
Liability issues, Ch. 10 

defamation, 10.05. See also Defamation 
detrimental reliance inducement, liability, 

10.06 
identity theft, business response obligations, 

15.06[3][e][vii] 
information providers, 10.03, 10.09[3] 
product endorsements, 10.08[2] 
product liability of information providers, 

10.07[1], 10.07[2] 
tort liability, 10.04 

Libraries 
exceptions to DMCA prohibitions, 

3.06[2][b], 3.06[4] 

Library of Congress 
copyright protection, 3.06[2] 

Licensing 
access contracts, 8.10[13][a], 8.10[13][b] 
contracts, UCITA relevance to, 5.02[3] 
copyrights 

express license, 2.15[6] 
implied license, defined, 2.14[4] 

insurance industry, 8.08[2] 
linking technology, third-party 

relationships, 9.03 
mass market transactions, UCITA consumer 

protections, 11.05[3] 
patents, cross-licensing arrangements, 2.08 
pharmacies, 8.08[3] 
remote liquor sales, 8.08[5] 
sector-specific regulation, 8.08[1] 
software, federal income sourcing rule, 

14.15[3][c][ii] 
Links and linking, Ch. 9 

agreements, items covered 
cancellation provisions, 9.17[11] 
contract law, 9.18 
deep linking, 9.17[3] 
destination page, 9.17[2] 
documentation of specifications, 

9.17[5], 9.17[5] 
duration, 9.17[10] 
location of link, 9.17[4] 
payment structures, 9.17[6] 
reporting, 9.17[8] 
responsibility for link, 9.17[9] 
service requirements, 9.17[7] 
specifications, documentation of, 

9.17[5] 
tracking, 9.17[8] 
types of links, 9.17[2] 
uptime reliability commitments, 9.17[7] 

compliance obligations, 9.03 
consumer protection, 9.15 

FTC Dot Com working paper, 9.15[2] 
nonbypassable links, 9.15[3] 

cookies, 9.17[8] 
copyright infringement, 9.03, 9.07 

contributory infringement, 9.07[2] 
direct infringement, 9.07[1] 
indirect infringement, 9.07[1], 9.07[2] 
technology, impact of, 2.16[3] 
vicarious liability, 9.07[2] 

data extraction issues, 9.03 
deep linking, 9.04 

linking agreements, destination page, 
9.17[3] 

definition, 9.02 
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disclosures 
conspicuous term, use of link as, 5.05[5] 
home equity plan disclosures, linking 

issues, 9.15[3] 
DMCA safe harbor for service providers, 

9.07[3] 
endorsement issues, 9.03 
endorsements, 9.10 
evidentiary standards, 9.11 
financial institutions, risk management 

compliance risk, 9.12[4] 
finder authority, 9.12[1] 
implied endorsements, 9.10 
reputation risk, 9.12[2], 9.15[4] 
strategic risk, 9.12[5] 
transaction risk, 9.12[3] 

framing, 9.04 
copyright and trademark issues, 9.04[1] 

liability, in general, 9.03 
licensing of technology, 9.03 
location of links 

above the fold, 9.17[4] 
misappropriation, 9.06 
nonbypassable links, 9.15[3] 
patent infringement, 9.03 
privacy issues, 9.15[4] 
public entity sites, 9.03 
securities issuers and market intermediaries, 

risk management 
confusion risk, 9.13[3] 
context of link, 9.13[2] 
electronic delivery of documents, 

9.13[1] 
envelope theory, 9.13[1] 
presentation of linked information, 

9.13[4] 
security issues, 9.15[4] 
shared electronic space, 9.16 
third-party relationships, 9.02 

access rights, 9.03 
trademark issues, 9.03, 9.08 
transactional obligations, 9.03 
unfair and deceptive practices, 9.03 
unregulated links, 9.03 

Liquor sales, 8.08[5] 
 

M 

 
Magnuson-Moss Warranty Act, 11.06[17] 
Marketing, unsolicited 

CANSPAM provisions, 13.07[4][b] 
FACT provisions, 12.18, 15.06[3][k] 

Mass market transactions, 11.05[3] 
Matching Act, 12.04[2], 12.04[3] 
Mathematical algorithms 

patentability, 2.10[2] 
Media bias 

identity theft 
losses, cost of, 15.05 
occurrence, 15.01 

Medical information 
consent standards, 15.06[3][m][i] 
creditor’s use, 15.06[3][m][ii] 
exclusions, 15.06[3][m][iv] 
FACT provisions, 15.06[3][m] 
furnishers, 15.06[3][m][v] 
recipient obligations, 15.06[3][m][iii] 

Medical practice sites, 8.08[3] 
Metadata, 13.12 
Metatags, 2.21, 2.25 
Microtransactions, 14.17[1] 
Military personnel 

active duty alerts, 15.06[3][h] 
Minimum contacts, 7.09[2][b] 

sales tax, constitutional limitations, 
14.16[2][a][ii] 

Minors. See Children 
Misappropriation, 3.08 

alteration of information, criminal penalties, 
3.10 

conversion, 3.09 
copyright preemption, 3.08[1], 3.08[2] 

linking, 9.06[2] 
criminal penalties, 3.10 
Database Directive, EU, 3.08[3] 

linking, 9.06[3] 
factual information, 3.08[2] 
hot news exception to preemption, 3.08[2], 

9.06[2] 
identity misappropriation, 3.11 
linking, 9.06 
name or likeness of individual, 3.11 
right of publicity, 3.11 
theft of information, criminal penalties, 3.10 

Misrepresentation. See False statements; 
Negligent misrepresentation 

Misstatements. See False statements 
Mobile service commercial mail messages, 

13.07[4][b][iii] 
Mobile Telecommunications Sourcing Act 

(MTSA), 14.16[3][c] 
Model Communications Security Law, 

3.07A 
Model Uniform Sales and Use Tax Act 

(SSTP Act), 14.16[1] 
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Monitoring computer use in workplace. See 
Workplace environment 

Most favored lender doctrine, 11.06[19] 
Motion Picture Association of America 

(MPAA) 
Model Communications Security Law, 

3.07A 
Motor vehicle records 

Driver’s Privacy Protection Act, 12.04[3] 
MTSA (Mobile Telecommunications 

Sourcing Act), 14.16[3][c] 
Music 

Artists’ Rights and Theft Prevention Act, 
2.16[7] 

copyright infringement, 2.14[2][a] 
live performances, 2.16[6] 
 

N 

 
National Automated Clearing House 

Association (NACHA), 6.14 
National Conference of Commissioners on 

Uniform State Laws (NCCUSL) 
UCITA approval, 5.02[3] 

Negligent misrepresentation, 10.06[3] 
linking, 9.10 
product liability exception, 10.07[1] 

Nondiscrimination against electronic 
signatures and records 
E-Sign provisions. See Electronic 

Signatures in Global and National 
Commerce Act 

UETA limitations, 4.07[2] 
UNCITRAL Model Law on Electronic 

Commerce, 4.17[3] 
UN Model Law on Electronic Commerce, 

4.17[2] 
Nonobviousness doctrine, 2.06 
Notices, 4.13. See also Disclosures 

access contract terms, rewriting paper-based 
clauses, 8.10[15] 

agreement to use electronics, 4.13[2] 
clear and conspicuous requirement, GLBA, 

5.06[3] 
content, 4.13[3] 
contract transactions by e-mail, no oral loan 

commitment, 13.08[5][c][iv] 
copyright protection 

access contract terms and conditions, 
8.03[2] 

blocking access, 8.04[5] 

infringement, takedown provisions, 
8.04[4][a], 8.04[4][b] 

employee computer usage monitoring, 
13.06 

equivalency debate, 4.13[1] 
E-Sign preemption and supersession, 

4.13[3] 
financial institutions as information 

furnishers, 15.06[3][f][ii] 
identity theft 

business response obligation, 
15.06[3][e] 

consumer reporting agency information 
furnishers, 15.06[3][f][i] 

consumer report user obligations, 
15.06[3][g] 

financial institutions as information 
furnishers, 15.06[3][f][ii] 

location, 4.13[5] 
method, 4.13[3] 
received, 4.13[4] 
sent, 4.13[4] 
unsolicited marketing, affiliate information 

use, 12.18, 15.06[3][k] 
validation of electronic transactions, 4.03[3] 
verification of identity to open account, CIP 

procedures, 6.09[1] 
Novelty doctrine, 2.06 

 

O 

 
OCC. See Office of the Comptroller of 

Currency 
OECD. See Organization for Economic 

Cooperation and Development 
Office of Management and Budget (OMB) 

electronic authentication guidance, 6.03[1], 
6.12 

Office of the Comptroller of Currency 
(OCC) 
attribution procedures, investigation 

obligation under EFTA, 6.03[4] 
automated clearing house transactions, 6.14 
domain name protection alert, 7.08 
financial institutions, risk management 

compliance risk, 9.12[4] 
finder authority, 9.12[1] 
implied endorsements, 9.10 
reputation risk, 9.12[2], 9.15[4] 
strategic risk, 9.12[5] 
transaction risk, 9.12[3] 

shared electronic space, 9.16 
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third-party relationships statement, 8.13[1] 
contract terms, 8.13[4] 
due diligence, 8.13[3] 
return of data, contract terms, 8.13[4][b] 
termination terms, 8.13[4][a] 

OMB (Office of Management and Budget) 
electronic authentication guidance, 6.03[1] 

Online auction systems 
access contracts. See Access contracts 

Online gaming sites 
tax issues, 14.04[4][b] 

Online prescription drug services, 8.08[3] 
Online service providers. See also 

Application service providers (ASPs); 
Interactive service providers; Internet 
service providers (ISPs) 
access contracts. See Access contracts 
copyright liability, 2.17, 8.04[1] 
defamation, liability limitations, 10.05[5] 
definition, 8.04[2], 9.07[3] 
DMCA safe harbor, 8.04[1] 

blocking access, 8.04[5] 
eligibility, 8.04[3] 
linking, 9.07[3] 
notice/takedown provisions, 8.04[4][a] 
putback provisions, 

8.04[4][b]subpoenas, 8.04[6], 8.04A 
termination policy, 8.04[3] 

e-mail interception, ECPA exception, 
13.05[2] 

EU value-added tax, 14.17[7][b] 
income tax, 14.12[3] 
property tax, 14.12[2] 
sales tax, 14.12[4] 
taxation, 14.12 
use tax, 14.12[5] 

Organization for Economic Cooperation and 
Development (OECD), 14.17[6][a] 
Model Income Tax Convention, 

14.17[2][b][ii], 14.17[2][c] 
permanent establishment, 14.17[3] 

Outsourcing 
application service providers (ASPs) 

bankruptcy, 8.14 
contract terms, 8.13[4] 
definition, 8.11 
due diligence, 8.13[3] 
FFIEC statement, 8.13[1] 
OCC statement, 8.13[1] 
oversight, 8.13[5] 
return of data, contract terms, 8.13[4][b] 
risk assessment, 8.13[2] 
termination terms, 8.13[4][a] 
UCITA provisions, 8.12 

P 

 
Parental consent 

COPPA provisions, 6.15 
consumer protection, 11.06[3] 
data protection, 12.04[3], 12.11 

Parodies 
copyright infringement, transformative use 

as fair use, 2.14[2][b] 
Passwords 

DMCA provisions, 3.06[2], 3.06[2] 
FFIEC guidance, 6.03[1], 6.11 
verification of identification, 6.03[3] 

Patent Act 
applicability, 2.06 
nonobviousness doctrine, 2.06 
novelty or anticipation doctrine, 2.06 

Patents 
access contract terms, ownership of 

information or ideas, 8.10[13][c] 
applicability to e-commerce, 2.10[1], 

2.11[4] 
application process, 2.06 
blocking patents, 2.08 
business methods, 2.10[3] 
cross-licensing, 2.08 
defenses, 2.04 
disclosure of technology, 2.07 
effective term, 2.07 
fair use 

criticism and commentary, 2.14[2][b] 
factual information, 2.14[2][a] 

infringement 
claim interpretation, 2.11[1] 
claims, 2.11[1] 
doctrine of equivalents, 2.11[3] 
indirect, 2.15 
literal infringement, 2.11[3] 
litigation, 2.11[1], 2.11[4] 
peer-to-peer software, 2.17 
prior use defense relating to business 

methods, 2.10[3] 
sampling, 2.13[3], 2.16[2] 
unintentional, 2.09 
validity of patent, 2.11[2] 

mathematical algorithms, 2.10[2] 
nonobviousness doctrine, 2.06 
novelty or anticipation doctrine, 2.06 
online service providers, 2.15, 2.17 
practical application of algorithm 

patentable, 2.10[2] 
preclusive rights, 2.07, 2.08 
preconditions, 2.04 
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prior use defense relating to business 
methods, 2.10[3] 

protected rights, 2.04 
scope of law, 2.06 
software inventions, 2.10[2] 
specific rights granted, 2.07 
structure of issues, 2.04 
substantive rules, 2.06 
three-party linking relationships, 9.03 
unintentional copying, 2.09 

Patriot Act.  See USA PATRIOT Act 
Payroll cards, 4.19[4] 
Peer-to-peer distribution systems, 2.16[5] 

spyware and, 2.29 
Performances and Phonograms Treaty, 

3.06[1] 
Personal identification numbers (PINs) 

authorization of access, 6.03[1] 
FFIEC guidance, 6.11 
verification of identity, 6.03[3], 6.07[3][c] 

Personal injury 
information provider liability, 10.07[2] 

Personally identifiable information 
definition, 12.02 
exceptions to DMCA prohibitions, 

3.06[2][b] 
protection, 1.05[1] 

Pharmacies, 8.08[3] 
Phishing, 12.17[3], 13.07[5] 

state laws, 13.07[5] 
Photographs 

copyright infringement 
commercial use as fair use, 2.14[2][a] 
transformative use as fair use, 2.14[2][b] 

PINs. See Personal identification numbers 
Pop-up ads 

copyright infringement, 2.16[4] 
defined, 2.28 
trademark issues, 2.20[6][a], 2.28 
Utah law, 2.29 

Pornography 
CANSPAM provisions, 3.03[2], 13.07[4][b] 

Preemption, 3.07 
CANSPAM, 13.07[4][b] 
Commerce Clause, 8.07[5][a], 8.07[5][b] 
conversion of information, 3.09 
copyright, 3.07 
credit transactions, 8.07[5][b] 
defamation, service provider immunity, 

10.05[6], 10.09[3][c] 
digital signatures, 6.10[2] 
disclosures, 5.04 
E-Sign, 4.09 

back-in rule, 4.09[3] 

scope, 4.09[2] 
supersession, 4.09[3][a], 4.09[3][b], 

4.13[3] 
FACT, 6.17, 15.06[3][a], 15.06[4] 

business response obligation, 
15.06[3][e] 

financial institutions, 8.08[3] 
hot news exception, 3.08[2], 9.06[2] 
misappropriation, 3.08[1], 3.08[2] 
third-party content providers, liability 

protections, 10.02[3], 10.09[3] 
unfair competition claim, 3.10A 
unsolicited marketing, affiliate information 

use, 12.18, 15.06[3][k] 
Prescriptions drugs, 8.08[3] 
Privacy, 1.05[8] 

anonymity protections, 8.04[6], 10.11, 
12.12 

automated information collectors, 12.13 
background law, 8.03[1] 
children, verifiable parental consent 

requirement, 11.06[3] 
clear and conspicuous, defined by GLBA, 

5.06[3] 
Confidential Information Protection and 

Statistical Efficiency Act, 12.04[2], 
12.04[3] 

cookies, 12.13 
data use and protection, individual consent, 

12.05[3] 
disclosure by government, 12.02 
disclosure to government, 12.03, 12.16[2] 
electronic surveillance technology, 12.04[3] 
employees 

Fourth Amendment, impact of policies 
on, 13.04[1] 

intrusion upon seclusion claims, 
13.04[2] 

EU Privacy and Electronic Communications 
Directive 
cookies, 12.13 

fair information practices principles, 
11.06[6] 

false light, 12.03 
financial institution policy disclosure 

requirement, 12.10[3] 
FOIA, 12.17[2] 
genetic information, 12.20 
identity theft issues, 15.06[1][b] 
interception of electronic communications, 

12.15[1] 
law enforcement assistance, 12.15[3] 
intrusion on seclusion, 12.03 
linking issues, 9.15[4] 
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policies 
accessibility, 12.16[4][c] 
access to data, 12.16[4][a] 
accuracy of data, 12.16[4][a] 
adoption obligations, 12.16[3] 
affiliations and sharing, 12.16[4][a] 
binding agreement, 12.16[2] 
children, special protections, 12.16[4][a] 
collection, use, storage, and transfer of 

data, 12.16[4][a] 
consent, 12.16[4][a] 
correction and removal rights, 

12.16[4][a] 
external audits, 12.16[4][a] 
failure to adhere to, 12.16[4][d] 
FTC enforcement actions, 12.16[4][d] 
importance, 12.16[1] 
intended audience, 12.16[4][b] 
key components, 12.16[4][a] 
legally compelled disclosure, 

12.16[4][a] 
liability, 12.16[5] 
noncompliance, 12.16[4][d] 
notice, 12.16[4][a] 
security of information and systems, 

12.16[4][a] 
unfair acts and practices, 12.01 

prevention of disclosure of sensitive or 
confidential personal information, 12.02, 
12.04[2] 

property rights, relation to, 3.02 
publication of false facts, 12.03 
public records, 12.02, 12.17[2] 
reasonable expectation, 12.02 
redaction of data, 12.02 
safe harbor, 12.08 

access to personal information, 12.06[2] 
security of information and systems 

privacy policy component, 12.16[4][a] 
sensitive information, defined, 12.02 
storage of electronic communications, 

12.15[2] 
torts, 12.03 
traditional law based upon reasonable 

expectation, 12.02 
transactional data, 12.13 
verifiable parental consent, 6.15 

consumer protection, 11.06[3] 
data protection, 12.04[3], 12.11 

Privacy Act 
data protection, 12.04[3] 
Small Business Administration privacy 

rules, 6.06[3][a] 
social security numbers, 12.14 

Privacy Protection Act 
data protection, 12.04[3] 

Privileged information. See also Privacy 
Census Confidentiality Statute, 12.04[3] 
trade secrets. See Trade secrets 

Product disparagement 
information provider liability, 10.05[4][b] 

Product liability of information providers 
economic loss doctrine, 10.07[1] 
personal injury, 10.07[2] 
protected speech, 10.07[1] 

Property rights. See Intellectual property 
rights 
copyright. See Copyrights 
patents. See Patents 
trademarks. See Trademarks 

nature of property, 3.02 
relation to privacy law, 3.02 

Property taxes, 14.06 
Commerce Clause limitations, 

14.16[2][c][iii] 
constitutional limitations, 14.16[2][c] 
content providers, 14.13[2] 
customers, 14.14[2] 
due process limitations, 14.16[2][c][i] 
equal protection limitations, 14.16[2][c][ii] 
Import-Export Clause limitations, 

14.16[2][c][iv] 
online service providers, 14.12[2] 

Protected locations 
on-line systems, 3.03[1] 
right to control, 3.02 
specific protections, 3.03[2], 13.07[4][b] 

Public broadcasting entities 
exceptions to DMCA prohibitions, 3.06[4] 

Public domain 
definition, 2.05 

Public entities 
exceptions to DMCA prohibitions, 3.06[4] 
linking, First Amendment rights, 9.09 
public fora treatment of e-mail or web site, 

13.05[3] 
three-party linking relationships, 9.03 

Public Law 86-272 
state income tax limitations, 14.16[3][a] 

Public records 
data protection, 12.17[2] 
intellectual property rights, 12.17[3] 

Published informational content 
content provider obligations, 10.08[2] 
definition, 9.10 
implied obligation limitations, 

10.03[3][b][ii] 
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Puffing 
warranty liability not imposed, 10.03[3][a] 
 

Q 

 
Quality of data, 1.05[6] 

Canadian data protection provisions, 
12.06[2] 

EU Data Protection Directive, 12.06[2] 
Fair Credit Reporting Act, 12.06[3] 
obligations of accuracy, disclaimers, 

10.02[3][c] 
express obligations, 10.02[3][c][i] 
implied obligations, 10.02[3][c][ii] 

privacy policies, 12.16[4][a] 
 

R 

 
Reasonable care 

contractual obligations, 10.03[3][b] 
preclusion of disclaimers, 10.03[3][c][ii] 

Reasonable expectations doctrine 
contract invalidation, 5.07[5] 

Recordkeeping. See also Electronic records 
verification of identity to open account, 

6.09[3] 
Registration 

copyrights 
precondition, 2.12[2] 
Register of Copyrights, 3.06[2] 

domain names, 7.03 
trademarks, 7.04 

trademarks, 2.20[3] 
domain names, 7.04 

Regulation B, equal credit, 11.06[13] 
Regulation E, electronic fund transfer, 

11.06[14] 
accepted access device, defined, 6.07[3][b] 
data protection, disclosures, 12.10[2] 
unauthorized electronic fund transfer, 

defined, 6.07[3][a] 
Regulation M, consumer leasing, 11.06[16] 
Regulation Z, truth in lending 

consumer protections, 11.06[15] 
applicability, 11.03 

home equity plan disclosures, linking 
issues, 9.15[3] 

Reporting 
linking agreements, inclusion of terms, 

9.17[8] 

Restatement (Second) of Conflicts 
choice-of-law theory, 8.10[3] 

Restatement (Second) of Contracts 
fundamental public policy violation, 5.07[3] 
manifestation of assent, 5.03[1], 5.03[4][a] 
modification, 8.10[7] 
reasonable expectations doctrine, 5.07[5] 
signature, defined, 4.18[4] 
source of contract law, 5.02[2] 

Restatement (Second) of Torts 
defamation 

actual malice standard, 10.05[3], 
10.05[4][a], 10.05[4][b] 

conduits, 10.05[5] 
continued publication, 10.05[5] 
mere opinion, no liability, 10.05[1] 
publication, 10.05[5] 
republisher or distributor, 10.05[5] 
trade libel, 10.05[4][a] 

distribution of incorrect information, 
provider liability limitations, 10.08[2] 

fair reporting privilege, 10.05[8] 
identity theft, liability for provision of 

information, 15.06[5][b] 
information provider liability, 8.10[12][b], 

15.06[5][b] 
libel, defined, 10.05[1] 
negligent misrepresentation, 10.06[3] 

linking, 9.10 
privacy, 12.03 
product disparagement, 10.05[4][b] 
product liability and economic loss 

doctrine, 10.07[1] 
reasonable care as contractual obligation, 

10.03[3][b] 
slander, defined, 10.05[1] 

Restatement (Third) of Products Liability 
scope limited to tangible products, 10.07[2] 

Restatement (Third) of Unfair Competition 
trade secret, defined, 1.05[1] 

Reverse engineering 
exceptions to DMCA prohibitions, 

3.06[2][b] 
Right of publicity, 3.11 
Right to Financial Privacy Act 

data protection, 12.04[3] 
Right to know 

public records, data protection concerns, 
12.17 

Risk management 
authentication, risk assessment, 6.12 
banks, linking issues, 9.10 

compliance risk, 9.12[4] 
finder authority, 9.12[1] 
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reputation risk, 9.12[2], 9.15[4] 
strategic risk, 9.12[5] 
transaction risk, 9.12[3] 

identity theft, 15.07 
outsourced technology services, FFIEC 

statement, 8.13[1] 
contract terms, 8.13[4] 
return of data, contract terms, 8.13[4][b] 
risk assessment, 8.13[2] 
termination terms, 8.13[4][a] 

securities issuers and market intermediaries 
confusion risk, 9.13[3] 
context of link, 9.13[2] 
electronic delivery of documents, 

9.13[1] 
envelope theory, 9.13[1] 
presentation of linked information, 

9.13[4] 
tax liability, 14.18 

analysis, 14.18[2] 
contractual language, 14.18[8] 
mobility, 14.18[7] 
predictable strategies, 14.18[4] 
pricing, 14.18[9] 
prioritization of compliance, 14.18[3] 
reduction techniques, 14.18[10] 
relationship-based techniques, 14.18[11] 
restructuring, 14.18[5] 
third-party assistance, 14.18[6] 
treaty-based techniques, 14.18[12] 

Robots. See Electronic agents 
Rolling contracts 

conspicuous terms, 5.05[3] 
 

S 

 
Safe harbors 

interactive service providers, 8.05, 10.05[6] 
linking, 9.07[3] 
Privacy Principles and access to personal 

information, 12.06[2], 12.08 
third-party content providers, 8.04[1], 

10.09[2] 
blocking access, 8.04[5] 
eligibility, 8.04[3] 
notice/takedown provisions, 8.04[4][a] 
online service provider, defined, 8.04[2] 
putback provisions, 8.04[4][b] 
subpoenas to identify alleged infringers, 

8.04[6], 8.04A, 10.11 
termination policy, 8.04[3] 

Sales tax, 14.08 
apportionment, 14.16[2][a][iii] 
constitutional limitations, 14.16[2][a] 
content providers, 14.13[4] 
customers, 14.14[4] 
description, 14.08[1] 
due process limitations 

apportionment, 14.16[2][a][iii] 
minimum contacts, 14.16[2][a][ii] 

equal protection, limitations, 14.16[2][a][iv] 
international taxation, 14.17[5] 
jurisdiction, 14.08[3] 
nexus concept, 14.16[2][a][ii] 
online service providers, 14.12[4] 
payment vs. collection, 14.08[4] 
seller and purchaser liability, limitations, 

14.16[2][a][i] 
streamlined sales tax project (SSTP), 

14.16[1] 
taxable activity, 14.08[2] 
unfair classifications prohibited, 

14.16[2][a][iv] 
Screening of content, 1.05[5] 

service providers, 8.05, 10.05[6] 
Search and seizure 

employee expectation of privacy, 13.04[1] 
Search engines 

ranking of web sites, 10.02[3] 
Section 230 immunity. See Communications 

Decency Act (CDA) 
Securities and Exchange Commission (SEC) 

risk management for issuers and market 
intermediaries 
confusion risk, 9.13[3] 
context of link, 9.13[2] 
electronic delivery of documents, 

9.13[1] 
envelope theory, 9.13[1] 
presentation of linked information, 

9.13[4] 
Securities Exchange Act 

antifraud provision, 9.13[1] 
Security of information and systems 

privacy policy component, 12.16[4][a] 
testing, exceptions to DMCA prohibitions, 

3.06[2][b] 
Security procedures. See Attribution 

procedures 
Seizure. See also Search and seizure 

domain names as property, 7.07 
Service arrangements 

bundling, 14.04[4][b] 
e-mail use, 14.04[4][b] 
income tax, 14.05[5] 
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online gaming sites, 14.04[4][b] 
tax issues, 14.04[4] 

Service contracts. See Access contracts 
Service Level Agreements (SLAs), 9.17[7] 
Sexual harassment 

employer policies, 13.03[2] 
Shared electronic space, 9.16 
Signatures. See also Digital signatures; 

Electronic signatures 
definitions, 4.18[3], 4.18[4] 
intent to sign, 4.18[6] 
process may qualify, 4.18[5] 

Simplified Sales and Use Tax 
Administration Act, 14.16[1] 

SLAs (Service Level Agreements), 9.17[7] 
Small Business Administration privacy 

rules, 6.06[3][a] 
Social networking sites, 8.08[7] 
Social security numbers 

disclosure, identity theft risk, 15.06[1][a] 
privacy and data protection, 12.02, 12.14 
state laws protecting, 12.14 

Software 
application service providers 

bankruptcy, 8.14 
contract terms, 8.13[4] 
definition, 8.11 
due diligence, 8.13[3] 
FFIEC statement, 8.13[1] 
OCC statement, 8.13[1] 
oversight, 8.13[5] 
return of data, contract terms, 8.13[4][b] 
risk assessment, 8.13[2] 
termination terms, 8.13[4][a] 
UCITA provisions, 8.12 

copyright protection 
abstraction-filtration-comparison 

process to show similarity, 2.13[3] 
first-use exemption, 2.14[3] 

patents, 2.10[2] 
sourcing rules, federal income tax, 14.15[3] 

application of rule, 14.15[3][d] 
combined transactions, 14.15[3][e] 
sale or lease of copyrighted material, 

14.15[3][c][iii] 
sale or license of copyright rights, 

14.15[3][c][ii] 
source of income, 14.15[3][a] 
transaction classification, 14.15[3][b] 
transfer of copyright rights, 

14.15[3][c][i], 14.15[3][c][iv] 
transfer of know-how, 14.15[3][c][iv] 
transfer of services, 14.15[3][c][iv] 

Sourcing 

mobile telecommunications, 14.16[3][c] 
software, federal income tax rules, 14.15[3] 

application of rule, 14.15[3][d] 
combined transactions, 14.15[3][e] 
sale or lease of copyrighted material, 

14.15[3][c][iii] 
sale or license of copyright rights, 

14.15[3][c][ii] 
source of income, 14.15[3][a] 
transaction classification, 14.15[3][b] 
transfer of copyright rights, 

14.15[3][c][i], 14.15[3][c][iv] 
transfer of know-how, 14.15[3][c][iv] 
transfer of services, 14.15[3][c][iv] 

Spam 
access contract terms, 8.10[11][c] 
affirmative consent, defined, 13.07[4][b][i] 
CANSPAM provisions, 3.03[2], 13.07[4][b] 
CFAA provisions, 13.07[4][a][i] 
commercial electronic mail messages, 

13.07[4][b][i] 
conflicting state laws and regulations, 

8.07[2] 
international laws, 13.07[4][c] 
mobile service commercial messages, 

13.07[4][b][iii] 
multiple, defined, 13.07[4][b][i] 
protected computers, defined, 13.07[4][a][i] 
state laws and regulations, 1.05[3] 
wireless service commercial messages, 

13.07[4][b][iii] 
workplace environment concerns, 13.07[4] 

Spiders. See Electronic agents 
Spyware 

California law, 2.29 
defined, 2.29 
provisions for cookies, 12.13 
trademark issues, 2.29 
Utah law, 2.29 

SSTP Act (Model Uniform Sales and Use 
Tax Act), 14.16[1] 
SSTP (streamlined sales tax project), 
14.16[1] 
State and local taxes, 14.16 

constitutional limitations, 14.16[2] 
discriminatory tax prohibition, 

14.16[3][b][i] 
excise taxes. See Excise taxes 
federal statutory limitations, 14.16[3] 
income taxes. See Income tax—state 
Internet access tax prohibition, 

14.16[3][b][i] 
mobile telecommunications, sourcing, 

14.16[3][c] 
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moratorium, 14.16[3][b] 
multiple tax prohibition, 14.16[3][b][iii] 
property taxes. See Property taxes 
sales tax. See Sales tax 
streamlined sales tax project (SSTP), 

14.16[1] 
use tax. See Use tax 

State laws and regulations, 1.05[3]. See also 
specific state 
access contracts, UCITA, 8.01[4] 
CANSPAM preemption, 13.07[4][b] 
Commerce Clause preemption, 8.07[5][a] 
compliance strategies, 8.07[4] 
contracts. See Contracts 
digital signatures 

application of rules, 6.10[3] 
preemption, 6.10[2] 

discovery and interpretation difficulties, 
8.07[3] 

diversity, 8.07[1] 
E-Sign preemption 

back-in rule, 4.09[3] 
scope, 4.09[2] 
supersession, 4.09[3][a], 4.09[3][b], 

4.13[3] 
FACT preemption, 6.17, 15.06[3][a] 
identity theft 

conditions imposed on transactions, 
15.06[4][d] 

FACT impact on, 6.17, 15.06[3][a], 
15.06[4] 

nonuniformity, 15.06[4][a] 
penalties on other victim, 15.06[4][c] 
responses, 15.05 
third party duties, 15.06[4][b] 

income tax. See Income tax—state 
information provider liability, applicability, 

10.02[4] 
misrepresentation liability, 10.06[3] 
privacy policies, adoption obligations, 

12.16[3] 
product liability, economic loss doctrine, 

10.07[1] 
sector-specific regulation, 8.08[1] 
subpoenas for anonymous communications, 

8.04A 
unfair competition, 3.10A 
Uniform Electronic Transactions Act. See 

Uniform Electronic Transactions Act 
(UETA) 

usury statutes, 11.06[19] 
warranty or disclosure laws, 11.06[18] 

Storage of electronic communications, 
12.15[2] 

Stored Communications Act, 12.15[2] 
Streamlined sales tax project (SSTP), 

14.16[1] 
Subpoenas 

DMCA safe harbor, 8.04[6], 10.11 
First Amendment issues, 8.04A 

Substitute checks, 4.19[2], 11.11 
 

T 

 
Taxation, Ch. 14 

activity-based impact, 14.03[4] 
ad valorem taxes, 14.06 
advertising income, 14.04[2][a] 
advisors, use of, 14.03[2] 
analogies for new technologies, 14.03[6] 
business transactions, 14.04 
classification of taxable property and 

transactions, 14.02[5] 
complexity of issues, 14.02 
constitutional limitations, state and local 

taxes, 14.16[2] 
content providers, 14.13 

income tax, 14.13[3] 
property tax, 14.13[2] 
sales tax, 14.13[4] 

customers, 14.14 
income tax, 14.14[3] 
property tax, 14.14[2] 
sales tax, 14.14[4] 
use tax, 14.14[5] 

delivery of tangible goods, 14.04[2][c] 
discriminatory tax prohibition, 

14.16[3][b][ii] 
electronic delivery, 14.04[3][b] 
e-mail use, 14.04[4][b] 
excise taxes, 14.07 
federal statutory limitations, state and local 

taxes, 14.16[3] 
import duties, 14.17[7][c] 
income tax, 14.05 

content providers, 14.13[3] 
customers, 14.14[3] 
description, 14.05[1] 
federal. See Income tax—federal 
international. See Income tax—

international 
jurisdiction, 14.05[2] 
online business issues, 14.05[5] 
online service providers, 14.12[3] 
service arrangements, 14.05[5] 
state. See Income tax—state 
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intangible property 
definition, 14.04[3][a] 
transactions involving, 14.04[3] 

international taxes. See International taxes 
Internet access tax prohibition, 

14.16[3][b][i] 
ITFA provisions. See Internet Tax Freedom 

Act (ITFA) 
jurisdiction, 14.02[4] 
law lags behind technology, 14.03[5] 
liabilities for multiple taxes, 14.02[2] 
managing issues arising from transactions, 

14.03 
mobile telecommunications, sourcing, 

14.16[3][c] 
multiple roles of legislation, 14.02[2] 
multiple tax prohibition, 14.16[3][b][iii] 
online gaming sites, 14.04[4][b] 
online service providers, 14.12 

income tax, 14.12[3] 
property tax, 14.12[2] 
sales tax, 14.12[4] 
use tax, 14.12[5] 

order-processing transactions, 14.04[2][b] 
property taxes, 14.06 

content providers, 14.13[2] 
customers, 14.14[2] 
online service providers, 14.12[2] 

risk management, 14.18 
analysis, 14.18[2] 
contractual language, 14.18[8] 
mobility, 14.18[7] 
predictable strategies, 14.18[4] 
pricing, 14.18[9] 
prioritization of compliance, 14.18[3] 
reduction techniques, 14.18[10] 
relationship-based techniques, 14.18[11] 
restructuring, 14.18[5] 
third-party assistance, 14.18[5] 
treaty-based techniques, 14.18[12] 

sales tax, 14.08 
apportionment, 14.16[2][a][iii] 
constitutional limitations, 14.16[2][a] 
content providers, 14.13[4] 
customers, 14.14[4] 
description, 14.08[1] 
due process limitations, 14.16[2][a][ii], 

14.16[2][a][iii] 
equal protection, limitations, 

14.16[2][a][iv] 
jurisdiction, 14.08[3] 
nexus concept, 14.16[2][a][ii] 
online service providers, 14.12[4] 
payment vs. collection, 14.08[4] 

seller and purchaser liability, limitations, 
14.16[2][a][i] 

streamlined sales tax project (SSTP), 
14.16[1] 

taxable activity, 14.08[2] 
unfair classifications prohibited, 

14.16[2][a][iv] 
service arrangements, 14.04[4], 14.04[4][a] 

bundling, 14.04[4][b] 
income tax issues, 14.05[5] 

source of income, 14.04[4][a] 
tangible property, transactions involving, 

14.04[2] 
Public Law 86-272 limitations on state 

income, 14.16[3][a] 
technical support transactions, 14.04[2][d] 
telecommunications taxes, 14.11, 

14.16[2][d] 
third-party services, 14.04[2][d] 
use of tangibles concept, 14.02[4] 
use tax, 14.09 

constitutional limitations, 14.16[2][a] 
customers, 14.14[5] 
description, 14.09[1] 
online service providers, 14.12[5] 
seller and purchaser liability, limitations, 

14.16[2][a][i] 
streamlined sales tax project (SSTP), 

14.16[1] 
taxable activity, 14.09[2] 

value-added tax (VAT), 14.10 
description, 14.10[1] 
EU, 14.17[7] 
jurisdiction, 14.10[3] 
taxable activity, 14.10[2] 

TCPA (Telephone Consumer Protection 
Act), 13.07[4][a][ii] 

Technology, Education, and Copyright 
Harmonization Act (TEACH Act), 
2.14[5] 

Technology neutrality 
attribution procedures, 6.03[2] 
electronic signatures, 4.06[3] 
supersession of E-Sign, 4.09[3][b][i] 

Telecommunications industry 
mobile communications, sourcing, 

14.16[3][c] 
service arrangements, tax issues, 

14.04[4][b] 
Telecommunications taxes, 14.11, 

14.16[2][d] 
Telemarketing Sales Rule, FTC 

billing information provisions, 11.06[7] 
charitable contributions, 11.06[7] 
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disclosures, 11.06[7] 
GLBA, 12.18 
preacquired account information, 12.18 
state law, 12.18 

Telephone Consumer Protection Act 
(TCPA), 13.07[4][a][ii] 
First Amendment issues, 13.07[6] 

Telephone facsimile machines. See Facsimile 
transmissions 

Telephone Records and Phone Privacy Act 
of 2006, 12.15[4] 
confidential phone records, 12.15[4] 
pretexting, 12.15[4] 

Terrorism-related laws, 12.21 
Texas 

choice-of-law statute, 8.07[3] 
consumer, defined, 11.05[2] 

Theft of identity. See Identity theft 
Theft of information, 1.05[8], 3.10 
Third parties 

application service providers 
bankruptcy, 8.14 
contract terms, 8.13[4] 
definition, 8.11 
due diligence, 8.13[3] 
FFIEC statement, 8.13[1] 
OCC statement, 8.13[1] 
oversight, 8.13[5] 
return of data, contract terms, 8.13[4][b] 
risk assessment, 8.13[2] 
termination terms, 8.13[4][a] 
UCITA provisions, 8.12 

business transactions, taxation implications, 
14.04[2][d] 

contractual relationships, 8.08[10] 
copyrighted works, 2.18 
data use and retention, individual consent 

affirmative consent, 12.05[2] 
Canadian legislation provisions, 

12.05[2] 
EU Data Protection Directive 

provisions, 12.05[2] 
GLBA provisions, 12.05[4] 
traditional privacy law, 12.05[3] 

defamation liability, 10.05[5] 
service providers, limitations, 10.05[6] 

DMCA safe harbor, 8.04[1], 10.09[2] 
blocking access, 8.04[5] 
eligibility, 8.04[3] 
notice/takedown provisions, 8.04[4][a] 
online service provider, defined, 8.04[2] 
putback provisions, 8.04[4][b] 
subpoenas, 8.04[6], 8.04A 
termination policy, 8.04[3] 

identity theft, 15.06[4][b] 
information provider liability 

CDA preemption, 10.09[3] 
DMCA safe harbors, 10.09[2] 
defamation, 10.05[5] 
implied obligation, limitations, 

10.03[3][b][iii] 
intellectual property infringement, 

10.09[2] 
publishers or speakers, 10.09[3][c] 
risks, 10.09[1] 
sources of risk, 10.02[3] 

interactive service provider liability, 8.05 
interception of electronic communications, 

12.15[1] 
linking relationships. See Links and linking 
service arrangements, tax issues, 

14.04[4][b] 
storage of electronic communications, 

12.15[2] 
TILA (Truth in Lending Act) 

consumer, defined, 11.02[2] 
Regulation Z (FRB). See Regulation Z, 

truth in lending 
Torts 

defamation, information provider liability, 
10.05 
conduits, 10.05[5] 
false statements, 10.05[2] 
fault, 10.05[3] 
harm to business, 10.05[4][a] 
harm to individual, 10.05[3] 
republishers, 10.05[5] 
retraction and notice, 10.05[7] 
service provider liability limitations, 

10.05[5], 10.05[6] 
trade libel, 10.05[4][a] 

detrimental reliance inducement 
intentional fraud, 10.06[2] 
unintentional fraud, 10.06[3] 

employee privacy, 13.04[2] 
information providers 

client or user relationships to determine 
liability level, 10.08[3] 

risks, 10.04 
misappropriation, 3.08 
negligent misrepresentation, 10.06[3] 

linking, 9.10 
product liability exception, 10.07[1] 

privacy, 12.03 
product disparagement, 10.05[4][b] 
product endorsements, information provider 

liability, 10.08[2] 
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product liability, information providers, 
10.07 
economic loss doctrine, 10.07[1] 
personal injury, 10.07[2] 

published informational content, 
information provider liability, 10.08[2] 

Restatement. See Restatement (Second) of 
Torts 

trespass to chattel, 3.04 
authorization and consent, 3.04[1] 
harm to the system, 3.04[2] 

Tracking 
linking agreements, inclusion of terms, 

9.17[8] 
technologies, 12.19 

Trademarks. See also Lanham Act 
actionable likelihood of confusion, 2.20[6] 
antidilution, 2.24, 9.08 
antisites, 2.27 
blurring, 2.24 
commercial name, defined, 2.20[5] 
copyright claims, interface with, 2.20[7] 
creation of rights, 2.20[2] 
defenses, 2.04 
definition, 2.20[1] 
descriptive terms and phrases, 2.20, 2.20[4], 

2.20[5], 7.04 
dilution, defined, 2.24, 7.06[3], 9.08 
distinctiveness, 2.20[2] 
domain names. See Domain names 
fair use, 2.20[6][c] 
generic terms and phrases, 2.20, 2.20[4], 

7.04 
incontestability, 2.20[3] 
infringement 

actionable likelihood of confusion, 
2.20[6] 

cybersquatting, 7.05[2] 
disclaimers to avoid liability, 2.23 
goodwill, 2.21 
initial-interest confusion, 2.21 
injunctive relief, 2.24 
likelihood of confusion, 2.20[6][b] 
linking, 9.08 
pop-up ads, 2.20[6][a], 2.28 
similarity and differences in products or 

services, 2.22 
spyware, 2.29 
use in commerce as mark, 2.20[6][a] 

initial-interest confusion, 2.21 
linking, liability, 9.08 
metatags, initial-interest confusion, 2.21, 

2.25 

misappropriation, 3.08 
linking, 9.08 

online context, 2.20 
personal names, 2.20[5] 
preclusions, 2.20[3] 
preconditions, 2.04 
protected rights, 2.04 
registration, 2.20[3] 
structure of issues, 2.04 
three-party linking relationships, 9.03 
trade names, 2.20[5] 
use in commerce as mark, 2.20, 2.20[6][a] 

Trademark Dilution Revision Act of 2006, 
2.24 

Trade names 
cybersquatting, 7.05[2] 
trademark protection, 2.20[5] 

Trade secrets 
defenses, 2.04 
definition, 1.05[1] 
disclosure of patented technology, 2.07 
employer policies, 13.03[4] 
misappropriation, 3.08 
preconditions, 2.04 
protected rights, 2.04 
right to control as property, 3.02 
structure of issues, 2.04 
theft, 3.10 
unconstitutional taking of information, 

3.09[A] 
Training 

avoidance of contract transactions by 
e-mail, 13.08[7] 

Transactions. See Electronic transactions 
Treaties. See also specific treaty by name 

tax liability risk management, 14.18[12] 
Treble damages 

DMCA provisions, 3.06[4] 
Trespass to chattel, 3.04 

authorization and consent, 3.04[1] 
deep linking, 9.05 
e-mail attacks, 13.07[3] 
harm to the system, 3.04[2] 

Truth in Lending Act (TILA) 
consumer, defined, 11.02[2] 
credit cards, unauthorized use liability, 

6.06[3] 
Regulation Z (FRB). See Regulation Z, 

truth in lending 
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U 

 
UCC. See Uniform Commercial Code 
UCCDA (Uniform Correction or 

Clarification of Defamation Act), 10.05[7] 
UCITA. See Uniform Computer 

Information Transactions Act 
UDITPA (Uniform Division of Income for 

Tax Purposes Act), 14.16[2][b][iv] 
UDRP (Uniform Domain Name Dispute 

Resolution Policy), 7.05[6] 
UETA. See Uniform Electronic Transactions 

Act 
Unconscionability, doctrine of contract 

terms, 5.07[2] 
Unconstitutional taking of information, 

3.09A 
Unfair and deceptive practices 

background law, 8.03[1] 
consumer protection, FTCA, 11.06[21] 
linking issues, 9.03 
Pennsylvania statute, 12.01 
privacy policy noncompliance, 12.16[4][d] 

Unfair competition 
extension of state law to intellectual 

property, 3.10A 
trade name protection under state law, 

2.20[5] 
Uniform Commercial Code (UCC) 

agreement, defined, 5.03[1] 
applicability to computer information 

transactions, difficulties with, 5.02[2] 
attribution procedures, 6.05 
authenticate, defined, 4.05[3] 
authentication 

contract transactions by e-mail, 
13.08[3][f] 

definition, pending revision, 4.10[3] 
process as signature, 4.18[5] 

background law, 8.03[1] 
commercially reasonable security 

procedure, 6.05 
conspicuous terms 

conspicuous, defined, 5.05[3] 
definition, 5.05[1] 
form, 5.05[5] 
scope of law, 5.05[2] 

contract formation, 13.08[5][c][iii] 
contracts 

amendment, 8.10[7] 
assent, 5.03[1] 
cancellation, 8.10[6] 
conspicuous terms, 5.05 

damage exclusions and limitations, 
8.10[9] 

good faith principle, 5.07[4] 
source of law, 5.02[2] 
termination, 8.10[6] 
unconscionability doctrine, 5.07[2] 
warranty disclaimers, 8.10[8] 

e-mail formation and amendment of 
contracts 
authentication, 13.08[3][f] 
good faith obligations, 13.08[6][c] 
preclusion by previous contract, 

13.08[5][b] 
waiver of no oral modification clauses, 

13.08[6][a][i] 
errors, risk allocation, 6.16[1] 
express warranties and obligations, 

10.03[3][a], 10.03[3][c][i] 
funds transfer, defined, 6.05 
good faith principle, 5.07[4] 
history, 1.02 
implied warranties and obligations, 8.10[8], 

10.03[3][c][ii] 
individual, defined, 11.03 
local bias, 1.05[3] 
product information, provider liability risk, 

10.02[2] 
reasonable expectations doctrine, proposal, 

5.07[5] 
receive, defined, 4.13[4] 
security procedures, 6.05 
send, defined, 4.13[4] 
signature, defined, 4.10[3] 
signed, defined, 4.18[3], 13.08[3][b] 
state jurisdiction over transactions, 

proposed revision, 10.02[4] 
unconscionability doctrine, 5.07[2] 
writing, defined, 14.18[2] 

Uniform Computer Information 
Transactions Act (UCITA) 
access contracts 

amendment, 8.10[7] 
application service providers, 8.12 
cancellation, 8.10[6][b] 
choice-of-law agreements, 8.10[3] 
damage exclusions and limitations, 

8.10[9] 
definition, 8.01[1] 
downloaded information, 8.10[12][a] 
electronic recordkeeping, 4.15 
obligations arising from arrangement, 

8.01[2] 
ownership of information or ideas, 

8.10[13][c] 
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retention of records, 4.14, 4.15 
state law application, 8.01[4] 
storage of data, ownership issues, 

8.10[13][d] 
termination, 8.10[6][b] 
warranty disclaimers, 8.10[8] 

agreement, defined, 5.03[1] 
application service providers, 8.12 

contract terms, 8.13[4] 
return of data, contract terms, 8.13[4][b] 
termination terms, 8.13[4][a] 

attribution procedure, defined, 6.08 
authentication 

contract transactions by e-mail, 
13.08[3][f] 

definition, 4.05[3], 4.10[3] 
process as signature, 4.18[5] 

background law, 8.03[1] 
background terms, 8.03[1], 8.10[5] 
computer information transactions, defined, 

4.05[3] 
conspicuous terms 

conspicuous, defined, 5.05[3] 
definition, 5.05[1] 
electronic agents, 5.05[4] 
form, 5.05[5] 
scope of law, 5.05[2] 

consumer, defined, 11.02[2] 
consumer mistakes during automated 

transactions, defense, 6.16[2] 
consumer protections, preservation of, 

11.07 
contract formation, 13.08[5][c][iii] 
contracts 

assent, 5.03[1] 
assent to particular term, 5.04 
conspicuous terms, 5.05 
fundamental public policy violation, 

5.07[3] 
good faith principle, 5.07[4] 
manifestation of assent, 5.03[4][a] 
opportunity to review terms, 5.03[2][b] 
relevance of act, 5.02[3] 
unconscionability doctrine, 5.07[2] 

copyright notice applicability, 8.03[2] 
downloaded information, 3.06[1] 
electronic agents, 5.03[3] 

conspicuous terms, 5.05[4] 
e-mail formation and amendment of 

contracts 
authentication, 13.08[3][f] 
disclaimer, 13.08[5][c][i] 
good faith obligations, 13.08[6][c] 

preclusion by previous contract, 
13.08[5][b] 

waiver of no oral modification clauses, 
13.08[6][a][i] 

equivalency principle, 11.08 
errors, risk allocation 

applicability, 6.16[1] 
express warranties and obligations, 

10.03[3][a] 
disclaimers and disavowals, 

10.03[3][c][i] 
fundamental public policy violation, 5.07[3] 
good faith principle 

contract invalidation, 5.07[4] 
implied obligation limitations 

aesthetics and marketability, 
10.03[3][b][i] 

conduits, 10.03[3][b][iii] 
published informational content, 

10.03[3][b][ii], 10.08[2] 
implied warranties and obligations, 

10.03[3][b] 
disclaimers and disavowals, 8.10[8], 

10.03[3][c][ii] 
individual, defined, 11.03 
mass market transactions, consumer 

protections, 11.05[3] 
Official Comment 

ineffective assent, example, 5.03[4][a] 
published informational content 

definition, 9.10 
implied obligation limitations, 

10.03[3][b][ii], 10.08[2] 
record, defined, 4.05[3], 4.10[2] 
send, defined, 4.13[4] 
unconscionability doctrine, 5.07[2] 

Uniform Correction or Clarification of 
Defamation Act (UCCDA), 10.05[7] 

Uniform Division of Income for Tax 
Purposes Act (UDITPA), 14.16[2][b][iv] 

Uniform Domain Name Dispute Resolution 
Policy (UDRP), 7.05[6] 

Uniform Electronic Transactions Act 
(UETA) 
agreement to use electronics 

establishment, 4.07[4][a] 
precondition to application of law, 

4.07[3], 4.13[2] 
precondition to equivalency principle, 

4.07[4][b] 
applicability 

agreement to use electronics 
requirement, 4.07[4][a] 

state laws, 4.07[1] 
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writing requirement, 4.07[1] 
attribution procedures, 6.08 
background law, 8.03[1] 
consumer transactions, 4.11, 11.10[2] 
contract enforceability, 4.07[4][a] 
contract formation and amendment by 

e-mails, 13.08[2][c] 
disclaimer, 13.08[5][c][i] 

digital signatures, 6.10[3] 
electronic, defined, 4.07[4][b] 
electronic record, defined, 4.07[1], 4.10[2] 
electronic recordkeeping, 4.15 
electronic signatures, 4.07[1] 

defined, 4.07[2], 4.10[3] 
prior agreement, 4.08[2] 

enactment supersedes E-Sign, 4.09[3][a] 
equivalency principle 

agreement to use electronics as 
precondition, 4.07[4][b] 

consumer protection, 11.08 
errors, risk allocation, 6.16[1] 
exclusions, 4.07[8] 
format of record, 4.07[6] 
mistake rules, 11.10[3] 
nondiscrimination not achieved, 4.07[2] 
notices 

agreement to use electronics, 4.13[2] 
content, 4.13[3] 
E-Sign preemption, 4.13[3] 
form, 4.13[3] 
location, 4.13[5] 
received, 4.13[4] 
sent, 4.13[4] 
supersession, 4.13[3] 

preservation of standards, 4.12 
process as signature, 4.18[5] 

contract transactions by e-mail, 
13.08[3][f] 

public filings, 4.14 
purpose of act, 4.07[1] 
received, defined, 4.13[4] 
record retention 

inhibition by sender, 4.07[5][b], 4.15 
retainability by recipient, 4.07[5], 

4.07[5][a] 
right to refuse to conduct transactions 

electronically, 4.07[3] 
scope of act, 4.07[1] 
security procedures, 6.08 
sent, defined, 4.13[4] 
substantive impact, 4.07[7] 
technology neutrality, 4.06[3] 
telegram as electronic record, 4.10[2] 
transaction, defined, 4.07[1], 11.10[1] 

user mistakes during automated 
transactions, defense, 6.16[2] 

United Nations model laws on electronic 
commerce, 4.17[2], 4.17[3] 

Uptime reliability 
definition, 9.17[7] 

USA PATRIOT Act 
social security numbers, data collection, 

12.14 
verification of identification provisions, 

6.09[1] 
wrongful access to computer, 3.05 

User interfaces 
copyright protection, 2.19 

Use tax, 14.09 
constitutional limitations, 14.16[2][a] 
customers, 14.14[5] 
description, 14.09[1] 
online service providers, 14.12[5] 
seller and purchaser liability, limitations, 

14.16[2][a][i] 
streamlined sales tax project (SSTP), 

14.16[1] 
taxable activity, 14.09[2] 

Usury 
consumer protection, 11.06[19] 

Utah 
Digital Signature Act, 4.06[2], 6.10[3], 

6.16[3] 
Spyware Control Act, 2.29 
Unfair Competition Act, 3.10A 

V 

 
Validation of electronic transactions, 4.02 

admissibility as evidence, 4.03[6] 
analysis of pre-existing law, 4.05[2] 
attribution. See Attribution procedures 
authentication. See Authentication 
checks, C21 provisions, 4.19[2], 11.11 
conflicting approaches, 4.06[1] 
contracts, 4.03[2] 
disclosures, 4.03[4] 
electronic requirements, 4.03[7] 
equivalency principle. See Equivalency 

principle 
format vs. substance, 4.03[7] 
inapplicability, 14.18 
intent requirement, 4.05[3] 
necessity, 4.02[1] 
notice requirements, 4.03[3] 
pre-existing laws, analysis of, 4.05[2] 
public filings, 4.03[5], 4.14 
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records. See Electronic records 
signatures. See Digital signatures; 

Electronic signatures 
sector-specific laws, 4.19 

Value-added tax (VAT), 14.10 
EU, 14.17[7] 

jurisdiction, 14.17[7][b] 
mechanism, 14.17[7][a] 

international taxation, 14.17[5] 
Verification 

attribution procedures. See Attribution 
procedures 

Vicarious liability, 2.17 
Video Privacy Protection Act 

rental record protection, 12.04[3] 
Viruses 

workplace environment concerns, 13.07[2] 
Voice-mail 

evidence, 13.09 
 

W 

 
Waivers 

contract transactions by e-mail 
logos, 13.08[6][b] 
waiver of no oral modification clauses, 

13.08[6][a] 
Warranties 

access contract disclaimers, 8.10[8] 
consumer products, Magnuson-Moss 

Warranty Act, 11.06[17] 
information provider liability 

express warranty, 10.03[3][a] 
implied warranty, 10.03[3][b] 

product information, provider liability risk, 
10.02[2] 

state laws, consumer protections, 11.06[18] 
Washington 

signatures, 13.08[2][a] 
Weblinking (OCC Bulletin 2001-31), 9.12 
Web site operators 

access contracts. See Access contracts 
domain name concerns. See Domain names 

Wireless commercial mail messages, 
13.07[4][b][iii] 

Wiretap Act, 12.15[1], 12.15[3] 
Wisconsin 

defamation, retraction statute, 10.05[7] 
Workplace environment 

computer usage policies, 13.06 
computer use as record, 13.03[6] 

contract formation and amendment by 
e-mails 
admissibility of e-mails, 13.08[4] 
common law, 13.08[2][d] 
E-Sign provisions, 13.08[2][b] 
good faith doctrine, 13.08[6][c] 
liability, 13.08[1] 
logos, 13.08[6][b] 
no oral loan commitment, 

13.08[5][c][iv] 
preclusion by legend, 13.08[5][c] 
preclusion by previous contract, 

13.08[5][b] 
protections, 13.08[5][a] 
signatures, 13.08[2], 13.08[3] 
training to avoid liability, 13.08[7] 
UETA provisions, 13.08[2][c] 
waiver of no oral modification clauses, 

13.08[6][a] 
copyright infringement policies, 13.03[3] 
defamation policies, 13.03[3] 
disclosure of sensitive information, 13.03[4] 
discrimination policies, 13.03[2] 
ECPA provisions, 13.05[2] 
employer liability and productivity 

concerns, 13.02 
incoming e-mails 

spam, 13.07[3] 
trespass, 13.07[3] 
viruses and malicious code, 13.07[2] 

privacy, employee 
Fourth Amendment, 13.04[1] 
intrusion upon seclusion claim, 13.04[2] 
torts, 13.04[2] 

productivity concerns, 13.03[5] 
public fora treatment of e-mail or web site, 

13.05[3] 
sexual harassment policies, 13.03[2] 
trade secret protection, 13.03[4] 

World Trade Organization (WTO), 
14.17[6][b] 

Writings 
approach to electronic commerce law 

development, 4.02[2], 4.02[3] 
Customer Identification Programs, 6.09[2] 
definitions, 14.18[2] 
disclosures. See Disclosures 
electronic records. See Electronic records 
equivalency. See Equivalency principle 
E-Sign provisions. See Electronic 

Signatures in Global and National 
Commerce Act (E-Sign) 

evolution from paper-based requirements, 
4.02[1] 
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notices. See Notices 
paper vs. electronics, 4.02[3] 
signature not required, 4.05[1] 
signature requirements. See Digital 

signatures; Electronic signatures 
signatures. See Digital signatures; 

Electronic signatures 
UETA provisions. See Uniform Electronic 

Transactions Act (UETA) 
warranties. See Warranties 

Wrongful access 
criminal penalties, 3.05, 13.07[4][a][i] 

WTO (World Trade Organization), 
14.17[6][b] 
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